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1 INTRODUCTION

Although a formal definition is not widely agreed upon, data
breaches are often defined by the illegal use or disclosure of
confidential information and are categorized into internal and
external breaches. [1] Internal breaches involve the
assistance of individuals within the affected organization,
whether voluntarily or not, to distribute personal or
confidential information. [1] External data breaches are
caused by external entities such as hackers or other parties.
Hacking and IT incidents comprise the majority of these
breaches. [1]

Data breaches pose a threat to both the individual client
and organization. [1] Potential harm includes financial
setbacks, lost clientele, tarnished reputation, and
compromised personal information leading to identify theft.
[1] A recent survey found that 76% of those affected by a data
breach felt serious stress afterwards, however, surprisingly
less than half took any steps to protect themselves from
future identity theft or other data breaches. [2] Common
themes for lack of action included the overwhelming amount
of data security information to process before taking
preventative action, or lack of education prior to a breach. [2]

Successful data breach prevention often funnels down to
education and modification of basic security best practices.
[3] Many users do not always understand where a data
breach can happen, and often dismiss a single data breach,
unaware of the compounding issues that could be taking
place. [3] A key starting point in educating individuals is
understanding which data is most crucial to protect. The
primary goal of this work is to develop a tool understandable
by lay people to put in prespective the risk of identity theft
when a data breach occurs through an interactive
visualization tool of data often found in breaches.

1.1 Personal Experience

My specific research topic is related to bi-directional data
sharing between patients and clinicians, of which breaches
are always a significant risk not only due to the sharing of
information over multiple platforms but the type of data
associated. My work aims to develop an appropriate and
ethical procedure for systematic dissemination of individual
(non-aggregate) research results for the purpose of
expanding informed consent and engagement with clinical
research. This process must be incredibly secure, as the
consequences of a data breach of clinical data are almost
always catastrophic for the patients and families involved.
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2 RELATED WORK

Data breaches are becoming more discussed as they
become more and more frequent; however, many tools are
simply web articles with extensive lists of recommendations
that are visually overwhelming. [4] These articles often only
phrased as a response to a data breach (targeting users who
have discovered they are a victim of a data breach and are
looking for solutions) or a general “protect everything”
argument that lacks targeted information for users. [4]

Not every data breach is the same, and it can be difficult
for a lay person to navigate these sources. In contrast, some
academic sources have aimed to develop risk factors and
other tools to help communicate the consequences and risks
associated with carrying data breaches. [5, 6]

2.1 Criminological Contextual Risk of Breaches

The academic paper by Sen and Borle aims to develop a
risk factor model to estimate and classify data breaches. [5]
The risk of data breach was measured in the context of an
organization’s physical location, its primary industry, and the
type of data breach that it may have suffered in the past. [5]
Multiple theories were applied to create a measurement
system, including institutional theory and the opportunity
theory of crime. [5] These measurements were then built into
a statistical model to identify key indicators for future data
breaches.

Although this paper follows key criminological theories and
follows a strict empirical framework for identifying risk factors,
the results are not easily interpreted by a lay person and the
application of the system seems quite limited by the
availability of information (such as industrial classification
and internal spending of a company). [5]

2.2 Visualization of Breached Data

The academic paper by Liu et al. uses a real-life data
breach as well as publicly available income and transport
statistics to create a series of visuals to demonstrate the risk
of identity theft among Americans. [6] Using a neural network,
it was found the individual income could be predicted using
the breached data and the publicly available income
statistics. [6] This cross referencing between public and
private (now breached) data combined with the visuals aimed
to show how risky even existing data breaches can be to the
public, however there are some pitfalls. [6]

Many laypeople unfamiliar to artificial intelligence are
unlikely to understand how these methods work. [7] The
visuals are limited to frequency of breaches within certain
categories (such as which professions more frequently
experience data breaches), however it does not
contextualize (certain professions may have more data
storage inherently in their work) these conclusions nor control
for population size (instead just shows the raw number of
records breached). [6]



3 DATA AND TASK ABSTRACTION

3.1 Domain

Data breaches affected hundreds of millions of individuals
each year, however the data is still sensitive. [8] While
datasets of real-life breaches exist, [6] in an attempt to be
respectful to those personally affected, these were not
chosen. Instead, this project follows the 2021 Visual
Analytics Science and Technology (VAST) Challenge Mini
Challenge 2. [9]

The 2021 VAST Challenge is a reprise of the 2014
challenge, with similar associated tasks related to personal
information collection and individual identification. The
context is a company is concerned about the actions of their
employees and has attached geospatial trackers to company
cars. [9] The “data” that was fabricated to the challenge was
originally intended to be used to identify individual
employees, monitor their behaviour, identify patterns
consistent with crimes reported, and to report the suspicious
behaviour to law enforcement. [9]

Instead of following the usual trajectory of the challenge
and presenting a list of suspicious individuals to the “law
enforcement”, the data will instead be used to support a
visualization tool recontextualized as a data breach. This
tool, contrary to others built previously, [6] will involve an
interactive component to allow users to see which
combinations of data are crucial in identifying an individual

compared to others, and how their own choices in protecting
certain pieces of data over others can lead to better or worse
results in the eyes of someone acting as an identity thief.

3.2 Task

Some of the original tasks from the 2021 VAST Challenge
Mini-Challenge 2 will be persevered as they are required for
later synthesis. [9] This includes:

e Identify Locations of Interest and Find Data
Discrepancies (Q1 and Q2 from the original
challenge [9])

e Infer the owners of each credit card and loyalty card
(Q3 from the original challenge [9])

e Identify most crucial information for identification

The original challenge requires synthesis of multiple
datasets to identify individual employees and track their
actions. Rather than follow the original prompts to classify
individual employees as “suspicious”, [9] these discrepancies
will instead be interpreted as “unclean” data that is typical for
most existing datasets or data derived organically (as it can
be assumed there are some users who make an attempt to
conceal their identity online).

Dataset Attribute Name

Attribute Description

Attribute Type

car- LastName
assignments

Last name of employee (text).

Categorical
45 non-unique labels

classification.

FirstName First name of employee (text), 45 Categorical
unique labels. 45 unique labels
CarlD Numeric label. Categorical
(0-35) or blank (if employee title is “truck
driver”)
CurrentEmployeeType | Text label of employee Categorical

45 non-unique labels

CurrentEmployeeTitle

Text label of title.

Categorical
45 non-unique labels

cc_data timestamp Time (date, hour and minute). Interval
1490 non-unique values.
location Text label of a store, restaurant or | Categorical
establishment. 1490 non-unique values.
price Numeric value for the cost Categorical
charged to a specific card. 1490 non-unique values
last4ccnum Numeric label. Categorical
4 digit label, 1490 non-unique labels.
aps Timestamp Time (date, hour and minute). Interval

685169 non-unique values.




id Numeric label. Categorical
(0-107)
lat Latitude position at a given time. Ratio

685169 non-unique values.

long Longitude position at a given time. | Ratio

685169 non-unique values.

loyalty_data Timestamp Time (date, hour and minute). Interval
1392 non-unique values.
location Text label of a store, restaurant or | Categorical
establishment. 1392 non-unique values.
price Numeric value for the cost Categorical
charged to a specific card. 1392 non-unique values
loyaltynum Text label of employee Categorical
classification. 1392 non-unique labels
Table: Data Attributes
3.3 Data 4.1 Implementation

Data will be used from the 2021 VAST Challenge Mini
Challenge 2. [9] A Table outlining all attributes across the four
datasets can be seen above.

4 PROPOSED SOLUTION

The proposed solution will involve replicating the 2021
VAST Challenge Mini Challenge 2 as an interactive tool
where a user can “build” the visualization themselves through
personally selecting attributes of the dataset to see whether
identification of employees is possible and using which
specific attributes.

A map of the fabricated town created for the 2021 VAST
Challenge Mini Challenge 2 is provided in the dataset for the
final visualization, with intent that patterns in geographically
associated data be marked directly on top. [9] This map will
not be utlized as it, instead a less visually distracting
replicate will be used.

Attributes will be provided as a list for the user, with the
ability to select and deselect attributes to add or remove them
from the map. If an attribute requires another to be visualized
(for example, the user selects only categorical data without
any geographic data to associate it to the map), an error
message will be presented. Attributes will also have
associated descriptions that can be toggled on or off by
users, including information about the context of the attribute
(which dataset it came from, what it means) as well as
associated information on where a similar piece of data could
be collected in a data breach (such as latitude and longitude
data being available from many Bluetooth tracking
applications). The goal is to allow the users to form a mental
model on how the information arrived in front of them; how it
could have gotten there, who could have acquired it, and
what they could do with it.

All visualizations will be built with D3 to incorporate the
necessary interactive features, with the later goal of the tool
being publicly available on a web platform.

4.2 Scenario of Use

The scenario of use for a potential user would be
exploratory. Unlike existing static models, the goal of this
visualization would be to involve users directly in seeing a
more cause and effect approach to data breaches.
Somewhat of a education tool, it would provide information
about the risks and consequences of data breaches in a more
hands on fashion that would allow users to understand the
complexities and risks associated with putting their data
online.

More expanded versions of the tool, time permitting, will
aim to incorporate the usual information presented on the
blog-style websites covering data breaches, but in a less
reactionary and more educational manner aimed towards
guiding users to take more preventative measures. Asking
users to protect every last piece of data they put online is
difficult and out of touch, as many have already been victims
of data breaches they can’t avoid. Instead, users can
contextualize their own experiences and hopefully be guided
to more safe data practices.

5 MILESTONES

As this is an individual project, the following linear timeline
is being proposed.

e October 28": Proposal Completion

e November 4": Data Cleaning and Synthesis

¢ November 11": First D3 Prototype, No Interactivity
e November 15": Peer Review

e November 18™: Second D3 Prototype, Interactivity
Included



November 25M-30™: User Review

December 5™: Final D3 Prototype according to User
Feedback

December 10™: Final Report Writing
December 14™: Final Presentations
December 16": Final Report Submission
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