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Covered approaches outline

= SooNet (1995)

= SWifl-3D (1999)

' Cheswick Internet map (2000)
= RainStorm/Rumint (2006)

Visualization

= Richard A. Bocker, Stephen G. Eick, Allan R. Wilks,
Visualzing Nefwork Data. IEEE Transactions on
Visalzsion and Comuter raphics (TVCG). Vol 1, 1
March 1995,
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= Fihard A Becar Stghn G, Eik, Aan B Wik,
Visualizing Network Data. IEEE Transactions or

Viowlzatonand Computer raphics (1VCG), Vol Mot
March 1995, pt

= When: 1995

= What: Telecommunication ~ long distance calls

' Task: Ideniitying overloads in specfic circufts

‘Overioads during 1989 San Francisco earthquake
= How: Variation of graph representation, geographic
information and malrx form

Critique

= Geographic information
= Direction using line shortening

= Multple visualzation optons

= Several parameters

= Hard identifation of incoming lnks.

SWIFT-3D

= Eletheros Kusofosetal, Visuslizg Large Sl
caton Networks and Sosicos roceedings

oG Veuaitason 1098 o 457481

= When: 1999

= What: Telecommunication ~ link usage

= Task: Identifying unansweredfost calls

= How: Geographic representation, bars and color-coding,
30 zo0m

= Increasing network measurement data
' Nodes, inks and possibly spatial information

= Statc o time-varying data

Visualization

Visualization

Characteristics.

= Statistical 2D visualzations
a Pixaloriented 2D visualizaions
= Dynamic 3D visualizations

& Structure sometimes is secondary.
& Links and nodes data is usually the focus

' Graph representation may hide important information
= Large volume of data

Visualization

Characteristics

& Parameer focusing
= Line shortening
= Zoom and pan

Visualization




Visualization

Network Mapping

' Periodic tests n a ntranet and in 90,000 nodes in the
Internet

= Tests started In August 1998
' Search for DNS entries - specific networks and counlres

Visualization

Motivation

= Georgia Insttute of Technology uses 2.5 class B IP ranges
= Too much aliacks data to analyse and fiter

= Data obtained using Snort and Ethereal

= Study with students and professionals - overload

' Hard to deal with time-based data

Visualization

Visualization

Visualization

=

=

“Peacock-on-the-windshield

Critique

= 3D visualization may be confusing
= Poor presentation
= Overlaping 3D bars over color-coding may hide information

Visualization

Critique

' Graph representation ineresting for ocal representation
= Fittring by DNS interesting, although not reliablfor
country-fevel

' Chart representation interesting for a singular specic task.

Visualization

Internet Map

= BillCheswick, Hal Burch, and Steve Branigan, Mapping
and Visualizing the Infernat USENIX, San Diego, CA, June
2000.

& When: 2000

& What: Internat topology (¢

& Task: Map the siructure of the topology at a given time and
during a period

& How: Graph representation, line charts, animation

eroute)

Visualization

Rainstorm

' Bill Cheswick, Hal Burch, and Steve Branigan, Mapping
and Visualizing the Internat USENIX, San Diego, CA, June
2000,

When: 2006
What: Security atacks on GeorgiaTeck campus network
Task: Focus limited resources in real threatenings

How: 2D map IP number x time, paralll coordinates

Visualization




Visualization

Critique

' Describes user evaluation
= Identiication of singular hosis and P ranges
= Represents time

' Identiication of mulple attacks to single host
= Visualization of the overal situafion

' Multplo columns - dopartment donifcation

Conclusion

' Best visualzation for networks depends on the task
' Graph representation i imited
= Geographic information is an oplon, but also imited
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