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Definitions
— safety analysis and system models
— forward and backward reach sets and tubes

Exchanging algorithms by time reversal

Safety analysis with different input policies
— maximal reachability
— minimal reachability

Sensitivity of reachability operators
— 1ll conditioned continuous & hybrid examples
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Safety Analysis

* Does there exist a trajectory of system H leading from
a state in initial set I to a state in terminal set T'?
(under some policy for input u(-))

Trajectory &y(s; z,t,u(-)) : T — Z

T=[-7,+47] is time interval
Z, is state space of H
s € T is current time

z € Z is initial state

t € T is initial time
u(-) € U is input signal

En(s; z,t,u(-))
Assumption:

Given z, t and wu(-)
trajectory is unique
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ypical Systems: ODEs

« Common model for continuous state spaces
o Standard existence and unigueness

z(t) = f(z(1),u(t))

o f:/Z xU — TZ are dynamics

e U C R% js convex and compact

e U={¢p:T —U| ¢(-) is measurable}
o Often Z C R%

System specified by Hec = (Z, f,U)
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ypical Systems: Hybrid Automata

« Adapted from [Gao, Lygeros & Quincampoix 2006]

« Challenging existence and unigueness

— eg: [Broucke & Arapostathis, Sys. & Con. Letters 2002] or
[Lygeros, Johansson, Simic, Zhang & Sastry, TAC 2003]

— requires at least non-Zeno and non-blocking
— all non-determinism must be expressed through input u(-)

System specified by Hy = (Q, X, f, D,G,r,U)
Q discrete states;
X continuous states;
f:QxXxUs— TX continuous dynamics (vector field);
D:QxUp— P(X) domain of continuous evolution;
G:QxQxUp— P(X) guards for discrete evolution;
r:QxQxXxU — X reset function;

U= U~,Up) continuous and discrete input sets;
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Forward Reachability

e Start at initial conditions and compute forward

Initial Set [ Initial Set [

Forward
Reach

Tube
Forward F(H, 1,10, t])
Reach
Set
F(H,I1,t)
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Forward Reachabillity Algorithms

e Forward approach typical of Lagrangian algorithms
— Representation moves with the underlying dynamics
— Varying ability to handle nonlinearity and/or inputs
— Demonstrated ability to handle high dimensions

 Examples

October 2008
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Backward Reachabillity

o Start at terminal set and compute backwards

Backward
Reach
Set
B(H,T,t)

Backward
Reach

Tube

B(H, T, [0,t])

Terminal Set T

Terminal Set T
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Backward Reachability Algorithms

« Backward approach typical of Eulerian algorithms
— Representation not moving (although it may adapt)
— Generally handle nonlinear and multiple inputs
— No examples beyond four dimensions?

 Examples

— [Broucke, Benedetto, Gennaro & Sangiovanni-Vincentelli,
HSCC 2001]

— [Saint-Pierre, HSCC 2002]

— [Sethian & Vladimirsky, HSCC 2002]

— [Mitchell, Bayen & Tomlin, IEEE TAC 2005]
— [Gao, Lygeros & Quincampoix, HSCC 2006]
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Exchanging Algorithms

« Algorithms are (mathematically) interchangeable if

system dynamics can be reversed in time
<_

Backward dynamic system H
such that Vs, t € T

El(s; z, t,u(h)) = 2 <— §<ﬁ(s; zZ,t,u(r)) = z.

« For example: HC (Z,—f,U)
HH — (@7X7_f7D7<57<?7U)
* Then -
F(H,S,[0,t]) = B(H, S,[0,1])
F(H,5,t) = B(H, 5,t)
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Maximal Reachabillity

 Input signal u(-) maximizes size of the set or tube

Backward
Reach

Set

Bl_|_(H, T, t)

Initial Set [

Forward
Reach
Tube

Fi14(H,I,[0,t])

Terminal Set T
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Maximal Reachabillity Definition

Fiy(H,S,t)£{z€Z]|Fu()eU,3Iz €S,
Eu(t; z,0,u(-)) = 2}
Fiy(H,S,[0,t])) ={z€Z|3u(-) €U,3z € S,3s € [0,1],
En(s; z,0,u(-)) = z}
Biy(H,S,t) £ {2 €Z|3u(-) €U,3z € S,
En(0; z, —t,u(-)) = z}
B14(H,S,[0,t]) {2 € Z | Ju(-) € U,3z € S,3s € [0, 1],
En(0; z, —s,u(-)) = z}

Maximal results also apply to systems
without input; for example:
Fo(H, S, t) = {zeZ |3z € S,&4(t; z,0) = z}.

October 2008 lan Mitchell (UBC Computer Science)
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Maximal Reachability Results

 Reach sets and tubes provide similar information
F1—|—(H7S7 [Oat]) — U F]__|_(H,S,i\)
te[0,t]
B1+(H7S7 [Oat]) — U B]__|_(H,S,f)
te[0,t]
e The following properties are equivalent

1. H is safe over horizon t <7 for all possible
inputs u(-) € U.

.y (H, I,s)NT =0 for all s € [0,1].

Fyy (H L [0,t)NT = 0.

Bi14(H,T,s)nI =10 for all s € [0,t].

. By (H,T,[0,t])) NI =0.

O A WN

* Any maximal reachability operator can be used to
demonstrate safety for all possible inputs
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Maximal Reachability Demonstration

System Dynamics
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0, +2] x [0, +2]
0,+2] x [0, +4]
+2,+4] x [+7, 48]
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Maximal Reachability Demonstration

Initial and Terminal Sets

System Dynamics I1 = [0,42] x [0,+42]
P [+1] I = [0,+2] x [0,+4]

u <“1 1 = ;-|—2,-|-4] X [+7,+8]

- Ty = [+2,4+4] x [+5, +8]

Forward Reach Tube Results
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Maximal Reachability Demonstration

System Dynamics
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Initial and Terminal Sets
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0, +2] x [0, +2]
0,+2] x [0, +4]
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Maximal Reachability Demonstration

Initial and Terminal Sets
System Dynamics I1 = [0,42] x [0,+42]
P [+1] = [0,42] x [0, +4]
v Ty = [+2,4+4] x [+7,+8]
Ty = [+2,4+4] x [+5, +8]
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Backward Reach Tube Results
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Minimal Reachability

 Input signal «(-) minimizes size of the set or tube

Backward
Reach

Tube

By (H,T,[0,¢])

Initial Set [

Forward
Reach
Set

Fl—(Ha Iat)
Terminal Set T
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Minimal Reachability Definition
Fi_(H,8,t) = {ze€Z|Vu(-) €U,3z € S,
En(t; 2,0,u(-)) = 2}
Fi_(H,8,[0,t) £{2€Z|Vu(-) €U,3z € S,3s € [0,1],
En(s; z,0,u(-)) = 2}
Bi_(H,S,t) 2 {z€Z|Vu(-) € U,32 € S,
En(0; z, —t,u(-)) = z}
B1_(H,S,[0,t])) £ {2z € Z|Vu(-) € U,32 € S,3s € [0, ],
En(0; 2, —s,u(-)) = 2}

Minimal results also apply to systems
with adversarial inputs; for example:

B>(H, S,[0,t]) £ {z € Z |Fv(:) € V,Vu(:) € U,
dz € S,3s € [0, ],
En(0; z, —s,u(-),v(-)) = z}.
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Minimal Reachability Results

 Reach tubes provide more information

) Fi-(H,S,t) C F1_(H,S,[0,¢])
te[0,t]

U B1_(H,S,t) C B;_(H, S, [0,t])
te[0,t]

— Choice of trajectory length ¢ is quantified first for sets but last
for tubes
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Minimal Reachability Results

« Backward reach tubes are the only minimal

reachability operator that can prove that there exists
an input u(-) which keeps the system safe

B1_(H, T,[0,t) NI = 0 < Ju(-) € U that keeps H safe
Bi_(H,T,s)NI =10, Vs <t <= 3u(-) € U that keeps H safe
Fy_(H,I,t)

provide no relevant information
F1_(H,1,[0,t])

— Basic problem with minimal forward reachabillity: the state
lying in the terminal set is chosen before the input, while the
state lying in the initial set is chosen after
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Minimal Reachability Demonstration

Initial and Terminal Sets

System Dynamics I3 = [0,42] x [-2,4+2]
P [+1] Iy = [0, +2] x [~4, +4]

v T3 = [+5,+7] x [-2,+2]

Ul =1 Ty = [+5,+7] x [-4,+4]

(Correct) Backward Reach Tube Results
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Minimal Reachability Demonstration

System Dynamics
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Initial and Terminal Sets
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(Incorrect) Forward Reach Tube Results
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rajectory Sensitivity

e To approximate reach sets and tubes, direct
algorithms integrate trajectories

e Small(?) perturbations occur in representation
— Floating point roundoff
— Simplified dynamics

— Approximating the true set with a larger set from the
appropriate class

 How might the interaction of perturbations and
dynamics affect the quality of the approximation?

Compare &(¢; z0+6x, 0, u(-)) to &u(t; 20, 0, u(-))

o Y Eu(t; 20 + 6z, 0,u(-))
e N\ GG
g +ox .: \J

\_ q, D
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Sensitivity Analysis
* Focus on effect of continuous perturbation
En(t; 2040, 0,u(-)) = &u(t; 20, 0, u(-))+=p(t: Ep(-))dz+0(622)
e Sensitivity matrix

= (t: () & 220, 0,u0))

0x
o Sensitivity of system dynamics
F(Q7 X ’LL) D$f(Q7 L ’U,) R(Qa q,x ’U,) D$T(Q7 q,x ’U,)
. Contlnuous evolution of sensitivity matrix

4=4(t) = F(q,z,w)=y(t) =4(0) =1
o ..... A Eu(t; 20 + 6z, 0,u(-))
/\/ EH(t; 20,0, u(-))
e .: \J
\_ q; D
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Sensitivity Analysis

o Discrete evolution of sensitivity matrix
— Switching surfaces (guards, domains) specified implicitly
D(q,up) ={zx € X|¢¥p(q,xz,up) < 0}
G(q,q,up) ={z € X [¢g(q,q,z,up) < 0}

— Difference in switching time [Hiskins & Pai, IEEE TC&S 2000]
_9tz0) _ V@) Ep0)
0z V@ )Tf(gT 2, w)

— Jump in sensitivity

=H(tT) =R(q™ ¢, 27, w) (S + f(@ 727, w)7)—flg T, 2T, u)r,

o Y €u(t; 2o + 6,0, u("))
/_\_/ En(t; 20,0, u(*))
g +ox .: \J

\_ q, D
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Sensitivity of Forward Reachability
1€n(s; 240z, t, u(-))—En(s; 2, t, u( ) < [[Zn(s; ER(I)II[[o]]-

e Sensitivity matrix can become large via

Real[A(F)] > 0 continuous evolution
IA(R)| > 1 discrete jumps
V¢! f~ ~ 0 grazing contact with switching surface

o Systems satisfying these properties are inherently
unpredictable
— Deterministic models are rarely used for such systems
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Sensitivity of Backward Reachability

System dynamics are reversed

$—

RR=I =— R=R ! — X\R)=AR)"!

Sensitivity matrix can become large via
Real[A(F)] < 0 backward continuous evolution

IAM(R)| < 1 backward discrete jumps
Vwa+ ~ 0 backward grazing contact
with switching surface

Systems which show contraction are likely to be ill-
conditioned for backward reachability

— Such systems are commonly encountered, because their
models are well-conditioned in forward time

October 2008 lan Mitchell (UBC Computer Science)
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Continuous System Sensitivity Example
e Toggle circuit [Yuan & Svensson, IEEE JSSC 1998]

Period of output z is double period of input ¢
Short channel transistor model with velocity saturation, all

capacitance to ground and interconnect capacitance is ignored
[Hodges, Jackson & Saleh, 3 edition 2004]

[Greenstreet, CAV 1996]
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Forward verification that chain of toggles can operate as a counter

Thanks: Mark Greenstreet, Chao Yan & Suwen Yang for simulation
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oggle Circuit Sensitivity

o System dynamics has components which are
strongly contractive

— Sensitivity matrix of continuous dynamics has eigenvalues
with large negative real component

F(Q,Q?,’LL) é D$f(Q7:C7u)

x 10
T I
U NN N N N _ N N _§ N N N N N _§N_§_§_§ ] 1 -------------------------- 1 --------------------
2L |
™
z |
SaF | .
QO
o
6 |
-8 | | | | | | | | | .
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Time % 10—8

e Backward reachability will be ill-conditioned
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Discrete System Sensitivity Example

e Adapted from rocking block in [Lygeros, Johansson,
Simic, Zhang & Sastry, IEEE TAC 2003]

— Discrete control input can change location of center of mass

g, (right)
: —5r1 <xp— 4
& = fr(z, apig) 1=
\\V S5z1 <axpr+ 4

3_)120

\

\‘ input «
- enables
x>0 Ty = Py | switch

2 (o7) o/
& = fr(z, apig) & = fr(z,asman)f 1 =7
€T S 0 4 ] > 0

fr(z,a) = [1 sin(a(12-|—:z;1))] fr(z,a) = [_ésin(a(Ql — xl))]

«

Apig — /3, Qsma =7/6, p=0.38, = abig/asmall = 2.
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Rocking Block Sensitivity

e Two typical trajectories
— Constant center of mass (blue) or SW|tched (red)

1.5
1
0.5

0

continuous state

-0.5

-1

e Forward behaviour
— Final state is sensitive to initial conditions (tipped or not)
— Switching (controlled or autonomous) is not locally sensitive

e Backward behaviour
— Controlled switch is sensitive through interaction with reset
— Reset is sensitive for p < 1

October 2008 lan Mitchell (UBC Computer Science) 33



Switching Surface Sensitivity

e Backward switching sensitivity is not obvious
— _ 0t(z0) _ Vo) =/4¢T)
" 00 VOGEHTi(gt et )

1
V(™) f(gT, 2T, u) =0 at 2T ~ - [139]

Mode g, (after switch)

Mode q- (before SWItCh) | - Wlth ‘rese‘t map /1
NN~ N NN~ r 7 f/'
\i*i‘::\\\____.,-/// \\\_.,// /‘/f/‘/l
\ \\\\_.,-///" NN e . 7 f/‘ff
RN e NSNS
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_o_z_lll'l/// e o~ v NN ; \ \\‘\}‘ |
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04 08 12 W0.4 1.4

switching surface
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Conclusions
« All reachabllity operators are effective for proving
universal safety over all input signals

e Only backward reach tube is effective for proving
existence of a safe input signal

* For typical models, ill conditioning is more likely to
occur for backward operators

* Results depend on the desired operator, not the
algorithm

October 2008 lan Mitchell (UBC Computer Science)

35



Comparing Forward
and Backward Reachability
as Tools for Safety Analysis

For more information contact

lan Mitchell

Department of Computer Science
The University of British Columbia

-
9

B

m tchel | @s. ubc. ca
http://ww. cs. ubc. ca/~m tchell

|
\I\JL/L/




