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Abstract

Many of us have experienced the need to filter the information we share with
the world. There is a dearth of research in the field of privacy in the context
of non-WEIRD populations and immigrants living in WEIRD (Western,
Educated, Industrialized, Rich, and Democratic) societies. In this thesis,
I explore how Punjabi Canadian adults navigate the potential conflicts be-
tween their two cultural identities and how this affects their digital privacy
decisions. I identify the social and cultural factors that influence the privacy
choices of Punjabi Canadians, and how these individuals react to the result-
ing social sanctions. These sanctions may limit their freedom and their right
to privacy both in physical and virtual settings. I conducted 12 interviews
with Punjabi Canadians and used constructivist grounded theory to elicit
themes related to the “What,” “Why,” and “How” of their privacy choices
and behaviours.

I found that the collectivist nature of the Punjabi culture is reflected
in their privacy regulation practices, which involve the family as well as
the individual. There was an asymmetry of information flow between the
Punjabi and Canadian sides of an individual’s social circle. This was high-
lighted by the norm of physical and social gender segregation among Punjabi
Canadians, where the Punjabi side was more often kept in the dark about
activities that involved gender mixing. I also found that women participants
were especially fluent in privacy-preserving practices, which may be due to
their being held to a higher standard than men, facing greater surveillance,
and having more familial responsibilities and restrictions on their clothing
and mobility. The Punjabi culture represents a significant portion of South
Asian culture while the Canadian culture represents North American cul-
ture. Hence, the findings of this study are relevant to immigrants in North
America, especially from South Asia. Apart from immigrants, they are also
transferable to other populations experiencing conflicting identities.
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Lay Summary

My thesis looks at how people from Punjabi backgrounds living in Canada
manage their cultural identities as both Punjabi and Canadian and how this
impacts their decisions about their digital privacy. I interviewed 12 Punjabi
Canadians in Canada and discovered that their culture affects how they
handle their privacy. The research found that the amount of information
that is shared with the people in a person’s social network who identify with
the Punjabi culture and those who identify with the Canadian culture is not
equal. I also found that women were especially good at protecting their
privacy and proposed some explanations for this. The results of this study
will be useful for understanding how other groups with mixed identities
handle their digital privacy.
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Preface

This dissertation is an original, unpublished, independent work by the au-
thor, Faqia Igbal. This study was approved by BREB (UBC Research Ethics
Board) under UBC BREB number H21-00285 and PAA number H21-00285-
A001.
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Chapter 1

Introduction

Privacy is a multifaceted concept that is influenced by a number of factors
and holds importance for different individuals and fields of research for a
variety of reasons. For an individual, protecting their informational privacy
is a way to assert control of how they wish to present themselves to whoever
they want, to whatever extent and in whichever context [14] [40]. This is
why privacy is a key issue in the context of social media, which can be a
powerful tool for self-expression and self-identity. How a person manages
their privacy and self-disclosure on social media is related to their need for
self-identity, as supported by Goffman’s theory of self-presentation [17]. In
other words, their decisions about what personal information they share on
social media are related to their desire to have a clear sense of themselves
and to present a certain image of themselves to others [40)].

Privacy, by virtue of being a social construct, varies across different cul-
tures and time periods. In collectivist societies, where the emphasis is on
the needs and goals of the group rather than on the individual, individuals
may be more willing to sacrifice their personal privacy for the good of the
group, whereas in individualistic societies, individuals may place a higher
value on their own personal privacy. In immigrant communities, where indi-
viduals from one culture have assimilated in another culture, their priorities
might vary depending on their bicultural identities. Therefore, the concept
of privacy is not fixed, but rather it is shaped by the cultural context in
which it is understood and practiced.

The problem, however, is that most major social media platforms are
based in the United States and their privacy settings were designed based
on western privacy values, catering to those from WEIRD societies. West-
ern societies have been dominant in the production and dissemination of
knowledge, allowing them to impose their values and perspectives on other
societies. This has led to a bias towards Western perspectives in the study
of privacy and a lack of attention to the privacy values and traditions of non-
Western cultures. This is the collective result of the dominance of Western
academic institutions and research methodologies, and the privileged posi-
tion of Western societies in the global hierarchy.



As the world becomes increasingly interconnected and globalized, it is
important for privacy technology to be able to operate across different cul-
tural and geographic boundaries, and value dimensions. This includes not
just non-western communities but a distinct and gradually growing user
group of immigrants in western cultures with non-western backgrounds who
face a conflict of cultural identities. To develop inclusive privacy technol-
ogy, it is necessary to engage in dialogue with people from different cultural
contexts to provide a nuanced and accurate understanding of the privacy
issues they face. In recent years, there has been an effort to understand
the privacy perspectives and practices and use of technology in non-western
cultures. I have discussed some of the important works in the related work
in Chapter [5l My study is aligned with the goal of these studies but focuses
on a different population.

In my thesis, I aim to bring clarity to the privacy concerns and privacy-
preserving practices of young adults belonging to the Punjabi community of
Canada. Even though the individuals of this community are living in the
western, individualistic culture of Canada, they are still connected to their
Punjabi, collectivist roots. I inspect how Punjabi Canadian adults balance
their two cultural identities and investigate how their identities may or may
not conflict with each other. Further, I explore how this impacts their digital
privacy decisions. For the purpose of this study, privacy is defined as the
right to being free from intrusion, disturbance, or interference by others, in
one’s communication with others, online activity, decisions, and everyday
activities. This definition encompasses the right to both information and
individual privacy.

The Punjabi Canadian population is unique in that it consists of indi-
viduals from a South Asian, collectivist culture living in a western, individ-
ualistic culture. We need to be familiar with their social system to get a
sense of their privacy concerns and the reasons behind their privacy choices.
Since the individuals in this population are at varying stages in the process
of acculturation, the existing literature is not enough to develop an under-
standing of the social structures that influence their everyday lives. Hence,
my first research question is: 1. What are the social structures that
impose sanctions on Punjabi Canadians (PCs) when they make
digital privacy choices?

Once we know what social structures impose sanctions on PCs, we need
to know what privacy hurdles they face as a result of them. What rules
and restrictions do they need to follow, why do they need to follow them,
what different forms do these restrictions take, and which aspects of an
individual’s life do they apply to? All of these questions are summarized



in my second research question, which is: 2. What is the nature of the
sanctions that PCs experience in the privacy context as a result
of social structures?

Finally, we need to investigate how PCs respond to the sanctions they
face. What steps do they take to safeguard their privacy and freedom, what
are they willing to compromise or not compromise on and how do they
balance their culture with Canadian culture? I intend to examine all of the
above in the last research question: 3. How do PCs adapt their privacy
choices in response to such sanctions?

Overall, by investigating the social structures that impose sanctions on
PCs, the sanctions they experience, and how they adapt their privacy choices
in response, we can gain a better understanding of the challenges and com-
plexities they face in safeguarding their privacy. I conducted this investiga-
tion by interviewing 12 PCs living in Vancouver. I then utilized construc-
tivist grounded theory to uncover themes connected to this topic [10].

I found that the collectivist nature of the Punjabi culture is reflected in
their practices of privacy regulation, which are not limited to the individ-
ual but involve the family as well. There was an asymmetry of information
flow between the Punjabi and Canadian sides of an individual’s social circle,
highlighted by the contradictory norm of physical and social gender segre-
gation among PCs. I further found that women participants were especially
fluent in privacy-preserving practices which can be attributed to their being
held to a higher standard than men, facing greater surveillance, having more
familial responsibilities and more restrictions on their clothing and mobility.

This topic is especially interesting to me because I myself am part of the
PC community as I will elaborate on later in my positionality statement in
Section [3.5l The findings of this study are not just relevant to immigrants
but are transferable to any population experiencing conflicting identities
since such individuals are motivated to develop creative security strategies
that stretch the limits of existing privacy settings in typical applications. I
study their strategies to provide insight into privacy issues faced by all such
immigrant communities from collectivist societies in Canada.

In the next chapter, I introduce the reader to Punjab, Punjabis in
Canada, and the Punjabi culture, to provide context to the research ques-
tions.



Chapter 2

Background

The region of Punjab comprises of an area located in northwestern India
and an area situated in present day northeastern Pakistan. The province of
Punjab was divided between India and Pakistan in 1947 at the time of their
independence from the British Empire, but the Punjabi culture of both sides
of the border remains similar. Cultural aspects such as dress, food, films and
folklore to music, poetry, and dance, are common but perhaps the biggest
uniting factor is the Punjabi language. Punjabi identity has conventionally
been characterized by linguistic, geographical, and cultural factors. It is not
tied to historical origin or religion, but rather refers to individuals who re-
side in the Punjab region or have a connection to its population, and those
who speak Punjabi as their first language. This includes both Pakistani and
Indian individuals [36]. Before the partition, even the religions were evenly
distributed in Punjab, but now the Pakistani side holds a majority of Mus-
lims, with a minority of Christians, while the Indian side holds a majority
of Sikhs and a minority of Hindus. The culture of Punjab is influenced by
all the major religions of the region.

There is a large population of Punjabis living outside of Punjab, espe-
cially in the UK and Canada. Punjabi immigrants first arrived in Canada
in the late 19th century and initially had a hard time due to their small
numbers and the discrimination and racism they often encountered [39]. As
a result, many immigrants felt the need to bend in favour of the majority
culture to be accepted. Today Canada has the 2nd highest number of Pun-
jabis living outside India and Pakistan [19]. There are a total of 942,170
PCs, making up 2.593% of the total Canadian population, the 2nd highest
number of which is present in Vancouver, British Columbia, with the 1st
and 3rd highest being in Toronto and Calgary respectively [20].

Punjabi culture is highly collectivist, with an emphasis on social harmony
and conformity. In collectivist cultures, people often have a strong sense of
belonging and identity based on their group membership, and they may
prioritize group goals and norms over their own personal desires and needs
[38]. People take pride in their family’s history and traditions and may see
their family connections as an important part of who they are. Strong family



ties are considered your social capital and independence from the family is
not considered a strength, but is perceived as selfish. Since the family unit
is so closely-knit, any action that vilifies the individual reflects badly on
the entire family [37]. This is why decisions are made with the good of the
family in mind, with a greater consideration of social norms than individual
attitudes [38]. This means that the family plays a role in decision-making,
especially when it comes to important life events, such as marriage and career
choices [37]. In Punjab, like in most collectivist cultures, uniqueness is not
celebrated but is made to conform to family and social pressure. Children
are given the lesson of staying true to their cultural values and not straying
off the beaten path. Overall, there is a greater regard for society’s opinion,
and an effort to maintain a good reputation and healthy social connections.

All in all, Punjabi culture is characterized by the Punjabi language and
a strong emphasis on community and social cohesion. Cultural practices
such as language, clothing, food, and others are shared by individuals on
both sides of the India-Pakistan border. There is also a significant popula-
tion of Punjabis living outside of the Punjab region, particularly in the UK
and Canada. Punjabi families are typically close-knit, with family ties and
traditions being held in high regard. Family members are often involved in
decision-making around significant life events. Despite the political division
between India and Pakistan, the shared culture of the Punjabi people serves
to bring people together across national boundaries.



Chapter 3

Methodology

I used constructivist grounded theory [10] in my study since I required a
qualitative research method that was well-suited to the study of complex
social phenomena and was useful for generating a theory that is grounded
in the data. Constructivist grounded theory is a variation of grounded the-
ory [16] that combines the principles of grounded theory with constructivism.
I favoured constructivist grounded theory over traditional grounded theory
since it recognizes that the researcher’s own perspective and preconceptions
influence the data collection and analysis process. I was thus encouraged
to be reflexive and transparent about my Punjabi background [Section
which was bound to colour my position since it is such a huge part of my
identity and one of the main reasons why I chose this topic in the first place.
This ensured that the theories generated were grounded in the data and
were not simply the result of my own biases. By contrast, in traditional
grounded theory, the researcher is generally expected to be objective and
unbiased in the construction of the theory.

The study was conducted in Vancouver, British Columbia, Canada, with
participants who identified as Punjabi — belonging to the province of Punjab
in either India or Pakistan. This chapter is divided into five sections. First
of all, in Section I present the reasons behind PCs as my choice of
population. Then, I expand upon the Study Design in Section i.e the
framework for conducting the study and collecting data. Next, I describe the
method and the criteria for participant recruitment in Section [3.3| This is
followed by Section [3.4, Analysis methods, which explain how the data was
analyzed to answer the research questions. Finally, I present my Researcher
Positionality as it relates to my research in Section .

3.1 Why Study Punjabi Canadians?

I chose PCs as my population because it holds a personal significance for me.
Since I am a part of this community, I understand it from within and their
privacy concerns resonate with me. I was also better equipped to conduct



research on PCs as opposed to any other immigrant community for the same
reason.

Pakistan and India both consist of various different ethnicities, different
regional languages, and a variety of different cultures. Since the aim of the
study is to explore the effect of conflicting cultures, and not nationalities,
Punjabis are an ideal choice. National and cultural identity is often con-
flated, hence it is convenient to dismiss the same nationality as the cause
for the similarities between our participants from the very start.

Additionally, Punjabis in Canada make up a significant portion of the
total population, with almost a million PCs accounting for 2.6% of Canada’s
population [19] [20]. The culture of Punjab represents a major chunk of the
population of South Asia, while the Canadian culture is representative of
North American culture. As such, the results of this study would be directly
applicable to a much larger population of immigrants living in North Amer-
ica and indirectly applicable to non-western immigrants living in western
countries, all of whom deserve attention from the research community.

3.2 Study Design

I used a qualitative approach for this study and conducted semi-structured
interviews with 12 PC individuals. The interviews were conducted one-on-
one and the participants were encouraged to be alone during that time so
that they would be comfortable speaking freely, without interruptions or
fear of being overheard. All meetings were held over zoom. The interviews
were approximately one hour long and were conducted in either English,
Urdu, Punjabi, or Hindi, as per the participants’ preference.

Fach interview started by asking general questions about the partici-
pant’s academic and professional background, when and how they moved
to Canada, and their family structure. This was followed by more personal
questions about the person’s childhood, rules and restrictions set by their
guardians and their religious and cultural practices. Finally, the conversa-
tion shifted to their use of technology and social media, specifically their
privacy practices and behaviours. They were encouraged to share incidents
related to privacy breaches and their struggles with surveillance or snooping.

In December 2021, I conducted a pilot study consisting of 10 interviews
using a different set of questions. This not only gave me a chance to refine the
interview questions but also allowed me to better structure my interview and
highlight potential gaps or wastage in data collection by helping me gauge
how the questions were received and how much information I was getting



out of them. I will not detail the findings of these pilot interviews.

3.2.1 Ethical Considerations

The study was approved by UBC’s Behavioural Research Ethics Board
(BREB). Prior to the interviews, the participants were briefed on the type
of information that would be collected and how it would be used through
an Introduction Letter. The interviews were recorded with the participants’
consent. Instead of recording names, each participant was given a unique
ID which was used to refer to them. The recordings of the interview were
stored in a local server at UBC where only the researchers working on the
study could access them.

3.3 Participant Recruitment

I recruited participants who were 18 years or older, were of Punjabi descent,
and were living in Metro Vancouver, British Columbia. The participants
were recruited through i) social contacts, ii) word-of-mouth, and iii) Face-
book community groups. I targeted young (under 35 years of age) and ed-
ucated (attended a post-secondary institution) participants since they were
more likely to use and understand social media and have experience with
privacy settings. This theoretical sampling was followed so that I might get
better insight into the research questions. Some latter participants snow-
balled from earlier participants.

I initially shared the Introduction Letter briefing the purpose of the
study with the participants via email. If they responded favourably, I sent
them the consent form to sign. The interviews were scheduled based on the
availability of both the interviewee and interviewer. No compensation was
provided to any of the participants.

I took care to recruit a group of participants that belonged to both the
Indian and Pakistani sides of Punjab, were representative of the religious
majorities of the region, and were gender-balanced. Six participants each
belonged to the Indian and Pakistani sides of Punjab. All participants from
Pakistan were Muslim, while there were four Sikhs and two Hindus from
India. Two participants belonged to low-income backgrounds, while the
others were from mid to high-income families. All the participants identified
as cisgender. A total of seven women and five men were interviewed. Their
age range was 20-34 years old. The participant information is summarized
in Table: with the names anonymized. I reference the names when I



quote what different
: Findings.

participants said during their interviews in Chapter

Participant | Gender | Age | Religion Origin country | Status in Canada

Ali M 34 | Islam Pakistan 2nd-generation immigrant
Aditi AW 25 | Hinduism | India International student
Simran w 23 | Sikhism India 1st-generation immigrant
Shaarif M 25 | Islam Pakistan International student
Wali M 31 | Islam Pakistan 1st-generation immigrant
Minahil W 25 | Islam Pakistan International student
Amreek M 24 | Sikhism India 1st-generation immigrant
Manpreet | W 20 | Sikhism India International Student
Sartaj M 32 | Sikhism India 1st-generation immigrant
Sanjana | W 30 | Hinduism | India 1st generation immigrant
Ayesha W 23 | Islam Pakistan International student
Maha w 25 | Islam Pakistan International student

Table 3.1: Interviewed participants.

3.4 Analysis Methods

The interviews were first transcribed and translated into English. Any cul-
turally specific terms were written down in brackets in front of their English
translations.

I followed an inductive approach [10] and allowed the themes to emerge
from the data without letting my research questions sway me. I first famil-
iarized myself with the data by reading through the interview transcripts. I
then conducted open coding, which led to a rough codebook of categorical
codes. Each interview transcript was discussed with my fellow researchers
in collective memoing sessions.

Next, I performed semantic and interpretive coding in excel sheets. This
step was done with one excel sheet per interview where each row contained
the transcription of one response and the columns mirrored the categorical
codes derived during the first round of open coding. A response was defined
as an answer or set of statements made by the participant after a question
is asked by the interviewer. The ‘question’ could also be a prompt or a
continuation of an earlier question such as “..and does this happen often?”
or “can you give me an example of that?”. The coder listened to the mp4



recording of the interview while coding to get a more nuanced knowledge of
each response.

I also conducted affinity diagramming to develop and refine the codebook
further. Once I had the final codebook, themes were defined by grouping the
recurrent and most interesting codes together. In further iterative rounds
of coding, I went back to each participant and scanned the data for each
theme. Since only one researcher did the coding process, I did not calculate
inter-rater reliability.

3.5 Researcher Positionality

I am a young woman from Punjab, Pakistan studying at a Canadian uni-
versity. I am the first woman in my family to leave my country to study
abroad. I have many identities and I have been balancing them all for a long
time but moving to Canada was my first experience with living in a place
where the culture and the language were not my own. The PC community
is of special interest to me since I myself am a part of it. I not only share
the culture but am also fluent in Urdu, Hindi, and Punjabi, which helped
me connect with the target population.

My first contact with PCs was with the international students at UBC
who were exploring a whole new way of life for the first time, just like myself.
What interested me, and pushed me towards this particular research study,
was how they decided to curate their online social life such that they shared
with each of their social group only what was ‘culturally acceptable’ to that
particular group. From here on out, I started to notice the nuances and
differences in the family culture of second and third-generation PCs and
my mind turned toward my present research questions. I thought it was
fitting to conduct research that focuses on a non-WEIRD population using
the platform of a western university.

Being a part of the Punjabi culture and knowing the language was an
advantage for me during this study since the participants did not need to
explain many of their values and traditions to me from scratch. It also
helped me recruit participants and build rapport with them. However, 1
felt that it affected my ability to bracket my personal experiences and made
it challenging for me to keep my personal insight separate during the data
collection process. I countered this by making sure I probed deeper into their
answers in order to make certain phenomena, that we both might have an
implicit understanding of, are clear to a cultural outsider. I then discussed
the interviews with two non-Punjabi individuals namely my supervisor, Ivan,
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and Ph.D. student, Paul, to get their insights and to counter any of my own
biases.
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Chapter 4
Findings

This chapter is divided into three parts, each dedicated to one of the ma-
jor themes that emerged during my analysis. Section explains how the
collectivist nature of Punjabi culture is reflected in their privacy regulation
practices, which involve not only the individual but also their family. Sec-
tion discusses the asymmetry of information flow between the Punjabi
and Canadian sides of an individual’s social circle, which was highlighted
by the norm of physical and social gender segregation among PCs. Lastly,
Section describes how women participants demonstrated a high level
of proficiency in privacy-preserving practices, which can potentially be at-
tributed to the fact that they are held to higher standards than men, face
greater surveillance, and have more familial responsibilities and restrictions
on their clothing and mobility.

4.1 Collectivist nature of privacy regulation in
Punjabi-Canadians

The family influences a PC’s online privacy practices, just like other aspects
of their life. Regulation of the digital privacy of a PC individual, as seen
through the interviews, was not limited to their personal judgment but ex-
tended to that of other family members who helped them manage it. These
authority figures were usually the participant’s parent, sibling, or other close
relatives. They regulated the privacy of the participant by various means,
some welcomed and some unwelcomed by them. Through surveillance and
interference, these authority figures kept a check on the participant’s online
activity and ensured that they were being mindful of their culture and fa-
milial responsibilities when posting on social media. Well-integrated partic-
ipants depended on these regulators for consultation before posting certain
content and conducted self-checking, as well.

12



4.1.1 Monitoring of smartphones by authority figures

The most common authority figures to conduct surveillance were parents,
specifically mothers, who went through messages, pictures, and social media
accounts on their child’s phones. This was common when the participants
first started using phones and could be seen as a ‘training period’ where
the child was learning how to use social media under the supervision of
a parent. In some cases, participants reported having shared their phone
with a parent or sibling as another way to learn before being trusted with
their own. While most participants found this to be frustrating, a few, like
Simran EL accepted it without question and were of the opinion that it was
good for them. During this time, in cases where the child was found doing
something unacceptable, they were reprimanded and punished to ensure
that they would not do it again. For example, Simran’s sister had her
phone confiscated for multiple days after it was found that she had been
adding strangers to her Snapchat account.

A hierarchy of authority figures was observed in multiple instances where
the parents kept a check on the messages and social media posts of an elder
child, who in turn kept a check on the younger sibling. The elder sibling
was responsible for ensuring that younger siblings were using social media
responsibly and to keep the parents informed. In the case of Maha, her
elder sister used to go through her messages and her Twitter account to
see whether Maha was telling the truth about her different outing plans.
A similar pattern was seen where fathers were the authority figure in the
house with mothers keeping a regular watch over children, and only extreme
cases of rule-breaking being reported to the father. This form of direct
checking usually occurred in the participant’s teens and was more common
for women than men. It became less frequent as the participants grew older,
and was replaced with interference i.e., questioning, verbal restrictions, and
suggestions.

4.1.2 Interference by authority figures in everyday social
activity.

Authority figures in a PC household also use questioning, restrictions, and
giving suggestions as a way to keep family members in check. All family
members keep in touch on a regular basis, and parents are especially aware
of their children’s whereabouts, who they are with and what they are doing,
as long as they are living together. Participants said that they always told

1This is the anonymized name of the participant, as listed in Table:
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their parents where they were going and with whom and had to share their
plans before getting permission. They had to follow curfew and women
especially could not stay out late. Even now, participants who live away
from their parents said that they speak to them every day and share their
everyday activities.

Apart from their whereabouts, family members also kept track of who
the children were talking to and what they were sharing on social media.
Almost all participants said that if they are on a call in front of their parents,
they get asked who they were speaking to. Ali said that he was questioned
about the woman friend he was speaking to and was later told by his father
to keep his distance. Women especially got comments on the pictures they
shared. Some were not allowed to share their own pictures up until a certain
age, and once they were, family members sometimes disapproved of the kind
of pictures they shared. For example, Maha’s maternal aunt asked her to
take down a picture of herself since she did not think it was modest enough.
In other instances, family members advised the participants to remove a
post or change its privacy settings because they felt it was inappropriate to
be shared with the selected audience. Sometimes parents and siblings kept
track of what the participants were posting, without ever commenting on
it. Manpreet’s parents were aware of her posts even though they were not
on social media themselves. Whenever she posted something, her brother
showed her post to the entire family from his account. This collective nature
of viewing posts and then discussing them later on as a family struck me as
quite fitting of a collectivist culture.

Family members are also known to guide each other to protect themselves
against other family members. If a particular person in a family is known
for gossiping or spreading rumours, then family members advise each other
to block or restrict them online to avoid unpleasantness. Ali’s sister directed
him in such a manner and also nudged him towards password-protecting his
phone when around family.

4.1.3 Gatekeeping of social media posting by family

Individuals feel the need to consult with their family members before posting
content on social media. It is a way to ask permission and guidance at the
same time. This is common if they are exploring something new, or suspect
that it was something they can get into trouble for posting later on and
think it best to confirm beforehand. The person who participants turned
to for consultation most often was their mother. Most, particularly women,
identified their mother to be their confidant and shared most about their life
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with her. “I’'m obsessed with my mother”, Aditi said, as she told me how
she stayed in touch with her mother every day through Whatsapp calls.
Similarly, Sanjana said, “I tell my mom everything”, despite the fact that
she too regarded her as an authority figure.

Participants depended on their mom’s judgement, sometimes even more
than their own. If their mother vetoed their post or gave them a reason
to not post it, they wouldn’t. Simran would frequently consult her mother
on whether she looked too ‘modern’ before posting a picture of herself on
Instagram and greatly valued her opinion. She conveyed this by saying, “If
my mother convinces me that a picture is not good, I'll just take it off”. Sim-
ilarly, Minahil and Ayesha both had consulted their mother on the ’appro-
priateness’ of a picture before sharing it on Instagram. Sometimes though,
it was not a matter of getting a post approved but just having another set
of eyes to confirm that it was sufficiently modest. Manpreet, for example,
consulted her sister-in-law, who was close to her in age and almost like a
sister, about what music to add to her TikTok videos, such that the lyrics
were clean, “I share [the song] with my sister-in-law and ask her how it will
look, that it wouldn’t look dirty.”

4.1.4 Self-imposed censorship

Participants who understand what their mothers approve of and no longer
need to consult with her anymore have self-imposed checking. Multiple
participants expressed that the reason they did not consult their mothers
anymore was that they already knew what her opinion would be and never
went against it. Such participants usually knew from experience and the val-
ues that have been ingrained in them since childhood, which course of action
was most appropriate in a given situation. They also understood the cul-
tural expectations enough to predict the response of their general audience
on social media. As a result, they did not post content that could be con-
sidered offensive, controversial, or hurtful. As Simran put it, “I don’t post
anything that can get disapproved.” Sometimes participants posted some-
thing but later thought better of it, for example, Ayesha said, “Sometimes
you share a post, and you don’t really think about it, for example, a joke that
may be inappropriate, but then I later feel that I have added too many people
on Facebook, and they are going to judge me, so I delete it.” Another way
to deal with this included curating the audience for posts that could offend
a particular group of people. For example, since Sanjana’s in-laws do not
drink alcohol for religious reasons, she hides related posts specifically from
them to avoid souring the relationship.
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In the Punjabi culture, there is an emphasis on maintaining relation-
ships, even if they are disadvantageous for individuals [38]. Individuals are
expected to be courteous, especially to elders, and are not allowed to say
anything controversial or act in a way that would damage the relationship.
Participants steered clear of taboo topics such as sex, gender diversity, preg-
nancy, etc in family group chats even if they were vocal about relevant issues
with their friends. They also restrained themselves from talking back to el-
ders of the extended family on topics that are considered non-negotiable,
such as religion. Friend requests by family members are difficult to ignore
because, as Sanjana put it, “t doesn’t look good”, and is considered rude
to not accept them. Individuals want to remain on good terms with family
members while at the same time maintaining their privacy. Some partic-
ipants found a way around this problem by accepting friend requests and
restricting the person. Others added them on Facebook since they never use
it anymore anyway.

Overall, from my interviews, I found that the regulation of privacy in
PC households is collectivist in nature.

4.2 Physical and social gender segregation as a
norm for Punjabi-Canadians

The interviews highlighted some norms of the Punjabi culture such as the
importance of family, restrictions on gender mixing, modesty in dressing,
arranged marriage, and the importance of maintaining family honour among
others. For the most part, PCs can live their lives parallel to the Canadian
people while still following their own norms. However, it is not possible
to function in Canadian society while avoiding gender mixing. There is no
concept of restriction on gender mixing in Canadian culture, unlike Punjabi
culture where gender segregation is the norm in most learning institutions,
weddings and funerals, places of worship and religious gatherings, and family
get-togethers.

4.2.1 Gender segregation in Punjabi culture

Gender-mixing is discouraged in the Punjabi culture, and in the South Asian
culture as a whole. The reasons for enforcing gender mixing restrictions on
men and women are slightly different, with more accountability demanded
from women. The primary reason women are physically and socially segre-
gated from men who are not their kin is to guard their honour and purity.
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This is because the Punjabi culture is influenced by the major religions in
the region, all of which advocate modesty. In Hinduism, for example, the
daughter is regarded as the ‘honour’ of the home, which is to be guarded by
the men of the family [9]. Even in places where they must mingle, women are
chaperoned by men in the family. Underpinning these practices is the idea
that both men’s and women'’s sexuality need to be externally restrained be-
cause intercourse outside of marriage is seen as undermining family stability
and destroying family honour [25]. This notion is inherently collectivist and
has little value in individualistic cultures such as that of Canada. Hence,
gender segregation, while regarded as necessary in Punjabi culture, is a for-
eign concept in Canadian culture.

Additionally, families place restrictions on men because interacting with
women implies the potential of a romantic connection, which in turn implies
the potential for marriage. The parents do not want their sons to marry
a woman they don’t know and don’t approve of. Arranged marriage, of
the parent’s choice, is still the norm in the Punjabi culture and while most
parents no longer have complete control over them, marriage decisions are
still intergenerational in nature [6]. This too does not hold true for most
western cultures, where marriage is seen as a way to solemnize the love
between two individuals.

4.2.2 Discouraging gender mixing

Most Punjabis still prefer to send their children to gender-segregated learn-
ing institutions and if they can’t, then they advise them to keep their dis-
tance from students of the other gender. The same advice is given to inter-
national students when moving to Canada for studies. Women specifically
are asked to be careful in how they dress and behave at their universities
so as to not attract men’s attention. In some cases, as with Simran, it is
taboo for women to talk about boys in front of the family. The implication
is that it would be immodest to even discuss the opposite gender because
she would be expressing an interest in it. On the other end of the spectrum,
Sartaj was comfortable speaking to his girlfriend in front of his father. How-
ever, this was an exception and was only possible after his father passed on
the baton of being the authority figure in the house to Sartaj. In his own
words: “I would be talking to my girlfriend, and my dad used to be sitting
next to me listening;, my dad is very cool. Till I was a kid, he was a cruel
leader but when I became the leader, he became like my younger brother”.
It is important to note that the lax rules only applied to Sartaj and not
his younger sister, who was not allowed to have a boyfriend and ultimately
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got married as per her family’s choice. The rules of gender mixing are set
harder for the women since it is their modesty and honour that reflects the
family’s honour, not the men’s.

4.2.3 The role of tech in gender mixing

There is a dearth of physical spaces in South Asia where men and women
can meet and interact safely and without judgment, outside the supervision
of their families. While men enjoy greater freedom with regard to going
out with friends, many women are not given the same allowances (see next
section), so their mobility is restricted to learning institutions and their
homes. However, with the growing popularity of smartphones and the in-
troduction of low-cost internet packages, nearly everyone gained access to an
internet-enabled device. Being in the same physical space was no longer a
requirement as teenagers and young adults turned to technology to explore
new avenues for gender mixing in virtual spaces.

As mobile phones became essential for a social life, parents felt that
it was essential to keep a check on them. To protect their privacy, young
users started cultivating certain privacy-preserving behaviours. When asked
whether she kept a password on her phone, Aditi replied, “Of course, because
there were so many boys texting me, if she [mom] read those, you know what
would have happened?”, hinting at the trouble she would get into if her
mother knew her password and had access to her conversations. On the
other hand, Simran’s mom has always known her password and used to
keep an active check on her phone when she was younger to ensure that she
was not texting boys. At the age of 21, she still describes texting a boy as
‘fishy’ behaviour — something she isn’t allowed to do — and ensures that
her mother cannot read such texts by logging out of the mobile application
where the texts exist.

Upon moving to Canada, especially as international students, individuals
were free to interact with the opposite gender both in person and online.
However, evidence of gender mixing had to be hidden from their parents
and family members who disapproved. For this purpose, they employed new
privacy behaviours. Shaarif said that there is a part of his life in Canada that
is hidden from his parents. When probed, he explained, “It’s nothing bad.
Like, I have a lot of women friends here, and I talk to them like my other
friends.” While he admitted that he doesn’t know how his parents would
react if they read his texts, he would delete them before ever handing his
phone over. Similarly, Aditi’s dating life stays hidden from her grandparents
as she makes sure to crop her boyfriend out of pictures before sharing them
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in the family Whatsapp group chat. Sanjana was scared to even use her
phone in front of her parents when she was dating, lest they ask questions
about who she is texting. Now that she is married to her then-boyfriend,
she is lax about her privacy since there is, “Nothing to hide after marriage”.

4.2.4 Privacy leakage and its consequences

Despite efforts to remain discreet, sometimes there are leaks in privacy due
to overlooked privacy settings on social media, excessive parental surveil-
lance, or privacy breach in the shape of people taking screenshots of private
information and sharing it. Participants opened up about the consequences
they had to face when this happened to them. Shaarif avoids posting pic-
tures with his women friends on Facebook but does not regulate the pictures
he is tagged in by others. As a result, he was tagged in a picture with four
women friends at the Aurat March (Women’s March) in Lahore. One of
his brother’s friends took a screenshot of it and forwarded it to his brother,
who then shared it in the siblings’ Whatsapp group. Shaarif said that he
was teased and lightly chastised by his elder brothers over it but was able to
convince them not to tell their parents, especially their mom. He was spared
the scolding he would have gotten if his mother saw him in the company
of multiple women, advocating for the rights of women and the LGBTQ
community. Homosexuality is considered Haram in Islam and is a crimi-
nal offence in Pakistan. Even the Women’s March is viewed in a negative
light by many conservative families and seen as a way of rebelling against
tradition and promoting indecency and moral corruption in youth.

Simran’s sister had her phone confiscated for multiple days after her par-
ents found messages from boys on her Snapchat account. What is curious is
that Simran hinted that her sister probably deserved it for adding unknown
people to her account. It seemed justified to her that her sister was being
blamed and punished for simply ‘receiving’ flirty messages or conversation
starters from men, something that was not altogether in her control. This
is another example of the uneven attribution of blame in the case of an
interaction between the genders.

In another incident narrated by Shaarif, he spoke about a response he
gave to a post on Facebook that talked about how his university has a lot
of ‘Fahashi’ (indecency) and “Behayi” (immodesty) owing to co-education.
In his response, he shared how boys who come from all-boys schools learn
how to interact with women and be more respectful towards them in co-
education. His brother’s friend tagged his brother in the comments of the
post and said, “Look at what’s happened to your brother”. Shaarif took im-
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mediate action, about which he said, “After that, I blocked him and deleted
his comment. I just made sure that he can’t see my post.” The conservative
opinion is that co-education is wrong and being seen as advocating for co-
education can be detrimental to one’s public image as people may perceive
one as being immodest to want to be in close proximity with the opposite
gender. Because of these restrictions and the consequences of breaking those
restrictions, young PCs are careful to hide any evidence of gender mixing
from their parents and family members who disapprove.

While I expected the conflicting cultural identities of PCs, namely Pun-
jabi and Canadian, to result in control of the flow of information from both
sides, i.e., one cultural identity being hidden from the social circle of the
other cultural identity, this is not the case. The only aspect of their Cana-
dian life that the Punjabis felt insecure about was their clothes, so they
preferred to wear western clothes in public to avoid questions and com-
ments. There was no mention of hiding their cultural attire in the virtual
settings. There was an information flow asymmetry because PCs were em-
ploying privacy practices to hide their adoption of western values from the
Punjabi side of their social circle. These values were mainly related to re-
strictions on gender mixing. This resulted in a segregation of their audience
for all gender-mixing related content to be divided into Canadian and those
influenced by Canadian values versus those who held on to Punjabi values
exclusively. This norm divided the audience of their posts into two, with
restrictions on viewing posts only on the latter.

4.3 Privacy fluency in Punjabi-Canadian women
as a defense mechanism

In my analysis, I found that being held to a higher standard than men, facing
greater surveillance, having more familial responsibilities and more overall
restrictions had led women participants to be especially fluent in privacy-
preserving practices. In this section, I discuss the rules and restrictions they
face related to their behaviour in public [section and their clothing and
mobility [section [4.3.2]. Finally, I describe the different techniques women
use to create online safe spaces for themselves as a response [section .

4.3.1 Rules of public conduct for women

Punjabi women face greater scrutiny by society, which is more critical of
them than for men. Women are expected to behave in a way that befits their
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role of upholding their family’s honour in all social settings from a very young
age. Apart from its association with the family’s reputation, the reputation
of a woman is fragile owing to the high standard on which women are judged
in comparison to men. It is for this reason that the burden of familial
responsibilities is heavier for the women of a household. Additionally, if the
reputation of the woman is damaged, it can be detrimental to the odds of her
getting good arranged marriage proposals, making it a highly undesirable
prospect for her parents. Ayesha alluded to this when asked why her parents
put so much stock in the gossip of distant relatives when she said, “Then
we won’t get good proposals”.

Because of this societal pressure, women do not have much margin for
error. They are expected to remain calm, composed, and modest, and not
call attention to themselves especially when out in public. This is conveyed
in what Aditi said about her mother, “She [my mother| said there is no need
to laugh so much when you’re outside in a public market..”. There is also
an expectation from women to stay quiet, keep their opinions to themselves,
and not speak out of turn in front of elders and especially in front of the men
of the house. This is regarded as insolent and perceived as disrespectful. It
is the reason why Ayesha’s mother asked her to contain herself in front of
her uncles, saying “Girls shouldn’t speak so loudly”.

In addition to their behaviour in front of others, women are also expected
to take on the role of a caretaker at home. Apart from taking an interest
in their assigned gender roles of cooking and cleaning, they are expected to
be more mature and also share in the emotional burden of their parents.
From helping out in the kitchen on Eid while the men sit in the drawing
room like Maha, to staying home with parents while their brother goes on a
trip with his school friends like Manpreet, women are expected to be more
caring, more understanding, and therefore more sacrificing.

4.3.2 Restrictions on women’s clothing and mobility

When asked about restrictions and rules, none of the men participants men-
tioned anything related to their clothes. Even when speaking about religious
or cultural events, it is a matter of preference for men. By contrast, every
woman participant had some incident, comment, or restriction to share re-
garding their choice of clothes. These comments came not just from their
parents or authority figures within their family unit, but more often from
the extended family. It is considered acceptable for members of the ex-
tended family, particularly aunts, to comment on the appearance of younger
women in the family so much so that participants went to family gatherings
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expecting it to happen. Maha, who is from an educated, upper-middle-class
family, said that her maternal aunt influences her mother to be more strict
with her, saying that her dress isn’t modest enough. Similarly, Ayesha said
her mother ingrained in her from a young age that she had to be careful
of how she dressed at family gatherings and not to put too much makeup
on, otherwise she would be giving the family fodder for gossip. In her own
words, “They [parents] also tell me if you are wearing this or if you are with
a certain friend, then do not post on your Facebook, and show it to the whole
family. They are like you know how our culture is, people talk and stuff.”

This obsession with women’s clothing stems from the collectivist ideology
of maintaining family honour, as discussed earlier. Modesty in dress is a
cultural practice that is present not only in Punjab but in South Asia as a
whole. An attempt to dress in a more western way is seen as a sign of moral
deterioration. This is evident from the reservations Shaarif’s parents had
about sending him to a University where the women students were allowed
to dress ‘liberally’. This is why many Universities enforce dress codes to
ensure that students dress modestly. National University of Sciences and
Technology (NUST) Pakistan, for example, does not allow women students
to wear T-shirts, sleeveless shirts, shorts, or excessive makeup and states
that students should wear “Sober and decent clothing” [2]. Punjab College,
on the other hand, has a uniform that all students are expected to wear,
which for women is traditional clothes [1].

Societal pressure forces women to dress according to the definition of
modesty of the extended family and greater social circle. This translates to
their families controlling their clothing and other aspects of their appear-
ance. Punjabi women who came to Canada with their family unit remained
under surveillance, while those that came to Canada as international stu-
dents gained relative freedom due to being physically separated from their
families. Still, they have to be careful of what they share with their families
and anyone else who might relay information to them.

The same concerns of maintaining family honour, as discussed before,
limit women’s mobility, as well. More often than not, women are not al-
lowed to go out at night, or to go out alone. Many participants expressed
frustration at these limitations which continued well into adulthood. Mi-
nahil said that she yearned to be independent and for that purpose, she
learnt how to drive but was not allowed to take the car out alone until she
started working at the age of 24. Getting permission to go on school or
University trips is even harder, with parents using emotional blackmail to
keep their daughters from going, and the daughters in turn telling lies in
order to be allowed to go.
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Policing what women wear or where they go is not always an issue of
morality or modesty alone as stated in some earlier work [9]. As in the
case of Aditi, whose mother was okay with her wearing short skirts as long
as she was at home, or on school campus. Outside of that, she had to
be accompanied by someone. The traditional reasons for being chaperoned
are also discussed in an earlier section, however, another concern is that of
security. It is not safe to wear short clothes in many public areas in the
subcontinent because women face sexual harassment from men, which can
escalate to physical harassment. The rape incidents in India [23] are some
of the highest in the world, which makes parents fear for the safety of their
daughters.

4.3.3 Creating Online Safe Spaces

All of the restrictions they face in their real and virtual life make women
more concerned than men about what they share with their families on so-
cial media. This concern comes from the knowledge that they will be held
accountable for any negative comment or backlash on their online activity.
The different standards that men and women have to deal with are reflected
in their privacy practices. As found in previous literature [26], women are
more aware and conscious of their online privacy than men and employ more
security practices to ensure this privacy. In order to protect their freedom,
women created online Safe Spaces for themselves. In doing so they become
more fluent in privacy settings and techniques. This was seen in my inter-
views where women had significantly more knowledge of privacy practices
and a set of rules and patterns that they followed in order to safeguard their
privacy. These Safe Spaces were out of the reach of judgmental family mem-
bers and anyone else who threatened their privacy was also weeded out. The
majority of women participants had very clear privacy rules and explained
them in a cogent way. It was clear that they had given much thought to the
protocols they followed when adding someone or sharing something with
their online social circle. On the contrary, men had to think about their
answers and had vague privacy policies.

Curating social media friend’s lists

Women participants curated the audiences of their different social media
accounts according to the content they shared on each of them. Instagram
and Snapchat were the most popular choices for sharing selected content
with a close social circle. Facebook on the other hand acted as a Rolodex
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of contacts for most participants, both men and women, where they added
people that they did not want to add to their other, more active, social
media accounts. The criteria used by women for adding individuals was
based neither on their location, nor on their status as friends or family
or work colleagues, but simply on trust. Women participants added only
those individuals to their most private social media platform whom they
felt were non-judgemental and could be trusted to not share their pictures.
As Minahil put it, “If I think that someone will comment something on my
picture that I wouldn’t want to hear, then I won’t add them [on instagram)],
including relatives or friends”.

Some participants excluded their close family, such as their siblings, and
in the case of Ayesha and Aditi, their mothers. Other most commonly
excluded people were elder relatives, older cousins, and anyone who had a
reputation for tale-telling or being conservative. Ayesha said, “I think it
[adding someone] has more to do with trust. You know, it’s like there are
some people I knew from school... Then there are some cousins you know
will judge you, or exaggerate everything. For example, if I am hanging out
with a man friend, they will exaggerate that I was doing something wrong.”
On the other hand, men participants added anyone they had met in person,
with a few expectations such as Amreek, who only added people his age,
and Sartaj, who had removed a few relatives that he didn’t get along with
in real life.

Multiple accounts: different accounts for different audiences

Females sometimes further segregated their audience by having multiple
accounts on the same platform. These included accounts for writing about
their life without family members being able to read these posts, to cater to
an entirely different social circle that was not added to their general-purpose
account, or to post pictures that were either too many or too revealing to
be shared with their general circle. For example, Simran had to create
a separate account for her religious community because she did not want
them to read the “Trashy, or sexy” comments on her regular account. As
she put it, “I have two legit accounts... The only purpose of making the
other account was to add members of my [religious] community. . . they said
you’re on insta but you don’t add us’. Well, I add pictures and I don’t want
you to see them!.... so, I had to create another account where I wouldn’t
post my own pictures as much as the other [account].”

Maha had three Instagram accounts, and the audience of one of them
was all women so she could share pictures which she was uncomfortable
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sharing with men. She very clearly explained what she needed each of the
three accounts for, “One is the main account, which is for regqular stuff.
Then I have a finsta [Fake Instagram] account. There I post some random
things, like some thoughts and feelings, and random unfiltered pictures. 1
have very few people there, like 10-15 people. I have an art account, and
there I post some paintings and pictures. I am a bit insecure as to what
people will think of the drawing, so I have a smaller account.” She also had
two Twitter accounts, one personal and one for academic posts. While a
few men participants also made multiple accounts, they never used them.

Blocking and restricting online threats

Just like passes made by strangers in real life, women have to deal with
strangers on social media, as well; and, their parents are as concerned about
the latter as they are about the former. While none of the men participants
I interviewed had received unsolicited messages on social media, it is some-
thing that every one of the women I interviewed had experienced. It is so
common that it was almost an afterthought for most of them to mention
that they had blocked multiple persistent men on Facebook and Instagram.

Women use the Blocking and Restricting features of Facebook and Insta-
gram not only for strangers and lesser-known individuals but also for family
members who pose a threat. Sanjana said that, “/I block/, unknown people,
if they are video calling or messaging [me], and the known people, when I
hear that they have said something about me to my parents, then I restrict
them.” Similarly, Ayesha said that she blocks relatives who gossip about the
clothes she is wearing in her Instagram posts. Restricting is more common
in cases where women are afraid of offending family members, so they keep
them as friends but hide their posts from them.

Other reasons for blocking individuals included message harassment by
an ex in the case of Aditi and fundamental disagreement with their religious
or political ideology. Ayesha said, “I block a lot of people for the content
they share like mostly religious views that don’t align. For example, during
Aurat March [Women’s March], they posted some really shitty stuff that I
did not agree with, so I removed them.” Participants also blocked individuals
who had sexual harassment complaints against them.

Avoiding surveillance by authority figures

In order to avoid surveillance by family members, women used multiple
lines of defence. The very first type is password-protecting their personal
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devices. Aditi said that she would never tell her mother her password, “Not
even if I die.” For individuals whose parents’ privacy beliefs were similar
to their own, this deterrent was enough to circumvent physical checking of
the phone. Parents then used roundabout routes like questioning and other
forms of interference to keep watch over their activity. Others participants
had to resort to hiding or deleting information on their phones to avoid
negative repercussions. This mostly involved deleting text messages from
the opposite gender, deleting pictures of their covert friend’s outings, or
logging out of social media apps so their parents could not access them.
Sanjana and her sister, for example, used to ‘clean’ their phones before
returning home from their hostel so they were ready to be inspected by
their father. She shared this by saying, “..my dad used to come and ask for
the password [of the phone] when we used to come back from the hostel, we
used to delete stuff and bring it clean. We were scared of our parents and
didn’t use a phone that much in front of our parents...” None of the men
participants had ever been asked to hand over their phones for inspection
so they had never had to develop similar privacy practices.

Owing to the absence of many of the restrictions faced by women partic-
ipants, men participants had a much more relaxed attitude towards privacy
and had never developed the same rigour in their privacy practices. While
previous work has spoken about how women are more likely to adopt pri-
vacy settings [26] and that those who used privacy settings more often ended
up being more fluent in them, there was no reason given for the former. I
extend this prior work with an explanation of the motives behind the use
of privacy settings and the effect it has on fluency not just around privacy
settings but also on privacy behaviours of PC women.
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Chapter 5

Related Work

Existing closely related work falls into four interconnected themes: sec-
tion privacy concerns and privacy management, section conflicting
identities and their effect on privacy management, section cultural iden-
tity in the context of immigrants, and section [5.4] technology use and privacy
perceptions outside the West. There is a clear knowledge gap in the exist-
ing literature: the privacy concerns of populations with conflicting cultural
identities have been largely ignored. The same is true for privacy manage-
ment by individuals who balance two cultures. In my thesis, I aimed to
address this gap.

5.1 Privacy Concerns and Privacy Management

Before attempting to understand the unique privacy concerns of the PC
population, it was important to explore the existing literature on privacy
concerns and privacy management. This was essential to identify what was
unique about the former. As expected, most of the work in this field was
done with western populations in mind.

Madden [26] studied the ways in which Facebook users manage their
privacy settings and the information they share with different people in
their networks, highlighting differences with gender and age. The research
revealed that users are increasingly proactive in “pruning” their accounts
and that women users generally have stricter privacy settings. In my study,
I addressed similar questions, especially related to how individuals control
the flow of information to different people in their network, but in the context
of PCs and without limiting my study to Facebook. In addition to this, I
explored the reasons behind this control. My research supports the finding
by Madden that women have a better understanding of and are much more
likely to use privacy settings.

Similarly, Bartsch et al. [7] discovered that time spent online on Facebook
and the frequency of adjusting privacy settings was positively correlated with
a greater understanding of online privacy issues. A better understanding of
online privacy led to users feeling more secure while using Facebook and
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implementing further privacy settings. I found evidence of the former in
my study, as I saw that women were more literate in privacy practices than
men because they had to employ privacy settings more often. They also
kept changing them over the years to cater to their increasing number of
friends and followers and changes in their personal privacy policies. There
was no evidence to suggest that they felt more secure than men due to this.

Bullingham et al. [8] found that, in the context of blogging and the
Second Life online game, rather than adopting a new identity online, par-
ticipants tended to try to recreate their offline selves online. However, they
did engage in editing certain aspects of their identity. This confirms the
idea from Goffman’s work [17] that people consciously choose to present a
particular identity when in a public setting, such as online. According to
him, people have the desire to present themselves in a positive light and to
create the desired impression on others, a phenomenon he calls ”impression
management” [18]. Goffman’s theory of self-presentation is helpful in under-
standing how people present themselves online and in online environments,
with its ability to easily edit and curate one’s identity, can contribute to
the development of Goffman’s framework [8]. According to him, individuals
have a “front region” and a “back region,” with the front region being the
public face they present to others and the back region being the private, more
personal aspect of the self. My work shows how individuals show different
“front regions” to different individuals through the use of privacy techniques
and privacy settings on social media. This can be challenging for individu-
als with conflicting identities, as they may need to constantly manage and
re-negotiate their different identities in different social situations.

Similarly, Merunkové et al. [30] demonstrated how people use social me-
dia, particularly Facebook, to create and maintain a certain image of them-
selves to others by carefully selecting and curating the content they post and
the language they use. They may also delete content that does not align
with this image. This is the same way participants in my study maintained
different cultural identities in front of different audiences: by curating the
content and language shared. I also uncovered privacy behaviours such as
content deletion and content hiding that were used to maintain one’s image.
Schau et al. [22] also explored Goffman’s theory of self-presentation, but in
the context of personal websites instead of social media sites.

Other work [14] [40] also focused on Facebook to explore how self-
presentation is regulated by means of privacy. The prevalent use of Face-
book in conducting privacy management research informed my decision to
ask more questions related to the privacy settings on the platform in my
interviews so that I might be able to make a comparison. However, I found
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that while Facebook was the first social media site most participants joined,
they had since moved on from it to Instagram or Snapchat and no longer
used it to share content. The authors found that the default privacy settings
provided by social networking platform designers may lead to a phenomenon
known as “context collapse,” [27] as described by Marwick and Boyd, where
different privacy-sensitive contexts are not taken into account in access con-
trol mechanisms. I found evidence of this in my study, where segregation of
audience was needed before sharing content. Participants could not share
every piece of content with all of their friends or followers. Even employing
relatively obscure privacy settings, such as the Close Friends List feature for
Instagram Stories proved either insufficient or inconvenient for them. Par-
ticipants had to create multiple accounts on the same platform to cater to
their different social groups. In my study, I attempted to find the reason
behind this need for audience segregation, and the extent to which it related
to their conflicting cultural identities. The failure of the “one-size-fits-all”
privacy approach is additional evidence that research on the privacy con-
cerns of individuals with conflicting identities is needed in order to create
better designs.

5.2 Conflicting Identities and their effect on
Privacy Management

In my study, I focused on the conflicting cultural identities of the PC pop-
ulation and the effect on their privacy management strategies. Since the
motivation behind privacy management of individuals with conflicting iden-
tities of any nature will be similar, logic dictates that it will give rise to
comparable privacy practices. It is for this reason that I explored research
on this topic.

A recent study by Afnan et al. [4] looked into Muslim-American women’s
perception of digital privacy risks in the context of government surveillance,
Islamophobia, and social surveillance. Muslim women are a minority group
in America, with a religious identity that conflicts with that of the majority.
My study touches on social surveillance in the context of PCs, uncovering
much of the same privacy concerns with regard to the disclosure of identity.
The study talks about balancing different social circles on social media while
trying not to offend any, the same as ours. It also talks about gendered
expectations and taboos in Islam. I show that many of those are cultural
phenomena in Punjab and are not just limited to Muslims. Finally, the
paper discusses protective strategies adopted by women. My study does the
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same in addition to contrasting them with strategies adopted by men.

A significant amount of literature related to this topic is focused on the
LGBTQ+ community, which is another example of a group that wants to
hide or manage their conflicting identities online. Geeng et al. [12] used semi-
structured interviews to find the privacy concerns and strategies employed
by LGBTQ+ individuals who use multiple SNSs and were not completely
out on each site. I also explored the privacy strategies of PCs who expressed
their identities differently on each of the SNSs they were using. However,
while the study [13] highlighted the different privacy settings available on
different sites as the reason for different outness, my analysis found that the
difference was due to the different audiences curated by the participants on
different sites.

Other studies [29] [28] present similar findings with respect to the use
of identity management strategies online. McConnell et al. [28] conducted
interviews with LGBTQ+ youth on Facebook and found that they faced
negative reactions and consequences when they shared their identities online.
This led to a negative impact on their emotions and relationships. I found
that the same was true for PCs when they shared information that conflicted
with their Punjabi cultural identity. The backlash came from their Punjabi
social circle and was both verbal and practical in the sense that it sometimes
curtailed their freedom of expression for the future. Due to the collectivist
nature of the Punjabi culture, the impact of the backlash was also not just
on them but their entire family unit.

5.3 Cultural Identity in the context of
Immigrants

While my work focuses on Punjabi immigrants in Canadian, previous work
has considered other immigrant populations both in Canada and the United
States. I reviewed these works to learn how cultural identity manifests in
immigrants.

Comanaru et al.’s study [11] aimed to understand how young adults from
immigrant backgrounds describe and express their bicultural identities. The
research uncovered variations in the way different age groups view bicultural
identities, and highlighted the significance of acknowledging that bicultural
individuals are not all alike but can be shaped by various personal and con-
textual factors. Participants in my study also showed a range of bicultural
identity orientations that depended on their socio-economic background and
family dynamics among other factors. There were concrete generational dif-
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ferences that were evident not only from the privacy-related disagreements
between immigrant parents and their children, but also from the way par-
ticipants described their parent’s beliefs, language, and tech savviness.

Benjamin et al. [15] also offered their perspective on how second-generation
youth faces conflicts due to cultural differences while developing their iden-
tity, independence, and close relationships. This may involve conflicting
cultural expectations from their heritage and mainstream cultures. I found
this to be true since participants described their struggle with restrictions
on mobility and gender mixing. To function in a culture with norms contra-
dictory to their own, they turned to the privacy practices I have described
in my findings.

Sekhon et al. [34] demonstrated that the values and honour of the family
play a significant role in shaping the behaviours, choices, and emotions of
second-generation Punjabis. They also set clear guidelines for what is ac-
ceptable and unacceptable in terms of conduct, consumption, and actions.
The parents of these individuals try to influence them with their traditional
values when making decisions which can create a sense of internal conflict
and possibly lead to resentment as they try to balance two different ways
of life. Likewise, participants in my study discussed heavy parental in-
volvement in both marriage and career-related decisions. Maintaining the
honour of the family entailed various restrictions on the clothing and mo-
bility of women, as well as on gender mixing. There was an expectation,
sometimes non-negotiable, to respectfully obey parental decisions, which led
to resentment.

Another paper [35] focused on the conflicting cultural identities of Indian
Punjabis in the UK. The frustrations and challenges faced by them on a daily
basis are discussed and provided context for why the study of their privacy
behaviours is unique and needed. My study focused on both Indian and
Pakistani Punjabis in Canada and how their conflicting identities panned
out in the virtual world.

5.4 Technology Use and Privacy Perceptions
outside the West

An individual’s culture influences a wide range of factors that directly impact
their understanding of privacy and the use of technology. Traditionally,
much of the research on privacy perceptions and technology use has focused
on western cultures. However, in recent years there has been a shift toward
exploring the non-western perspective.

31



A recent paper by Naveed et al. [32] looked at religion and gender as
factors affecting privacy notions and practices in Pakistan. The aim of
their study was to provide insights for HCI researchers on how to design
privacy features for non-western contexts. While there are many similarities
between this paper and my work, they worked exclusively with low-income,
low-literary population Muslim populations whereas I worked on mid to
high-income populations of Indian and Pakistani Punjab living in Canada.
My work focuses on the implications of conflicting cultural identities on
privacy behaviour, and not just the effect of a single culture and religion.

Another paper by Ahmed et al. [5] explored the efficacy of a design for
sharing mobile phones while maintaining the privacy of all sharers in the
Bangladeshi context. The authors discussed gendered privacy, one of my
main themes, and the greater interference and questioning faced by women
related to their technology use. My study goes one step forward to explore
the implications of this greater interference for women’s privacy fluency.
This paper is also an example of researchers designing to cater to a non-
western culture, which is one of the motivations behind my thesis.

In another paper [3], the authors examined the way Arab Gulf citizens
understand and approach privacy, with a particular focus on the influence of
Islamic and cultural traditions on privacy norms. I found a similar emphasis
on respect and modesty in my analysis, which shows how Islam, in addition
to Hinduism and Sikhism, has influenced the culture of Punjab.

Ibtasam et al.’s research [21] showed that a Pakistani woman’s interac-
tion with technology is shaped by gender roles within the family, as well as
by broader cultural, social, and religious factors. These forces influence the
roles that various family members play in introducing, teaching, and main-
taining technology, as well as in controlling and restricting its use. While
the study focused on women in low-income households in Pakistan, I inter-
viewed both genders in mid to high-income Punjabi households in Canada.
Access to technology was not an issue for these individuals, however, there
were gendered expectations related to its use with more restrictions and
monitoring on women than men.

Similarly, Sambasivan et al [33] presented the findings of a qualitative
study conducted in India, Pakistan, and Bangladesh, which explored the
strategies used by individuals to maintain individuality and privacy while
frequently sharing and being monitored on devices by family and social con-
nections. Both this work and the study by Ibtasam et al. are significant
because the authors encourage developers to consider the household dynam-
ics that shape Muslim women’s use of technology and to be aware of South
Asian social norms and values while designing technology for inclusion in
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these regions. This aligns with my motivation with regard to individuals
with norms and values different from the majority.

Karusala et al. [24] talked about the collective nature of privacy in a
collectivist culture, with a focus on women’s privacy. I talked about it as
one of my themes, while staying inclusive of both genders. Another pa-
per [31] also explored the concept of collective privacy with middle-income
technology-equipped households in India and discussed how privacy ‘gu-
rus’ in each household provided technical knowledge and helped individuals
manage their privacy.

In the next chapter, I address the design implications of my findings.
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Chapter 6

Design Implications

Several design interventions can be made to give PCs, and other populations
with conflicting identities, more control over their privacy using the findings
of this study. The interventions can be of two kinds, namely physical and
cyber-physical. Physical interventions are more important for those who are
in close proximity to authority figures and are trying to escape the monitor-
ing of smartphones. Cyberphysical interventions will benefit all individuals,
but especially those who face scrutiny over the content they share.

In western, and sometimes non-western, cultures, passwords act as the
major deterrent for physical access to someone else’s personal devices. How-
ever, this does not apply to the majority of my participants. Another inter-
vention popularly used is smartphones taking a picture of anyone who fails
to unlock the phone a few consecutive times. This is only useful if the owner
is in a position to confront the snooper, which may not be the case for PCs.
Hence, physical interventions are needed for individuals who are expected to
share their passwords and cannot stop authority figures from accessing their
phones. One such intervention is the use of dual accounts on mobile phones,
similar to the admin account and guest account on computers. Entering
one password should unlock the guest version of the contents of the mobile
phone, which should look indistinguishable from the admin version other
than the lack of personal or sensitive information. The same applications
should be present, in their logged-out state. Message inboxes may be shown
to be empty, or else contain dummy texts. This way, authority figures will
be satisfied and individuals will still be able to protect their privacy.

In terms of cyber-physical interventions, there is a need to provide more
granular control over who can see a user’s posts and stories. Instagram was
the most popular social media site with my participants but it currently
doesn’t give control over who can see a post. Many participants stick to
stories and avoid posting on the feed because posts can be shared with
either all or none of the followers. Instagram should allow users to control
the visibility of their posts on a per-post basis. This should include the
option to make a post visible only to approved followers or to hide it from
specific users or groups.
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Another possible intervention is more advanced features for hiding likes
and comments by certain users from everyone but yourself. This will help
in situations where you do not want others to know that you associate
with those persons or want them to read their comments. This will help
in situations where authority figures have instructed an individual to keep
their distance from someone. It would also have helped in Simran’s case,
who did not want her religious community to read the ’'trashy’ comments
of some of her friends and had to create a separate account for this reason.
Additionally, there should be an option to hide your list of followers and
those you follow for the same reasons.

A loophole for people viewing your posts and stories even if you don’t
allow them to is someone else sending them a screenshot of it. Instagram
does not inform users when screenshots are taken of their posts and stories.
If it starts sending users notifications of screenshots, this will be a deterrent
for people who share your posts forward and cause an unwanted breach of
privacy. It would be even more helpful if screenshots are not allowed to be
taken in the first place.

Moreover, there is a need to improve the user interface for managing
privacy settings. This could include making the privacy settings more ac-
cessible and easier to understand, as well as providing clear explanations of
what each setting does and how it affects the visibility of a user’s content.
Currently, participants are unaware of some of the obscure privacy settings.

Since cyber-physical interventions are more sophisticated than physi-
cal interventions, they might require training to implement them properly.
Training videos should be offered by social media platforms properly guide
users and take advantage of privacy settings. Education on privacy can also
be offered to immigrants by immigration services or local government.

Overall, this study has identified several areas where design interventions
can improve digital privacy for PCs and other populations facing conflict-
ing identities. By addressing these challenges, we can help ensure that all
individuals have the ability to protect their privacy and control their digital
footprint. There is a need for further effort to assess the needs of immigrants
and other populations facing conflicting identities. A deep understanding
of their privacy concerns is needed to better design and develop technology
that is accessible and user-friendly for all populations.
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Chapter 7

Conclusion

Privacy is a complex concept that is influenced by a variety of factors and
is of significance to different individuals and fields of research for a range of
reasons. However, the concept of privacy is not fixed but is shaped by the
cultural context in which it is understood and practiced. Therefore, as the
world becomes increasingly interconnected and globalized, it is important
for privacy technology to be able to operate across different cultural and
geographic boundaries and value dimensions. To develop inclusive privacy
technology, it is necessary to engage in dialogue with people from different
cultural contexts to provide a nuanced and accurate understanding of the
privacy issues they face. That knowledge can then be used to design technol-
ogy that is inclusive and accessible to all populations. My study contributes
to this goal by examining the privacy concerns and practices of young adults
in the Punjabi Canadian community.

36



Bibliography

1]
2]
3]

Prospectus 2020 - punjab group of colleges, 2020.
Student handbook - nust, 2020.

Norah Abokhodair and Sarah Vieweg. Privacy amp; social media in
the context of the arab gulf. In Proceedings of the ACM Conference on
Designing Interactive Systems, DIS ’16, page 672-683, New York, NY,
USA, 2016. Association for Computing Machinery.

Tanisha Afnan, Yixin Zou, Maryam Mustafa, Mustafa Naseem, and
Florian Schaub. Aunties, strangers, and the fbi: Online privacy con-
cerns and experiences of Muslim-American women. In Symposium on
Usable Privacy and Security (SOUPS 2022), pages 387-406, Boston,
MA, August 2022. USENIX Association.

Syed Ishtiaque Ahmed, Md. Romael Haque, Irtaza Haider, Jay Chen,
and Nicola Dell. “everyone has some personal stuff”: Designing to
support digital privacy with shared mobile phone use in bangladesh. In
Proceedings of the CHI Conference on Human Factors in Computing
Systems, CHI ’19, page 1-13, New York, NY, USA, 2019. Association
for Computing Machinery.

Keera Allendorf and Roshan K Pandian. The decline of arranged mar-
riage? marital change and continuity in india. Population and develop-
ment review, 42(3):435, 2016.

Miriam Bartsch and Tobias Dienlin. Control your facebook: An analysis
of online privacy literacy. Computers in Human Behavior, 56:147-154,
2016.

Liam Bullingham and Ana C. Vasconcelos. ‘the presentation of self in
the online world’: Goffman and the study of online identities. Journal
of Information Science, 39(1):101-112, 2013.

Karuna Chanana. Hinduism and female sexuality: Social control and
education of girls in india. Sociological bulletin, 50(1):37-63, 2001.

37



[10]
[11]

Kathy Charmaz. Constructing grounded theory. sage, 2014.

Ruxandra-Silvia Comanaru, Kimberly A. Noels, and Jean-Marc De-
waele. Bicultural identity orientation of immigrants to canada. Journal
of Multilingual and Multicultural Development, 39(6):526-541, 2018.

Christine Geeng and Alexis Hiniker. Lgbtq privacy concerns on social
media.

Christine Geeng and Alexis Hiniker. Lgbtq privacy concerns on social
media. arXiv preprint arXiv:2112.00107, 2021.

Mariza Georgalou. ‘i make the rules on my wall’: Privacy and iden-

tity management practices on facebook. Discourse & Communication,
10(1):40-64, 2016.

Benjamin Giguere, Richard Lalonde, and Evelina Lou. Living at the
crossroads of cultural worlds: The experience of normative conflicts by
second generation immigrant youth. Social and Personality Psychology
Compass, 4(1):14-29, 2010.

Barney G Glaser and Anselm L Strauss. The discovery of grounded
theory: Strategies for qualitative research. Routledge, 2017.

Erving Goffman. Interaction ritual essays on face-to-face behavior.
Doubleday, 1967.

Erving Goffman. The presentation of self in everyday life. Anchor,
2021.

Statistics Canada Government of Canada. Census profile, 2016 census
canada [country] and canada [country], Oct 2021.

Statistics Canada Government of Canada. Knowledge of languages by
age and gender: Canada, provinces and territories, census metropolitan
areas and census agglomerations with parts, Aug 2022.

Samia Ibtasam, Lubna Razaq, Maryam Ayub, Jennifer R Webster,
Syed Ishtiaque Ahmed, and Richard Anderson. “my cousin bought
the phone for me. i never go to mobile shops.” the role of family in
women’s technological inclusion in islamic culture. Proceedings of the
ACM on Human-Computer Interaction, (CSCW):1-33, 2019.

38



[22]

23]

[24]

[25]

[26]

[27]

[28]

Hope Jensen Schau and Mary C. Gilly. We Are What We Post? Self-
Presentation in Personal Web Space. Journal of Consumer Research,
30(3):385-404, 12 2003.

Sanyukta Kanwal. India: Number of reported rape cases 2021, Oct
2022.

Naveena Karusala, Apoorva Bhalla, and Neha Kumar. Privacy, patri-
archy, and participation on social media. In Proceedings of Designing
Interactive Systems Conference, DIS ’19, page 511-526, New York, NY,
USA, 2019. Association for Computing Machinery.

Johanna Lessinger. Work and modesty: the dilemma of women market
traders in south india. Feminist Studies, 12(3):581-600, 1986.

Mary Madden. Privacy management on social media sites. Pew Internet
Report, 24:1-20, 2012.

Alice E Marwick and Danah Boyd. I tweet honestly, i tweet passion-
ately: Twitter users, context collapse, and the imagined audience. New
media & society, 13(1):114-133, 2011.

Elizabeth McConnell, Bélint Néray, Bernie Hogan, Aaron Korpak, An-
tonia Clifford, and Michelle Birkett. “everybody puts their whole life
on facebook”: Identity management and the online social networks of
lgbtq youth. International Journal of Environmental Research and Pub-

lic Health, 15(6), 2018.

Elizabeth A. McConnell, Antonia Clifford, Aaron K. Korpak, Gregory
Phillips, and Michelle Birkett. Identity, victimization, and support:
Facebook experiences and mental health among lgbtq youth. Computers
in Human Behavior, 76:237-244, 2017.

Lucie Merunkova and Josef Slerka. Goffman’s theory as a framework
for analysis of self presentation on online social networks. Masaryk
University Journal of Law and Technology, 13:243, 09 2019.

Savanthi Murthy, Karthik S. Bhat, Sauvik Das, and Neha Kumar. Indi-
vidually vulnerable, collectively safe: The security and privacy practices
of households with older adults. Proc. ACM Hum.-Comput. Interact.,
(CSCW), apr 2021.

39



32]

[33]

[34]

[35]

[36]

[37]

Sheza Naveed, Hamza Naveed, Mobin Javed, and Maryam Mustafa.
”ask this from the person who has private stuff’: Privacy perceptions,
behaviours and beliefs beyond w.e.i.r.d. In Proceedings of the CHI Con-
ference on Human Factors in Computing Systems, CHI '22, New York,
NY, USA, 2022. Association for Computing Machinery.

Nithya Sambasivan, Garen Checkley, Amna Batool, Nova Ahmed,
David Nemer, Laura Sanely Gaytan-Lugo, Tara Matthews, Sunny Con-
solvo, and Elizabeth Churchill. “privacy is not for me, it’s for those rich
women”: Performative privacy practices on mobile phones by women
in south asia. In Symposium on Usable Privacy and Security (SOUPS
2018), pages 127-142, 2018.

Yasmin K. Sekhon and Isabelle Szmigin. Acculturation and identity:
Insights from second-generation indian punjabis. Consumption Markets
& Culture, 14(1):79-98, 2011.

Yasmin K. Sekhon and Isabelle Szmigin. Acculturation and identity:
Insights from second-generation indian punjabis. Consumption Markets
& Culture, 14(1):79-98, 2011.

Pritam Singh, Shinder S Thandi, et al. Punjabi identity in a global
context. OUP Catalogue, 1999.

Melati Sumari, Dini Farhana Baharudin, Norfaezah Md Khalid,
Nor Hasniah Ibrahim, and Ida Hartina Ahmed Tharbe. Family func-

tioning in a collectivist culture of malaysia: A qualitative study. Fam.
J. Alezx. Va, 28(4):396-402, October 2020.

Harry C Triandis. Individualism and collectivism. Routledge, 2018.

Margaret Walton-Roberts. Three readings of the turban: Sikh identity
in greater vancouver. Urban Geogr., 19(4):311-331, May 1998.

Philip Wu. The privacy paradox in the context of online social network-
ing: A self-identity perspective: Journal of the association for informa-
tion science and technology. Journal of the Association for Information
Science and Technology, 70, 11 2018.

40



	Abstract
	Lay Summary
	Preface
	Table of Contents
	List of Tables
	Acknowledgements
	Dedication
	Introduction
	Background
	Methodology
	Why Study Punjabi Canadians?
	Study Design
	Ethical Considerations

	Participant Recruitment
	Analysis Methods
	Researcher Positionality

	Findings
	Collectivist nature of privacy regulation in Punjabi-Canadians
	Monitoring of smartphones by authority figures
	Interference by authority figures in everyday social activity.
	Gatekeeping of social media posting by family
	Self-imposed censorship

	Physical and social gender segregation as a norm for Punjabi-Canadians
	Gender segregation in Punjabi culture
	Discouraging gender mixing
	The role of tech in gender mixing
	Privacy leakage and its consequences

	 Privacy fluency in Punjabi-Canadian women as a defense mechanism
	Rules of public conduct for women
	Restrictions on women’s clothing and mobility
	Creating Online Safe Spaces


	Related Work
	Privacy Concerns and Privacy Management
	Conflicting Identities and their effect on Privacy Management
	Cultural Identity in the context of Immigrants
	Technology Use and Privacy Perceptions outside the West

	Design Implications
	Conclusion
	Bibliography

