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State machine replication

* What is the system model? (What is our world?)

» Deterministic state machine (with replicas): sm_i. Same seq of commands =>
same state.

e Clients: submit commands to the state machine

 Why are clients distinct from replicas?




State machine replication

* Challenges with achieving a deterministic state
machine. (Depends on what Is a state machine

» Concurrency (for perf




State machine replication

« What types of failures do we care about?
» Fail-stop failures (weaker: non-paranoid). Failure in which a device either works or doesn't.
Observable by other components (disinfect from halting failures, where observability is not
elfe)Vile[=Te)}

« Byzantine failures (stronger: paranoid). Some # of processes can have arbitrary behaviour.
Dangerous!

* Includes software bugs, hardware failures, cosmic rays




State machine replication

 Why do we want replication” (Another benefit of
distributed state”




SMR+ failure model

e Assume that at most t replicas can fail; design a
system to withstand this number of failures.

e Fail-stop: need at leastt + 1 replicas. Need only one
replica to be working (the other t can tail). | trust this
last remaining replica to work correctly.




State machine replication

« Agreement: All replicas receive all requests (as a set)
 Why is the paper quiet on how to achieve agreement?

e Network is FIFO... it's also reliable.

* Order: Replicas execute requests in same relative order (this order is indep. of
client order)




State machine replication

» Lamport-clock based ordering/stability algorithm. Order / stability is achieved with logical
clocks.

- The bad
» Must wait for all clients to send a message after some request (to determine it's stability)

 |f a client has no request to send... they must send a no-op (communicate timestamp to
replica)




State machine replication

 What about physical clocks? Same structure, but instead
of lamport clocks, use assumptions about clock speed.

 Hard bounds on estimate of propagation delay
latency between nodes




State machine replication

* Replica coordination as another approach to
derive order/stability.

* This is the more tradition RSM technique




