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Distributed systems are everywhere
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• Parallel data processing
• TensorFlow 
• Spark, Hadoop

• Data center (cloud computing)
• Storage: Amazon Dynamo, Google file system, 

Facebook Haystack

• Coordination: ZooKeeper, Chubby, Etcd
• Peer-to-Peer and wide-area

• BitTorrent, Tor
• DNS, Content distribution networks

• In the small (LAN)
• Network file system (NFS)

https://bestchai.bitbucket.io/shiviz/
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Distributed system pros/cons

• Heterogeneity
+ Resilience (geographic diversity)
- Compatibility

• Distributed state
+ No central point of failure, scalability
- State coherence (distributed consensus)

• Concurrency
+ Parallelism (scalability)
- Race conditions, deadlocks, complexity

• Partial failures
+ Fault tolerance
- Failure recovery, complexity
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...

...
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Coping with SE challenges of dist. sys.

Key categories:
• Testing
• Model checking
• Verification
• Record and replay
• Log analysis
• Tracing
• Visualization

Exciting research area, increasing industrial relevance
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[MODIST NSDI’09]

[IronFleet SOSP’15]

[Friday NSDI’07]

[Pivot tracing SOSP’15]
[Xu et al. SOSP’09]

[De Pauw at al. SoftVis’06]

[Arcuri et al. FSE’15]

https://bestchai.bitbucket.io/shiviz/
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Key categories:
• Testing
• Model checking
• Verification
• Record and replay
• Log analysis
• Tracing
• Visualization

Exciting research area, increasing industrial relevance

Coping with SE challenges of dist. sys.
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[MODIST NSDI’09]

[IronFleet SOSP’15]

[Friday NSDI’07]

[Pivot tracing SOSP’15]
[Xu et al. SOSP’09]

[De Pauw at al. SoftVis’06]

[Arcuri et al. FSE’15]

Talk 
focus

https://bestchai.bitbucket.io/shiviz/
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Guiding question: 
Why does my system 
behave in a certain manner?

• Were events X and Y concurrent, or did one precede another?

• Did node A ever communicate with node B? When?

• Did node B ever communicate with node C? When?

https://bestchai.bitbucket.io/shiviz/
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Guiding question: 
Why does my system 
behave in a certain manner?

log1.txt

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare

log2.txt

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare

log3.txt

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare

?
?

?
Common solution: log analysis

https://bestchai.bitbucket.io/shiviz/
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Guiding question: 
Why does my system 
behave in a certain manner?

Log analysis challenges
• Ordering events between host logs
•  Understanding communication patterns
•  Comparing two or more logged executions

log1.txt

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare

log2.txt

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare

log3.txt

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare

?
?

?

Missing the right tools

https://bestchai.bitbucket.io/shiviz/
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Events
Visualization

Dynamic analysis

Guiding question: 
Why does my system 
behave in a certain manner?

XVector and ShiViz approach: 
Instrument and analyze

https://bestchai.bitbucket.io/shiviz/
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Log analysis with ShiViz

 10

src : 2, dst : 0, type : prepare ["5,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["6,"13,"10,"2"]
src : 0, dst : 2, type : commit ["7,"13,"10,"2"]
src : 1, dst : 2, type : commit ["8,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["9,"13,"10,"2"]
src : 2, dst : 1, type : tx_commit ["10,"13,"10,"2"]
src : 0, dst : 2, type : ack ["11,"13,"10,"2"]
src : 1, dst : 2, type : ack ["12,"13,"10,"2"]
src : 2, dst : 0, type : prepare ["13,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["14,"13,"10,"2"]
src : 0, dst : 2, type : commit ["15,"13,"10,"2"]
src : 1, dst : 2, type : commit ["16,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["17,"13,"10,"2"]
src : 2, dst : 1, type : tx_commit ["18,"13,"10,"2"]
src : 0, dst : 2, type : ack ["19,"13,"10,"2"]
src : 1, dst : 2, type : ack ["20,"13,"10,"2"]
src : 2, dst : 0, type : prepare ["21,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["22,"13,"10,"2"]
src : 0, dst : 2, type : commit ["23,"13,"10,"2"]
src : 1, dst : 2, type : commit ["24,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["25,"13,"10"2"]
src : 2, dst : 1, type : tx_commit ["26,"13,"10,"2"]
src : 0, dst : 2, type : ack ["27,"13,"10,"2"]
src : 1, dst : 2, type : ack ["28,"13,"10,"2"]
src : 2, dst : 0, type : prepare ["29,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["30,"13,"10,"2"]
src : 0, dst : 2, type : commit ["31,"13,"10,"2"]
src : 1, dst : 2, type : commit ["32,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["33,"13,"10,"2"]
src : 2, dst : 1, type : tx_commit ["34,"13,"10,"2"]

host1

?
?

?
src : 2, dst : 0, type : prepare ["5,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["6,"13,"10,"2"]
src : 0, dst : 2, type : commit ["7,"13,"10,"2"]
src : 1, dst : 2, type : commit ["8,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["9,"13,"10,"2"]
src : 2, dst : 1, type : tx_commit ["10,"13,"10,"2"]
src : 0, dst : 2, type : ack ["11,"13,"10,"2"]
src : 1, dst : 2, type : ack ["12,"13,"10,"2"]
src : 2, dst : 0, type : prepare ["13,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["14,"13,"10,"2"]
src : 0, dst : 2, type : commit ["15,"13,"10,"2"]
src : 1, dst : 2, type : commit ["16,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["17,"13,"10,"2"]
src : 2, dst : 1, type : tx_commit ["18,"13,"10,"2"]
src : 0, dst : 2, type : ack ["19,"13,"10,"2"]
src : 1, dst : 2, type : ack ["20,"13,"10,"2"]
src : 2, dst : 0, type : prepare ["21,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["22,"13,"10,"2"]
src : 0, dst : 2, type : commit ["23,"13,"10,"2"]
src : 1, dst : 2, type : commit ["24,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["25,"13,"10"2"]
src : 2, dst : 1, type : tx_commit ["26,"13,"10,"2"]
src : 0, dst : 2, type : ack ["27,"13,"10,"2"]
src : 1, dst : 2, type : ack ["28,"13,"10,"2"]
src : 2, dst : 0, type : prepare ["29,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["30,"13,"10,"2"]
src : 0, dst : 2, type : commit ["31,"13,"10,"2"]
src : 1, dst : 2, type : commit ["32,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["33,"13,"10,"2"]
src : 2, dst : 1, type : tx_commit ["34,"13,"10,"2"]

host1

src : 2, dst : 0, type : prepare ["5,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["6,"13,"10,"2"]
src : 0, dst : 2, type : commit ["7,"13,"10,"2"]
src : 1, dst : 2, type : commit ["8,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["9,"13,"10,"2"]
src : 2, dst : 1, type : tx_commit ["10,"13,"10,"2"]
src : 0, dst : 2, type : ack ["11,"13,"10,"2"]
src : 1, dst : 2, type : ack ["12,"13,"10,"2"]
src : 2, dst : 0, type : prepare ["13,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["14,"13,"10,"2"]
src : 0, dst : 2, type : commit ["15,"13,"10,"2"]
src : 1, dst : 2, type : commit ["16,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["17,"13,"10,"2"]
src : 2, dst : 1, type : tx_commit ["18,"13,"10,"2"]
src : 0, dst : 2, type : ack ["19,"13,"10,"2"]
src : 1, dst : 2, type : ack ["20,"13,"10,"2"]
src : 2, dst : 0, type : prepare ["21,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["22,"13,"10,"2"]
src : 0, dst : 2, type : commit ["23,"13,"10,"2"]
src : 1, dst : 2, type : commit ["24,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["25,"13,"10"2"]
src : 2, dst : 1, type : tx_commit ["26,"13,"10,"2"]
src : 0, dst : 2, type : ack ["27,"13,"10,"2"]
src : 1, dst : 2, type : ack ["28,"13,"10,"2"]
src : 2, dst : 0, type : prepare ["29,"13,"10,"2"]
src : 2, dst : 1, type : prepare ["30,"13,"10,"2"]
src : 0, dst : 2, type : commit ["31,"13,"10,"2"]
src : 1, dst : 2, type : commit ["32,"13,"10,"2"]
src : 2, dst : 0, type : tx_commit ["33,"13,"10,"2"]
src : 2, dst : 1, type : tx_commit ["34,"13,"10,"2"]

host1

ShiVizShiVector

• Visualize partial order
• Help developers

• Understand ordering
• Query for patterns
• Compare executions

XVector

• System instrumentation

• Nodes maintain vector clocks

• Logged msgs have vector timestamps

• Used to capture partial order of events

https://github.com/DistributedClocks https://bestchai.bitbucket.io/shiviz/

https://bestchai.bitbucket.io/shiviz/
https://bestchai.bitbucket.io/shiviz/


                                                                                                                                            

ShiViz demo

 11

http://bestchai.bitbucket.io/shiviz/
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Evaluation and impact

 12

• XVector tools: viable for debugging during development

• Experiments with etcd storage system

• 1 logging statement takes ~20 microseconds 

• Can execute ~50k logging statements per node 
before perturbing the system 

Visualizing distributed system executions • 0:23
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Fig. 11. Goodput of uninstrumented and instrumented etcd Ra�.
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Fig. 12. Latency of uninstrumented and instrumented etcd Ra�.

Logging overhead. In the above experiment, we also collected information on logging overhead. We found
that the average execution time of a single logging statement is 20 microseconds. In our local area network
with a round trip time of 0.05 milliseconds while running etcd with 1-second timeouts, we were able to execute
approximately 50k logging statements per node before perturbing the system.
The overhead imposed by XVector makes it a viable tool during development, but not in production. We

believe that existing distributed tracing systems, such as X-Trace [40] and Dapper [113], which are intended for
production use can be extended with tracking of vector-clock timestamps. We have also successfully reconstructed
ShiViz-compatible logs from X-Trace traces10.

6.4 ShiViz scalability on synthetic and benchmark logs
ShiViz is designed to run in the browser, making it more accessible and easier to use. However, this design choice
does impact its ability to scale to large and complex logs. In this section, we present scalability results from using
ShiViz on a variety of logs. In each experiment, we report the time to load and visualize the log with ShiViz in a
browser. In every log we experimented with, ShiViz remained real-time interactive after the visualization was
rendered.

We ran all experiments on a Mac Air laptop running OS X 10.13.6 with a 2.2 GHz i7 processor and 8GB RAM.
We used a 64-bit version of the Chrome browser version 76.0.3809 with the latest version of ShiViz (commit
id 4d89184c2d12). In the �rst three experiments, we generated synthetic logs that had speci�c characteristics
to allow us to control for di�erent scalability factors. In the fourth experiment, we used logs collected from a
microservices-based social network system with 36 unique microservices [43].

10https://github.com/MPI-SWS/xtrace-shiviz/

ACM Transactions on Software Engineering and Methodology, Vol. 0, No. 0, Article 0. Publication date: January 2018.

Visualizing distributed system executions • 0:23

 50

 100

 150

 200

 250

 300

 350

 400

4 8

1
2

2
4

3
6

7
2

G
o
o
d
p
u
t 
(r

e
q
u
e
st

s/
se

c)

# of clients

etcd

etcd+GoVector

Fig. 11. Goodput of uninstrumented and instrumented etcd Ra�.
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Logging overhead. In the above experiment, we also collected information on logging overhead. We found
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browser. In every log we experimented with, ShiViz remained real-time interactive after the visualization was
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We ran all experiments on a Mac Air laptop running OS X 10.13.6 with a 2.2 GHz i7 processor and 8GB RAM.
We used a 64-bit version of the Chrome browser version 76.0.3809 with the latest version of ShiViz (commit
id 4d89184c2d12). In the �rst three experiments, we generated synthetic logs that had speci�c characteristics
to allow us to control for di�erent scalability factors. In the fourth experiment, we used logs collected from a
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Evaluation and impact
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• XVector tools: viable for debugging during development

• Three user studies with ShiViz:
• Controlled study with 39 students: structured tasks

• Open-ended study with 70 students: homework
• Case study with two systems researchers

• Evidence that ShiViz helps developers understand systems: 
• Relative ordering of events

• Interaction patterns between hosts 
• Compare executions

• ShiViz used in other projects:
• P, P#, and TLA+ projects in Microsoft
• Akka actor-based framework
• TSViz tool built-on top of ShiViz TSViz: https://bestchai.bitbucket.io/tsviz/

https://bestchai.bitbucket.io/shiviz/
https://bestchai.bitbucket.io/tsviz/
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See paper for more details!
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̣ XVector: capture ordering of events

̣ ShiViz: visualize and explore distributed executions

Why does my system behave like this?
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Approach: instrument and analyze

Dynamic analysis

Events Visualization

• Understand ordering of events
• Query for interactions between nodes
• Compare pairs of executions

http://bestchai.bitbucket.io/shiviz/
https://github.com/DistributedClocks
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