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Abstract—We present EBFT, an egalitarian framework of
BFT consensus for permissioned blockchains. The key inno-
vation in EBFT is egalitarian block generation: instead of
relying on a fixed leader, nodes randomly and non-interactively
propose blocks, which makes the system resilient to attacks
targeting the leader. By combining the longest-chain rule from
Nakamoto consensus with quorum voting from classical BFT,
EBFT achieves deterministic safety with a design as simple as
Nakamoto consensus. To demonstrate its practicality, we build
three protocols: EBFT-SYN for synchronous networks, EBFT-
PSYN for partially synchronous networks, and EBFT-TURBO, a
variant that incorporates Bitcoin-NG style decoupling to demon-
strate the framework’s extensibility towards high performance.
We implement EBFT atop the Go version of Bitcoin, btcd.
We implemented EBFT-SYN, EBFT-PSYN and EBFT-TURBO in
about 920 LoCs in total. This indicates that EBFT can be built on
top of existing blockchains with relatively little effort. We evaluate
these protocols on EC2 instances with up to 256 nodes. Our
evaluation shows that EBFT-SYN (resp. EBFT-PSYN) achieves
a latency of 6 (resp. 1) seconds. EBFT-TURBO can process up
to 3.2k transactions per second and has a latency of 8 seconds.

Index Terms—Byzantine Fault Tolerant (BFT), Blockchains,
Egalitarianism, Simplicity, Nakamoto Consensus

I. INTRODUCTION

BYZANTINE Fault Tolerant (BFT) consensus (also known
as Byzantine State Machine Replication, SMR) enables

a set of nodes to maintain a consistent ledger, i.e., a sequence
of transactions, even in the presence of Byzantine nodes that
behave arbitrarily. As an important primitive in distributed
computing, BFT consensus has been extensively studied [1, 2],
and many elegant protocols like PBFT [3] are proposed.
Recently, BFT has gained renewed interest due to its important
role in building permissioned blockchains.

A. Existing Consensus Protocols
The first-generation blockchains, such as Bitcoin [4] and

Ethereum 1.0 [5], usually use Nakamoto-style consensus,
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rather than the well-studied classical BFT consensus. We be-
lieve there are three reasons why blockchain developers prefer
Nakamoto-style consensus over classical BFT consensus: 1)
the egalitarian design in Nakamoto-style consensus leads to
resilience against attacks on leaders; 2) the overall design
of Nakamoto-style consensus is much simpler than classical
BFT protocols; and 3) Nakamoto-style consensus is inherently
designed for open, permissionless systems, where the set of
participants is not fixed and can change dynamically. Recent
studies show that classical BFT consensus can also be used in
permissionless systems using Proof-of-Work (PoW) or Proof-
of-Stake (PoS), so we focus on the first two in this paper.

Classical BFT protocols lack resilience against leader-
targeted attacks. If an adversary knows the leader’s identity
in blockchains, it can attack the leader node to slow down
the system or break the security. Such attacks include bribery
attacks [6] where the adversary bribes the leader to vote on a
certain block, and targeted denial of services (DoS) attacks [7]
where the adversary floods the leader with messages to make it
unavailable to participate in the consensus protocol. Classical
BFT protocols use a stable leader approach, in which a known
and fixed leader prepares proposals and coordinates with other
nodes to reach consensus [2, 3]. This allows the adversary to
launch attacks on this stable leader.

The decentralized systems have motivated the research
on chained BFT protocols [8–10] which periodically rotate
leaders. However, since the next leader is still predictable,
the adversary can keep attacking the next leader to break the
protocol’s safety and liveness. Single secret leader election
protocols [11, 12] can be considered as mitigation, however,
at the cost of extra overhead and further protocol complexity.

Multiple lines of effort exist to solve the leader-targeting
attacks, including multi-leader BFT consensus where a subset
of nodes can be elected as leaders and propose blocks, and
consensus with randomized leaders where the leader remains
unknown before it proposes a block. However, among these
protocols, multi-leader BFT consensus requires complex aux-
iliary sub-protocols, and consensus with randomized leaders
requires a trusted setup. Sec. VI provides a detailed analysis.

Classical BFT protocols are complex. Simplicity is con-
sidered a first-class property of distributed computing [13].
Compared to Nakamoto-style consensus, classical BFT con-
sensus design is notoriously complex [2, 14]. This complexity
has directly affected its design, test, and deployment, which
was well summarized by Guerraoui et al. [2]: “They [BFT
protocols] are notoriously difficult to develop, test and prove
... this difficulty, together with the impossibility of exhaustively
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testing distributed protocols [15] would rather plead for never
changing a protocol that was tested and proven correct.”
In contrast, blockchain developers prefer to implement and
deploy simple protocols. As another example, in the context
of Crash Fault Tolerant (CFT) consensus, the simpler Raft [16]
protocol is an increasingly popular choice.

The recent chained BFT protocols [8–10] leverage the
chain structure and pipelining to reduce the multiphase voting
process into a single-phase propose-vote scheme. However,
chained BFT protocols require subprotocols for circumventing
leader-targeting attacks, including fail-over [8, 17, 18] and
view synchronization [9, 10] sub-protocols. These subproto-
cols have been proven to be bug-prone to design [19] and
challenging to implement [20]. This complexity continues in
practice, hindering their adoption.

Nakamoto Consensus lacks deterministic safety. The leader-
based scheme of classical BFT protocols makes them vulner-
able to leader-targeted attacks, and also requires complex sub-
protocols to ensure security in the presence of Byzantine lead-
ers. Nakamoto-style consensus [4] is an orthogonal approach
to classical Byzantine consensus. Contrary to classical BFT
protocols that only allow a leader to propose blocks, central
to the design of Nakamoto-style consensus is egalitarianism.
Any node can initialize a cryptographic lottery that commits
to a certain predecessor block and produces a block after
solving the lottery. Nodes locally choose a fork (e.g., the
longest fork) among the known forks as canonical chains. This
egalitarian design makes the block proposer unpredictable and
thus resistant to leader-targeting attacks. It requires no specific
subprotocol for circumventing leader-targeting attacks, thus
greatly simplifying the protocol design.

However, Nakamoto-style consensus only ensures proba-
bilistic safety where the safety is less likely to be violated after
a longer time. Specifically, Nakamoto-style consensus’ safety
relies on a regularly occurred convergence opportunity [26], a
time t such that no other block is produced within [t−∆, t+∆],
where ∆ is the network delay upper bound under synchronous
networks. The ∆ period before and after t gives enough time
for honest nodes’ views to converge, ensuring safety. However,
a convergence opportunity is not predictable in Nakamoto-
style consensus, making a node unable to finalize a block
unless it becomes sufficiently deep in the blockchain. This
only ensures probabilistic safety, where the safety is less likely
to be violated after a longer time. This guarantee is strictly
weaker than the deterministic safety achieved by classical BFT
protocols and results in high latency, e.g., Bitcoin’s famous
one-hour confirmation rule [4]. Thus, hybrid designs such as
Ethereum 2.0 [17] combined Nakamoto-style consensus (i.e.,
GHOST rule) with classical BFT protocols (i.e., Casper FFG)
to achieve deterministic safety. However, the hybrid design not
only introduces complicated finality gadget protocol but also
has a latency of up to 15 minutes (see more in Sec. VI).

B. Our Proposal: Egalitarian BFT

The above issues motivated us to design a consensus proto-
col for decentralized systems, e.g., blockchains, which gives
the best of both worlds: 1) resistance to attacks on the leader,

2) simple design, and 3) deterministic safety guarantees. For
the first two goals, we depart from the classical BFT leader-
based design and follow the egalitarian approach inspired by
Nakamoto-style consensus [4] and EPaxos [27], where any
node can propose blocks. For the last goal, we follow the
design of classical BFT protocols by allowing a set of nodes
(also known as a quorum) to vote for blocks.

EBFT: framework of egalitarian BFT protocols (§III).
We propose EBFT, a framework for designing egalitarian
BFT protocols with such guarantees. Similar to Nakamoto-
style consensus, all nodes continuously solve cryptographic
lotteries (e.g., Proof-of-Work [4], Proof-of-Stake [28], and
verifiable delay functions [29], and any node solving a lottery
can propose a block. Unlike Nakamoto-style consensus where
nodes are unaware of convergence opportunities, EBFT allows
nodes to proactively detect convergence opportunities, such
that nodes can finalize a block associated with a convergence
opportunity without the block being reverted later. Detecting
convergence opportunities enables EBFT to achieve determin-
istic safety. This egalitarian design also enables EBFT to resist
attacks on leaders and rules out the need for any subprotocol
to detect and replace faulty leaders.

We propose two protocols, EBFT-SYN (§III-A) and EBFT-
PSYN (§III-B), equipped with mechanisms to detect con-
vergence opportunities under synchronous and partially syn-
chronous networks, respectively. Both achieve optimal re-
silience, i.e., 1/2 under synchronous networks and 1/3 un-
der partially synchronous networks. Moreover, due to the
simplicity and strong resilience against leader-based attacks,
one variant of EBFT-PSYN has been adopted in VeChain,
an enterprise blockchain for supply chain management and
business processes [30]. we have also built a website1 and
animation 2 for EBFT-SYN and EBFT-PSYN to boost their
visibility and help readers to better understand them.

EBFT-TURBO as an extensibility demonstration (§IV). In
addition, we propose EBFT-TURBO to further demonstrate
the extensibility of EBFT. EBFT-TURBO is a partially syn-
chronous BFT protocol built on top of EBFT-PSYN. Specif-
ically, EBFT-TURBO decouples transaction ordering from
consensus by using techniques from Bitcoin-NG [31]: once a
node solves a cryptographic lottery, it proposes a fixed number
of microblocks. This modular extension shows that EBFT can
naturally integrate existing performance-oriented techniques
while preserving its simplicity and deterministic safety.

Implementation and evaluation (§V). We implement these
protocols based on the Go version of Bitcoin, btcd, and
evaluate them on EC2. In particular, EBFT-PSYN is imple-
mented using the interfaces of bamboo framework [32]. We
implement EBFT-SYN, EBFT-PSYN, and EBFT-TURBO in
920 LoCs, demonstrating their simple design. Our evaluation
results show that on a cluster of 256 geographically distributed
nodes, EBFT-TURBO achieves a throughput of 3.2k transac-

1Website: https://ebftalgorithm.github.io/.
2Animation: https://ebftalgorithm.github.io/animation.html.

https://ebftalgorithm.github.io/
https://ebftalgorithm.github.io/animation.html
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Table I: Comparison between EBFT and existing BFT consensus protocols. Sec. VI provides a detailed analysis.

Name Network
model Resilience Deterministic

safety
Resilient to

attacks on leader
No leader-specific

subprotocol

BFT
consensus

Sync-HotStuff [18] Sync. 1/2 3 7 7

PBFT [3] PSync. 1/3 3 7 7

HotStuff [9] PSync. 1/3 3 7 7

Nakamoto
consensus

Nakamoto [4] Sync. 1/2 7 3 3

GHOST [21] Sync. 1/2 7 3 3

Multi-leader
consensus

Mir-BFT [22] PSync. 1/3 3 3 7

RCC [23] PSync. 1/3 3 3 7

Hybrid
consensus

ByzCoin [24] Sync. 1/3 3 3 7

Pass and Shi [25] PSync. 1/3 3 3 7

Ebb-and-flow [19] PSync. 1/3 3 3 7

This
work

EBFT-SYN Sync. 1/2 3 3 3

EBFT-PSYN PSync. 1/3 3 3 3

EBFT-TURBO PSync. 1/3 3 3 3

tions per second and a latency of 8 seconds, which would
satisfy the needs of many blockchain applications.

II. MODELS, GOALS AND PRELIMINARIES

A. System Model

We consider systems of n nodes that provides a Byzantine
fault-tolerant service to a set of clients. Each node has an
index i ∈ [n] where [n] = {1, 2, ..., n}, and the i-th identified
node is denoted by Pi. A subset of f nodes is Byzantine,
i.e., behaving arbitrarily, at any time, whereas the remaining
nodes are honest, i.e., strictly following the protocol. There
exists a public-key infrastructure (PKI) of nodes; each node
Pi has a pair of secret and public keys (ski, pki) for signing
and verifying messages.

Network model. We assume that there exist pairwise commu-
nication channels between every pair of nodes. We consider
two network models: synchronous for EBFT-SYN and par-
tially synchronous for EBFT-PSYN and EBFT-TURBO.
• Synchronous network. In this model, all messages between

two nodes arrive within a given time bound ∆. In other
words, the entire execution is during a period of synchrony.
• Partially synchronous network. In this model by Dwork et
al. [33], there is a known delay bound ∆ and an unknown
Global Stabilization Time (GST) such that all message trans-
missions between two nodes arrive within the bound ∆ after
GST. In other words, the system is running in synchronous
mode after GST and in asynchronous mode if GST never
occurs. This model captures the impact of network partitions.

Threat model. EBFT contains three protocols: EBFT-SYN,
EBFT-PSYN and EBFT-TURBO. We assume a permissioned
setting, where a minority of nodes in EBFT-SYN are Byzan-
tine, i.e., n = 2f + 1 in EBFT-SYN, whereas less than
one-third of nodes in EBFT-PSYN and EBFT-TURBO are
Byzantine, i.e., n = 3f + 1 in these two protocols. The bound
in EBFT-SYN follow prior synchronous BFT protocols [18],
while the bound in EBFT-PSYN and EBFT-TURBO align
with the partially synchronous BFT protocols [3, 9]. A prob-
abilistic polynomial-time adversary controls these Byzantine
nodes. The adversary can get all Byzantine nodes’ internal
states and also lead these nodes to arbitrarily misbehave during

protocol execution. The adversary can perform probabilistic
computing steps bounded by polynomials in the number of
message bits generated by honest nodes.

We assume the adversary is adaptive [25, 28] and can
corrupt any set of f nodes at any time. Similar to existing
blockchains with adaptive security [25, 28], we assume that
honest nodes can implement erasures so that the adversary
cannot access secret keys of nodes that used to be Byzantine.

The adaptive security implies resilience against attacks on
leaders. The adaptive adversary [28] is a well-established
model for formalizing resistance against attacks based on
adaptive corruption, including attacks on a predictable leader.
Unlike a static adversary that only corrupts f fixed nodes, the
adaptive adversary can learn about the next leader, corrupt this
leader, and then direct the leader to launch more attacks. Thus,
if a consensus protocol is safe and lives against an adaptive
adversary, it resists attacks targeting the leader.

B. System Goals

Egalitarianism. EBFT is a framework for egalitarian con-
sensus. Egalitarian consensus refers to a consensus protocol
design in which all nodes have an equal opportunity to propose
blocks within each consensus instance. A node obtains the
chance of proposing a block in a decentralized manner, e.g.,
via cryptographic lotteries. This approach mitigates leader-
targeted attacks. A similar concept to egalitarianism is “lead-
erless” consensus [34]. In a leaderless consensus, every node
proposes a block and agrees on a subset of them within
the same consensus instance. This differs from egalitarian
consensus where each block being agreed upon is proposed
by a single node.

Security properties. We aim to design a simple and per-
formant BFT consensus framework among n nodes in the
presence of f static corruptions in synchronous or partially
synchronous networks. Specifically, the n nodes receive trans-
actions from clients and then commit client transactions into
an ordered sequence. The system provides the clients with an
abstraction of a single non-faulty node, and nodes only output
non-duplicated transactions sent by clients. Client transactions
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are packed into blocks, and by committing a sequence of
blocks, nodes can eventually observe the same sequence of
transactions. These ordered blocks are eventually learned by
the clients. Formally, BFT consensus satisfies the following
properties [9, 18]:
• Safety. If any two honest nodes P1 and P2 output sequences
of blocks

〈
B0, B1, ..., Bi

〉
and

〈
B′

0, B
′
1, ..., B

′
j

〉
, respectively,

then Bk = B′
k for k ≤ min(i, j).

• Liveness. Each client transaction will be eventually commit-
ted by all nodes.
We propose three protocols: EBFT-SYN that works in

synchronous networks, and EBFT-PSYN and EBFT-TURBO
that works in partially synchronous networks. EBFT-SYN
guarantees safety and liveness in the synchrony model, while
EBFT-PSYN and EBFT-TURBO guarantee safety and guar-
antee liveness only after GST.

Performance. BFT consensus protocols concern two perfor-
mance metrics: communication complexity and latency.
• Communication complexity: The total amount of data (in
bits) transferred to commit a block.
• Latency: The total amount of time taken to commit a block.

C. Cryptographic Preliminaries

We assume standard cryptographic primitives are unbreak-
able, including hash functions and digital signatures. A
collision-resist hash function H(·) takes an arbitrary-length
string as its input and outputs a fixed-length bit string, where
it is impossible to find two different messages m1 and m2

such that H(m1) = H(m2). A signature scheme contains
three functions: the Gen(1κ) function takes an input of the
security parameter κ and outputs a public and private key
pair (pk, sk); the Sign(sk,msg) function outputs the signature
σ of the message msg for a given private key sk; the
Verify(pk, σ,msg) function takes a public key pk, signature
σ, and message msg; it outputs 1 if the signature is valid and
0 if not.

We also assume a cryptographic lottery, which takes an
unbiased random string str as input for each round and
outputs a proof τ if winning. The lottery provides two main
functions: the GenerateProof(str) function takes str as input
for round t, and outputs a proof τ if winning; the function
VerifyProof(str, τ ) outputs 1 if the proof is valid for str at
round t, otherwise it outputs 0. Commonly used cryptographic
lotteries include Proof-of-Work [4], Proof-of-Stake [28], and
verifiable delay functions (VDF) [29]. A concrete implementa-
tion of cryptographic lotteries is provided in §V-A. Note that in
some blockchains [4], the input random string also contains the
prepared block without setting the lottery-proof field to prevent
the node from manipulating transactions included in the block
after winning the lottery. (See block format in Sec. III-A2.)

III. EBFT DESIGN

In this section, we first present the design of EBFT. Unlike
Nakamoto-style consensus which offers probabilistic safety
that increases with block depth, EBFT provides deterministic

Node 1

Node 2

Node 3

B

A

Block

Block reference Transimission

3D Timer

C

Cancel timer

D

Commit

E

Commit block B

Figure 1: The consensus flow of EBFT-SYN. Since blocks C
and B conflict, nodes cancel the 3∆ timer and do not commit
any of them. Block D, together with uncommitted ancestor
blocks, are committed by all nodes after the 3∆ timer expires.

safety where a block, once certified by a quorum, cannot
be reverted regardless of future chain growth. We introduce
EBFT-SYN under synchrony (§III-A) and EBFT-PSYN under
partial synchrony (§III-B), and then provide formal security
analysis (§III-C) and performance analysis (§III-D).

A. EBFT-SYN

EBFT-SYN is a synchronous BFT protocol that works
with the majority of nodes being honest. We first provide an
overview of EBFT-SYN, and then describe data structures and
detailed protocol design.

1) Overview: Fig. 1 provides a consensus flow overview of
EBFT-SYN. In this protocol, nodes compete to produce blocks
(i.e., egalitarian block production), follow the longest certified
chain rule (LCCR) to vote and extend blocks, and use a 3∆
timer to commit blocks. We next give a high-level description
of these components to illustrate the design intuition.
Component #1: Egalitarian block production. Nodes in
EBFT-SYN participate in cryptographic lotteries to produce
blocks. Once it wins the lottery, the node can produce a block
containing a set of transactions by following a certain format.
It then broadcasts the block with the winning proof to others.
Component #2: Longest certified chain rule. When receiv-
ing a valid block, a node will vote for this block if it extends
the longest certified chain in the node’s local view. In EBFT-
SYN, a block is certified if it is voted by enough nodes (i.e., at
least f + 1 nodes), and certified blocks are linked into a chain
structure. Meanwhile, nodes are asked to produce blocks after
the longest certified chain. The block voting and producing
processes follow LCCR. Note that if multiple longest certified
chains exist, a node randomly chooses one to produce blocks.

The LCCR serves two purposes. First, by following LCCR,
nodes gradually resolve block conflicts and converge on a
single longest chain. Second, by following LCCR during
voting, honest nodes refuse to vote for blocks that do not
extend the longest certified chain. This property prevents
already committed blocks from being reverted by a longer
certified chain secretly constructed by the adversary.
Component #3: 3∆ committing Timer. When receiving a
valid block that extends the longest certified chain in the
local view, a node will set a timer of 3∆. If the node does
not receive any other blocks of the same height before the
timer expires,, this indicates a convergence opportunity. The
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node then commits the certified block together with all its
uncommitted ancestor blocks.

Here we provide some intuition behind the 3∆ committing
timer design. In the synchrony model, a message sent at time t
by a node will be received by another node before time t+∆,
where ∆ is the maximum network delay. The duration of 3∆ is
to ensure that honest nodes can detect any conflicting blocks,
by which they can commit certified blocks that are unique at
their heights. When a node observes a block that extends the
longest certified chain at the time t, it then forwards the block
to all other nodes. Others will receive the block by time t+∆,
and then honest nodes’ votes will arrive at all nodes by time
t+ 2∆. Hence, the block will be certified by time t+ 2∆. If
any honest node votes for a conflicting block, it must do so
before t+ 2∆ (by LCCR). As a result, nodes will receive the
conflicting block by t+ 3∆.

The 3∆ committing timer is essential for identifying con-
vergence opportunities in EBFT-SYN. While restricting nodes
to vote for only one block per height might ensure that only
one block receives a quorum certificate (QC), this approach
does not account for network delays and the possibility of con-
flicting block proposals. Honest nodes may observe different
proposals first due to message delays, leading to inconsisten-
cies in voting and liveness violation. For example, one subset
of nodes may first receive block B, while another subset first
receives block B′. Each node would then cast its single vote
for the block it saw first and never reconsider. As a result, votes
become permanently split across conflicting blocks, and no
block can ever collect the required quorum certificate. Without
a quorum, no block can be committed, and the protocol will
stall indefinitely, violating liveness. The 3∆ timer mitigates
this issue by allowing nodes to wait for a sufficient period
(3∆) to detect potential conflicts before committing. This
mechanism ensures that nodes only commit when they are
confident that no conflicting blocks exist, thereby maintaining
safety and liveness in the consensus process.

2) Data Structure: Blocks and block format. In EBFT-
SYN, client transactions are batched into blocks. In particular,
blocks are linked into a chain structure, and each has the
following structure:

B := (Txs, hp, QC, ρ,meta) ,

where Txs is a collection of application-specific transactions;
hp is the hash digest of the parent block; QC is the parent
block’s quorum certificate; ρ is the winning proof of the
lottery; meta represents necessary metadata. There exists a
hard-coded genesis block G0 = (Txs,⊥,⊥,⊥,meta) and an
associated QC0. Every block except G0 must specify its parent
block by including the hash value and quorum certificate of
that block. A block is valid if it satisfies the following rules: (i)
it meets the block format; (ii) its lottery proof is correct; (iii)
its parent block is valid; and (iv) the including transactions
meets the validity of applications and are not included in any
previous blocks.

Vote and certificate. A vote v of block B is defined as:

v := (h, pk, σ) ,

where h = H(B) is the hash of the block B; pk is the node’s
public key; σ is a signature created by the node over H(B). If
there is a set of f + 1 signatures on a block from nodes, then
the block’s quorum certificate (QC) is formed. Here, a QC
could be implemented as a simple set of individual signatures
or aggregated signatures [35]. When a node has a QC for
a block, the block is certified. Each node keeps track of all
signatures for all blocks and keeps updating certified blocks.

Block chaining and ranking. Blocks are chained by a
sequence of hash references and certificates. The chaining
structure has been used in Bitcoin [4] and state-of-the-art
BFT protocols [8–10]. In particular, a block’s position (i.e.,
the distance from the genesis block) in the chain is referred
to as its height. The height of the genesis block is 0. A
chain’s length is defined as the number of blocks in the chain
excluding the genesis block.

A block B is called a descendant of another block B′

if B extends a chain including B′. Conversely, block B′ is
an ancestor of block B. Two (distinct) blocks B and B′

conflict if neither is a descendant of the other. Because of
the possibility of conflicting blocks, each node maintains a
block tree (referred to as blockTree) of received blocks. In
addition, certified blocks are ranked by their heights, and a
certified block with the biggest height in the local blockTree
is referred to as the highest certified block.

3) Protocol Description: Algorithm 1 illustrates the pseu-
docode of EBFT-SYN from a node’s view. It comprises four
simple components: block producing, block processing, vote
processing, and timer interrupt processing. These components
can be realized by four event-driven functions and run in
parallel. These four components are outlined below.

Block producing. Nodes participate in the cryptographic
lottery to win the chance to produce blocks. Once winning a
ticket, the node can packages transactions into blocks using the
GetTransactions() function to retrieve pending transactions
received by the node. Specifically, nodes relay their pending
transactions and remove the ones that are included in the
blockchain. After picking transactions, the block includes the
parent block’s hash and QC. The parent block is the highest
certified block that the node has seen. Finally, the node
processes the block and then broadcasts it immediately.

Block processing. When receiving a block, a node processes it
by the function ProcessBlock(). In particular, if the block has
already been stored, the function will return to avoid repetitive
processing. Otherwise, the function will check the validity of
the block, which includes verification of the block format,
transactions, the parent block’s hash and QC, and a nonce
(see §III-A2).

If the block passes the validity check, the node will store
this block and then call the function ProcessCommitTimer().
In this function, the node first checks if this block conflicts
with other blocks at the same height. If yes, the node cancels
the timer of these conflicting blocks. Otherwise, if this block
extends the longest certified chain in local memory (i.e., the
function isSatisfyingLCCR() returning true), the node will
set a 3∆ timer for it. Besides, if this valid block also extends
the longest certified chain, the node generates a vote for the
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Algorithm 1 The pseudocode of EBFT-SYN protocol
Local Variables:

1: M ← {G0} . the set of blocks
2: V ← {QC0} . the set of blocks’ QC
3: F ← {G0} . the set of committed blocks
4: B′ ← G0 . the highest certified block
5: (pk, sk) . the key pair of a node

6: upon event 〈LOTTERY-WIN|B〉 do
7: ProduceBlock() . producing blocks

8: upon event 〈BLOCK-DELIVER|B〉 do
9: ProcessBlock(B) . processing receiving block

10: upon event 〈VOTE-DELIVER|v〉 do
11: ProcessVote(v) . processing receiving vote

12: upon event 〈TIMER-INTERRUPT|B〉 do
13: F ← F ∪GetAncestorBlocks(B) ∪ {B} . committing

blocks

14: procedure ProduceBlock()
15: B.Txs← GetTransactions()
16: B.hp ← H(B′) . parent block’s hash
17: B.QC ← V.getQC(B′) . parent block’s quorum certificate
18: B.ρ← GetLotteryProof()
19: ProcessBlock(B)
20: Broadcast(B)

21: procedure ProcessBlock(B)
22: if ∃B ∈M then return . return if already processed
23: if isValidNewBlock(B) then
24: M ←M ∪ {B}
25: ProcessCommitTimer(B)
26: if isSatisfyingLCCR(B) then
27: σ ← Sig(sk,H(B)) . generating a signature
28: v ← (H(B), pk, σ) . generating a vote
29: ProcessVote(v)
30: Broadcast(v)

31: procedure ProcessVote(v)
32: if {B|B ∈M ∧ H(B) = v.hash} = ∅ then return
33: B.QC ← V.getQC(B′)
34: if ∃v ∈ B.QC then return
35: B.QC ← B.QC ∪ {v} . update the QC
36: V.updateQC(B,B.QC) . storing the QC
37: if |B.QC| ≥ f + 1 then
38: B′ ← UpdateHighestCertifiedBlock()

39: procedure ProcessCommitTimer(B)
40: S ← {B∗|B 6= B∗ ∧B∗.height = B.height} .

conflicting blocks
41: if S = ∅ then
42: if isSatisfyingLCCR(B) then SetTimer(B, 3∆)
43: else then
44: foreach B∗ ∈ S do CancelTimer(B∗)

block and then processes the vote. After that, the node has to
broadcast the block together with the associated vote. Here,
the block is broadcast for honest nodes to detect conflicting
blocks. Note that a node may vote for multiple blocks at the
same height if they all satisfy the above voting conditions.

Vote processing. When receiving a vote, a node processes
it by the function ProcessVote(). Specifically, if no valid
block is associated with the vote, the function will return.

Otherwise, it will check whether the vote has already been
processed. If not, the function will store the vote mapping
with the block. After that, if the associated block becomes
certified, the node will update the highest certified block by
the function UpdateHighestCertifiedBlock().
Timer interrupt processing. When a block’s timer is trig-
gered, the node commits this block together with all its
non-committed ancestor blocks. Here, ancestor blocks may
remain uncommitted if conflicting blocks at earlier heights
have delayed the commitment process.

In EBFT-SYN, the presence of conflicting blocks can delay
the commitment process, as nodes must wait for the 3∆ timer
to expire to ensure no conflicts exist. Such delays can in-
crease latency if an adversary persistently produces conflicting
blocks. However, this risk is mitigated by the assumption
that a majority of nodes are honest. Honest nodes are more
likely to produce valid and non-conflicting blocks, while the
adversary’s block production is limited by the cryptographic
lottery. As a result, persistent conflicts are unlikely to cause
prolonged delays in practice. Overall, this design balances
safety and liveness by limiting the impact of adversarial
behavior on system latency.

B. EBFT-PSYN

EBFT-PSYN is a protocol that extends EBFT-SYN to the
partially synchronous network. We first present an overview
of required extensions, and then introduce chain structure and
protocol design.

1) Overview: Fig. 2 provides an overview of the whole
consensus flow in EBFT-PSYN. EBFT-PSYN adopts the
egalitarian block production and the longest certified chain rule
(LCCR) in EBFT-SYN (see Component #1 and Component
#2 in §III-A). Since there is no message delivery bound ∆
before GST, EBFT-PSYN cannot rely on a timer to detect
conflicting blocks. Instead, EBFT-PSYN introduces another
round of message exchanges for nodes to synchronize their
views of non-conflicting blocks. Due to the different network
assumptions, a block is certified with at least 2f + 1 votes in
EBFT-PSYN rather than f + 1 in EBFT-SYN. The remaining
components in EBFT-PSYN are outlined below.
Component #3: Committing blocks by uniqueness an-
nouncement. First, we introduce the term uniquely certified
blocks, which means at most one valid quorum certificate can
exist for any given height, thereby preventing conflicting forks
and ensuring immediate deterministic finality. In particular, if
a block arrives at a node and becomes certified (i.e., enough
votes being collected) before any other conflicting blocks
at the same height are received by the node, the block is
uniquely certified. When a node has a uniquely certified block,
it broadcasts a uniqueness announcement of this block (e.g.,
another kind of vote). The announcement denotes that the node
will never cast a vote for any other blocks at the same height
if it follows the LCCR. If a node receives at least 2f + 1
such announcements, then this is a convergence opportunity,
and the node can commit the block and all its non-committed
ancestor blocks. Here, the threshold 2f+1 guarantees that the
majority of honest nodes have sent the announcements (since
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Figure 2: The consensus flow of EBFT-PSYN. Nodes send
comVotes after receiving the block E since the parent block
B is unique in its height. After receiving more than 2f + 1
comVotes, a node will commit the parent block B.

f nodes are Byzantine), and so an adversary cannot collect
2f + 1 votes for any conflicting blocks to be certified at the
same height.

Component #4 (Optimization): Pipelining announcement
and block voting. The uniqueness announcement of a certified
block can be deferred to the voting processing of its child
block (i.e., pipelining) such that we can make the protocol
more efficient. Therefore, there are two situations when voting
for a block that satisfies LCCR. If its parent block is uniquely
certified, nodes can send votes that also carry the uniqueness
announcement of its parent block. Otherwise, its votes do
not contain the uniqueness announcement. To realize this,
we differentiate vote types and introduce two kinds of votes:
witness vote (witVote for short) and commit vote (comVote
for short). Meanwhile, we slightly revise the voting rule. If
receiving a new block extends the longest certified chain and
the extended parent block is unique, a node casts a comVote.
Otherwise, it casts a witVote. When a block is certified with
at least 2f + 1 comVotes, a node can commit all previous
blocks of this block (except for this block).

Note that Component #4 can make the voting process more
efficient, at the cost of additional delay for committing blocks.
Specifically, a block is committed when its child block is
certified by including at least 2f + 1 comVotes.

2) Blockchain Structure: EBFT-PSYN adopts the same
block format and chain structure as these in EBFT-SYN. The
slight difference lies in that there are two vote types and that a
quorum certificate has to contain at least 2f + 1 distinct votes
(rather than f + 1 votes). Specifically, a vote of the block B
has the following structure:

v := (h, pk, type, σ) ,

where an additional field type denotes the type of the vote
(witVote or comVote). Here, the signature σ is created by the
node over h and type.

3) Protocol Design: We put the pseudocode of EBFT-
PSYN in Appendix A, which comprises three key components:
block producing, block processing, and vote processing. Since
block producing is the same as that in the synchronous
network, we do not introduce it here. Please see §III-A3 for
the detailed description.

Block processing. When receiving a block, a node processes it
by the function ProcessBlock() (Line 19-31). The duplication
and validity check is the same as that in Algorithm 1. The
difference lies in the voting process for a block that satisfies
the LCCR (Line 24− 31). As mentioned in the overview, we
differentiate votes into a witness vote (witVote), which only
certifies block validity, and a commit vote (comVote), which
additionally carries the deferred uniqueness announcement of
the parent block. In particular, if the node has voted for any
other block at the same height as the block’s parent block, it
sends a witVote and the hash of the previously voted block.3

Otherwise, it sends a comVote. Note that for each block, a
node only votes once, but a node can vote for multiple blocks
at the same height if they all satisfy LCCR.
Vote processing. When receiving a vote, a node processes it
by the function ProcessVote() (Line 32-41). Specifically, if
there is no valid block associated with the vote, the function
will return. Otherwise, it will check whether the vote has been
processed. If yes, it also returns. If not processed previously,
the function will store the vote and map the vote with the
block. After that, if the associated block becomes certified
with no less than 2f + 1 (regardless of the vote types), the
node will update the highest certified block by the function
UpdateHighestCertifiedBlock(). Besides, if a block has no
less than 2f + 1 comVotes, it will commit all non-committed
ancestor blocks of this block, excluding this block. Here, due
to the pipelining structure, nodes commit the parent blocks of
this block.

C. Security Analysis

In this section, we provide a brief security analysis of
EBFT. We leave detailed proofs to Appendix C and D.
In particular, we prove that both EBFT-SYN and EBFT-
PSYN satisfy safety and liveness properties; the safety property
guarantees that no two different blocks with the same height
are committed, while the liveness property guarantees that
clients’ transactions will be eventually included in committed
blocks no matter what the adversary does. Note that in EBFT-
PSYN, the bounded message delay ∆ only affects the liveness
of the system. Thus, the block generation rate, decided by
the lottery difficulty, will not affect the safety property. Our
following analysis will reveal the above observation in detail.

1) EBFT-SYN: We only discuss the intuition behind the
analysis here and leave the rigorous proof to Appendix C.

Safety. In EBFT, a block is committed directly or indirectly
by its descendant node. Besides, a committed block must
be certified. In EBFT-SYN, if a block is directly committed
by an honest node, the node must not receive any conflict
block within 3∆ and have collected f + 1 votes for the
committed block. By the strong ∆-bounded assumption of the
synchronous network, all honest nodes will receive the votes
and certify the block before 2∆. Therefore, no conflicting
block will be voted by an honest node after that. If any node
has voted for a conflicting block, it can only happen before

3The included hash proofs can prevent Byzantine nodes from sending
witVotes on purpose. Removing this requirement does not affect committing
blocks, since honest nodes will cast enough comVotes.
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Figure 3: The blockchain structure of EBFT-TURBO. The
creator of a regular block (denoted as a rectangle) can create
a series of microblocks until the next regular block.

2∆. Within 3∆, all other nodes will observe the conflict block
and cancel the committing timer.

Liveness. In EBFT-SYN, because corrupted nodes are fewer
than honest nodes, the block generation rate of the adversary
is less than that of honest nodes. Therefore, we can show that
with high probability, there always exists such uniquely certi-
fied blocks in a period T no matter what the adversary does.
As a result, the uniquely certified blocks will be committed,
and their ancestor blocks will be indirectly committed.

2) EBFT-PSYN: In EBFT-PSYN, there is no bounded
delay for message delivery, so the safety and liveness analysis
in EBFT-PSYN is slightly different from that in EBFT-SYN.
The rigorous proof is provided in Appendix D.

Safety. In EBFT-PSYN, an honest node casts comVote for
a block when its parent block is unique. The quorum size is
2f +1 for committing a block. So there exists an honest node
in the intersection of any two quorums. The parent block is
certified. By the longest certified chain rule, the honest nodes
do not vote for any block in conflict with its parent block.
Therefore, once a block gets 2f + 1 comVotes, any block in
conflict with its parent block can not get 2f+1 votes.

Liveness. In EBFT-PSYN, when GST = 0, the case is the
same as that in the synchronous network. When GST > 0,
the adversary can withhold some blocks before GST due to
the asynchronous network. We can show that the adversary can
only withhold a finite number of blocks. Therefore, once the
network is synchronous, by increasing the interval T , EBFT-
PSYN can guarantee that there exist certified unique blocks,
which will be committed with high probability.

D. Performance Analysis

In EBFT-SYN, EBFT-PSYN, and EBFT-TURBO, nodes
have to broadcast newly receiving blocks to certify blocks.
This leads to a communication complexity of O(n2), which
is the same as state-of-the-art leader-based BFT protocols like
Sync HotStuff [18].

As shown in security analysis, the block interval can be set
as ∆ without affecting safety or liveness. Thus, a transaction
will be included in a new block within 0.5∆ on average. In
EBFT-SYN, a block takes 3∆ to be finalized, leading to the
latency of 3.5∆. In EBFT-PSYN and EBFT-TURBO, after
GST, a block takes 2∆ to be finalized, leading to the latency
of GST + 2.5∆.

IV. EBFT-TURBO

A. Overview

In EBFT, all nodes leverage the cryptographic lottery to
win the rights to produce blocks. The probabilistic intrinsic
of the lottery makes the interval between two consecutive
blocks randomized, which inevitably causes forks, i.e., blocks
sharing the same parent block. Forking events will affect
the commitment of blocks (See commit rule of EBFT-SYN
and EBFT-PSYN in §III-A and §III-B, respectively.), which
further leads to a trade-off between latency and throughput.
That is, increasing the winning probability of the lottery (i.e.,
producing more blocks per second) will lead to a higher
forking rate, and eventually increase the commitment delay
of blocks (and vice versa). In other words, to keep the latency
low, the average block interval will be large, limiting the
system’s throughput.

To address this issue, we observe that the network utilization
is low during the empty period of two consecutive blocks.
Thus, the block proposer could propose many consecutive
blocks (called microblocks), which contain some transactions,
without going through the voting or committing rules. To
distinguish them from microblocks, blocks are produced by
winning the lottery and must go through the certifying and
committing rules (termed regular block). A simple illustration
of these blocks is provided in Fig. 3. Similar ideas to differen-
tiate blocks’ functionalities have been used to improve system
throughput [31] and reward fairness [36] in NC.

B. Protocol Design

Blockchain Structure In EBFT-TURBO, there are two types
of blocks: a regular block and a microblock. Regular blocks are
identical to blocks in EBFT (see §III-A2), while microblocks
have the following structure:

MicroB := (Txs, h,meta, σ) ,

where h is the hash of the previous block (either regular block
or microblock), and σ is the signature created by the node over
all previous fields. Vote messages are the same as in EBFT.

Algorithm description. Algorithm 2 illustrates the modi-
fication to EBFT-PSYN’s pseudocode required by EBFT-
TURBO. The main modifications are microblock production
and processing functions, which are presented below.
1) Microblock production. After producing a regular block,
a node can generate a series of microblocks at an allowed
rate until the next regular block is produced. In particular,
once it produces a regular block, a node sets a timer to
periodically produce microblocks (Lines 4-5 and 6-11). Due to
the introduction of microblocks, the proposing rule of regular
blocks is slightly changed. When producing regular blocks,
nodes first choose the longest certified chain, which only
considers certified regular blocks. Then, nodes produce blocks
after the latest microblock that extend the longest certified
chain. For example, in Fig. 3, nodes first choose block Bk, and
then produce regular blocks on the first microblock extending
Bk.
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2) Microblock processing. When receiving a microblock, a
node will check whether it is produced by the block owner
of the highest certified regular block. If yes, it will store it
and update the latest microblocks.
3) Block committing. In EBFT-TURBO, the committing rule
for a regular block remains the same as in EBFT. Once a
regular block is committed, all the ancestor regular blocks and
microblocks are also committed.

All other mechanisms (e.g., regular block producing and
processing) not listed in Algorithm 2 are the same as in EBFT.

Algorithm 2 The Pseudo-code of EBFT-TURBO Protocol

1: upon event 〈Lottery-Win|B〉 do
2: ProduceBlock()
3: SetMicroblockTimer(B′, v) . v: microblock

interval

4: upon event 〈MICROBLOCK-TIMER-INTERRUPT|B′〉 do
5: procedure ProduceMicroblock()

6: function ProduceMicroblock(B′)
7: MircoB.Txs← getTransactions()
8: MircoB.σ ← Sig(sk,H(MircoB.Txs))
9: MircoB.h← H(B′) . B′: the last block in chain

10: ProcessMicroblock(MircoB)
11: SetMicroblockTimer(B′, v) . update the timer

12: function ProcessMicrBlock(MircoB)
13: if ∃MircoB ∈M then return
14: if isValidMicroBlock(MircoB) then
15: M ←M ∪ {B}
16: B′ ← updateHighestBlock()

C. Security Analysis

In EBFT-TURBO, the introduction of microblocks does not
affect the committing rule of EBFT (including EBFT-SYN
and EBFT-PSYN). Thus, EBFT-TURBO satisfies the same
safety and liveness properties as EBFT.

V. IMPLEMENTATION AND EVALUATION

To demonstrate the simplicity and practicality of EBFT,
we implement EBFT and EBFT-TURBO, and then evaluate
their performance on a cluster of Amazon EC2 instances. We
conduct two groups of experiments: one is on a small cluster
of 16 instances for making comparisons with HotStuff [9],
and the other is on a large cluster of up to 256 instances
for demonstrating the practicality in large-scale deployments.
The former group of experiments shows that EBFT achieves
about half the latency of HotStuff under the same throughput
of more than 1000 transactions per second. The latter group of
experiments shows that running across 256 instances, EBFT-
TURBO processes 3200 transactions per second and commits
a transaction in 8 seconds.

Our evaluation aims to answer the following questions:

• Simplicity: How much effort, quantified in lines of code
(LoCs), is needed to implement EBFT protocols?
• Throughput/latency v.s. HotStuff: How do EBFT proto-
cols compare with the state-of-the-art HotStuff consensus [9]
in terms of throughput and latency, in the best case and under
attacks?
• Throughput/latency at scale: What are the maximum
throughput and latency that EBFT and EBFT-TURBO can
achieve under a large-scale deployment?
We also collect the following empirical metrics, which

provide insight into the performance of our protocols.
• Block propagation delay is the time needed for a newly

produced block to be propagated to the entire network.
• Network utilization is the utilized bandwidth during the
protocol execution.
• Forking rate is the ratio of the number of committed blocks

over the number of total produced blocks.

A. Implementation
We have implemented two variants of EBFT. First, we

provide an implementation of EBFT-PSYN based on the
bamboo prototyping framework [32], to fairly compare with
HotStuff [9] on the same platform. Second, we provide an im-
plementation of EBFT-SYN, EBFT-PSYN and EBFT-TURBO
based on btcd4, a production-level Bitcoin implementation
in Go, to demonstrate the simplicity and practicality of our
protocols. On top of btcd, EBFT-SYN, EBFT-PSYN, and
EBFT-TURBO take about 600, 120, and 200 extra LoCs,
respectively, leading to 920 LoCs added/modified in total. Both
of our implementations are open source5,6.
Implementation based on bamboo. bamboo [32] is a frame-
work for prototyping chained BFT protocols in Go. It provides
programming interfaces for four components in chained BFT
protocols: block proposal, voting rule and commit rule. We
implement EBFT-PSYN by these interfaces. Specifically, for
block proposals, we set each node to have the same block
generation rate. For the voting rule, each node votes for
the longest certified chain in its view. For the commit rule,
each node finalizes a certified block when it receives enough
uniqueness announcement votes.
Implementation over btcd. The btcd project is a
production-level implementation of Bitcoin in Golang. We
implement EBFT-SYN, EBFT-PSYN, and EBFT-TURBO on
top of btcd release 0.22.0. One notable difference with the
bamboo-based implementation is the peer-to-peer network.
While bamboo enforces a fully connected network, btcd
allows nodes to propagate messages through a peer-to-Peer
network, in which a node can only be directly connected to
a small subset of peers. In btcd, thus our implementation, a
node by default has at most 8 outbound connections. Besides,
our implementation requires nodes to proactively forward
received votes to their peers to make votes to be received
by as many nodes as possible.

4https://github.com/btcsuite/btcd
5https://github.com/ SebastianElvis/ebft
6https://github.com/ SebastianElvis/bamboo
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Table II: Summary of LoCs deleted/added compared to btcd
release 0.22.0.

File Del./Add.
LoCs File Del./Add.

LoCs

accept.go 5/5 chaincfg/extension.go 0/102
blockindex.go 10/39 chaincfg/params.go 0/5
chain.go 2/32 limits unix.go 52/0
chainio.go 0/21 netsync/interface.go 0/5
committee.go 0/82 chaincfg/params.go 0/5
orazor.go 0/231 peer/peer.go 1/9
process.go 1 /50 netsync/manager.go 14/164
weight.go 2/2 wire/common.go 0/ 31
config.go 2/66 wire/message.go 0/ 4
rpcserver.go 0/66 wire/msgvote.go 0/69
server.go 1176/54 wire/msgblock.go 1/2
serverpeer.go 0/1164 netsync/manager.go 14/164

We implement EBFT-SYN in about 600 LoCs, EBFT-
PSYN in about 120 extra LoCs, and EBFT-TURBO in about
200 extra LoCs, leading to 920 LoCs added/modified in total,
over btcd. Table II summarizes detailed changes compared
to btcd. This demonstrates the simplicity of our protocols for
implementing on production-level blockchain platforms. Note
that The server.go file contains all functionalities for peer com-
munication. For better code clarity and readability, we create
the serverpeer.go file and remove necessary functionalities that
are originally in the server.go file to this file.

Cryptographic lottery. In EBFT-TURBO, nodes participate
in a cryptographic lottery to win the rights to produce
blocks. The cryptographic lottery can be implemented by
cryptography-based solutions, e.g., verifiable delay function
(VDF) [29]). It also provides interfaces for simulating the
block production process without actual mining, via the com-
mand line btcctl generate. During our experiments, we
set each node to have the same block generation rate.

B. Experimental Setup

We evaluate the performance of these protocols on Ama-
zon’s EC2 instances. Specifically, we deploy our protocols
over 256 t2.micro instances (1 GB RAM, one CPU core,
and 60-80 Mbit/s network bandwidth) in 13 regions around the
globe7. Each instance hosts a single node, as btcd provides
little support for multiplexing on the same computer. Due to
CPU constraints imposed by AWS, our implementation does
not verify transactions, but instead fills each transaction with
512 random Bytes. In addition, the implementation does not
employ aggregation techniques for signature signing/valida-
tion. We use a fixed committee in EBFT-SYN and EBFT-
PSYN. We consider three committee sizes of 64, 128, and
256, four block sizes of 20, 40, 80, 160 KB, and the average
block interval of 2 seconds.

Performance metrics. We consider three performance met-
rics: 1) throughput: the number of transactions delivered
to clients per second, 2) latency: the average delay from

7The regions include North Virginia, North California, Oregon, Ohio,
Canada, Mumbai, Seoul, Sydney, Tokyo, Singapore, Ireland, Sao Paulo,
London, and Frankfurt.
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Figure 4: EBFT-PSYN v.s. HotStuff with no Byzantine node.

when transactions are proposed to when these transactions
are committed and executed, and 3) block propagation delay
(BPD): the time required for a newly proposed block to be
propagated to a specified percentage of nodes in the network.

C. Throughput/Latency vs. HotStuff

We first evaluate the throughput and latency of EBFT-
PSYN and HotStuff [9] by using the bamboo framework. We
use the block interval of 5s, the block size of 400KB, and
the microblock rates of 4 blocks per second over nodes, and
deploy the system on 16 AWS EC2 instances. Note that our
parameter choices (block size and interval) inherently cap the
achievable throughput, which explains why HotStuff here may
appear lower than in prior reports [37].

Fig. 4 shows the throughput and latency of EBFT-PSYN
and HotStuff when all nodes are honest. The evaluation results
show that EBFT-PSYN achieves comparable throughput and
latency with HotStuff. Specifically, when the throughput is less
than 6400 transactions per second, HotStuff achieves better
latency, but after that HotStuff’s latency increases significantly
compared to EBFT-PSYN. This is because HotStuff is respon-
sive while having a higher concrete communication overhead
than EBFT-PSYN. When the throughput is small and the
bandwidth is not fully utilized, the real-time network latency
is small, so HotStuff achieves a smaller latency. Meanwhile,
EBFT-PSYN is not responsive and produces a block every
100ms. When the throughput is large and the bandwidth is
almost fully utilized, the real-time network latency becomes
larger, so that HotStuff’s latency increases significantly. Since
EBFT-PSYN has less concrete communication overhead, its
latency then becomes superior to HotStuff.

Fig. 5 shows the throughput and latency of EBFT-PSYN
and HotStuff under attacks launched by up to 5 nodes. We
simulated two types of attacks: forking attack where Byzantine
nodes propose conflicting blocks, and silence attack where
Byzantine nodes stop sending any message[32, 38]. In terms
of throughput, the results show that EBFT-PSYN achieves
better throughput than HotStuff under both forking and si-
lence attacks. This is because EBFT-PSYN commits a block
within two broadcast rounds, which gives the adversary less
opportunity to overwrite a block or delay the formation of
quorums. This is consistent with observations in the bamboo
paper [32], where two-chain rules are more resilient against
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Figure 5: EBFT-PSYN vs HotStuff under attacks.
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Figure 6: Throughput vs. latency of EBFT-TURBO.

attacks than three-chain rules. In terms of latency, the results
show that EBFT-PSYN achieves worse latency than HotStuff
when f is 1 ∼ 2, but achieves better latency when f becomes
larger than 2. When f is small, HotStuff commits blocks faster
than EBFT-PSYN since HotStuff is responsive, i.e., commits
blocks at real-time latency. When f becomes larger, as EBFT-
PSYN is more resilient to attacks, attacks will have a lower
impact on latency in EBFT-PSYN as compared to HotStuff.

D. Large-scale Experiments

We then evaluate the throughput and latency of EBFT-SYN,
EBFT-PSYN, and EBFT-TURBO in a large-scale deployment
by using the btcd-based implementation. In addition, we
evaluate the block propagation delay, forking rate, network
utilization, and latency under different block sizes.

Throughput and latency. Fig. 6 shows the throughput and
latency of EBFT-TURBO under the regular block interval of
2s, the block size of 160KB, and the microblock rates of {4,
10, 20} blocks per second. Given that each transaction takes
512 Bytes and the block size of 160KB, these microblock rates
lead to {640, 1600, 3200} transactions per second. Note that
EBFT-TURBO follows Bitcoin’s P2P network unlike in §V-C.
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Figure 7: The violin plot for block propagation delay. The
width of each “violin” represents the frequency of delays at
each point, with thicker areas indicating higher frequency.
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Figure 8: Forking rate of EBFT-SYN.

The results show that increasing the rate of microblocks leads
to higher throughput but at the cost of slightly increased block
propagation delay and latency. These show that EBFT-TURBO
can achieve both high throughput and low latency.
Block propagation delay (BPD). Fig. 7 shows the time
distribution for blocks to propagate to 50%, 90%, and 95%
of nodes for blocks of different sizes. We refer to this time as
the block propagation delay (BPD). We set the block interval
to 2s. The 50% block propagation latency is concentrated at
250-300ms. The 90% and 95% block propagation latency is
within 500 ms. This shows that increasing block sizes can
slightly affect the block propagation delay.
Forking rate. Fig. 8 displays the forking rate of EBFT-PSYN
under a committee of 256 nodes with the block sizes of {20,
40, 80, 160} Bytes and the block intervals of {2, 4, 8} s. The
forking rate is quantified by the ratio between the number of
blocks that are not in the committed chain and the number
of all produced blocks. We observe that both increasing the
block size and reducing the block interval result in a higher
forking rate. As the forking rate remains less than 12% even
with a block interval of 2s, we set the block interval to 2s in
our subsequent experiments.
Network utilization. Fig. 9a shows the network
utilization with the block interval of 2s, the block sizes
of {20, 40, 80, 160}KB, and the committee sizes of
{64, 128, 256}, with a comparison to a cluster of 256
Bitcoin nodes running btcd. While each node in BTC
utilizes about 6KB/s, each node in EBFT-SYN and EBFT-
PSYN utilize a constant bandwidth of ≈ 600KB/s per second,
except that EBFT-SYN with the committee size of 64 utilizes
more bandwidth with increasing block sizes. This is because
the major overhead is propagating blocks in this setting.
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Figure 9: Nodes’ network utilization.

20 40 80 160
Block size (KB)

6000

6020

6040

6060

6080

6100

6120

6140

La
te

nc
y 

(m
s)

64
128

256

(a) EBFT-SYN.

20 40 80 160
Block size (KB)

0
250
500
750

1000
1250
1500
1750

La
te

nc
y 

(m
s)

64
128

256

(b) EBFT-PSYN.

Figure 10: Latency.

Latency vs. block size. Fig. 10 plots the average latency, i.e.,
the time taken for a block from being produced to being com-
mitted, under the block interval of 2s. These results show that
a block is committed in less than 6.1s and 1.2s in EBFT-SYN
and EBFT-PSYN (without using pipelining), respectively. By
contrast, the latency of Nakamoto-style blockchains takes tens
of block intervals to confirm a transaction. For example, in
Ethereum, blocks are produced every 10-20s, and nodes have
to wait for 12 blocks, which leads to more than 4 minutes.

VI. RELATED WORK

We compare existing consensus protocols with EBFT.
Table I shows that our three proposals under EBFT are the
first to provide deterministic safety guarantee, and resilience
to leader-targeted attacks without trusted setup or complicated
subprotocol for circumventing leader-specific attacks.

A. Classical BFT and Nakamoto Consensus

Castro and Liskov [3] proposed PBFT, the first practical
leader-driven classical BFT consensus protocol. The design of
PBFT has inspired a batch of leader-based BFT protocols [2,
39], and more recently chained BFT protocols under both
synchrony [18] and partial synchrony [8–10, 18]. However, the
leader-based design allows the adversary to predict and attack
the leader and requires complex subprotocols such as state
synchronization and fail-over protocols for detecting and re-
placing the Byzantine leader. Single secret leader election [11]
protocols can be considered as a mitigation [12], however, at
the cost of extra overhead and further protocol complexity.

Nakamoto-style consensus, first proposed in Bitcoin [4],
is an orthogonal approach to classical Byzantine consensus.
Unlike classical BFT protocols that only allow a leader to
propose blocks, Nakamoto-style consensus allows any node to
solve a cryptographic lottery and propose a block afterward.
Nodes follow a fork choice rule (e.g., the longest fork) to agree
on a canonical chain. Bitcoin has inspired a line of Nakamoto-
style consensus with different trade-offs [21, 40]. However,
Nakamoto-style consensus protocols are proven [41, Theorem
5.1] to only achieve probabilistic safety, where the probabil-
ity that a block is reverted decreases exponentially with its
depth [26, 42, 43]. The probabilistic safety is strictly weaker
than its deterministic counterpart achieved in classical BFT
protocols, where a committed block can never be reverted.

B. Solving Leader-Targeting Attacks

There have been multiple lines of efforts to solve the leader-
targeting attacks, including, asynchronous BFT consensus,
multi-leader BFT consensus, and consensus with randomized
leaders. However, among these protocols, asynchronous BFT
consensus requires randomization that is not necessary in
synchronous or partially synchronous protocols; and multi-
leader BFT consensus requires complex subprotocols for cir-
cumventing leader-targeting attacks.
Asynchronous BFT consensus. In asynchronous BFT con-
sensus, nodes eventually agree on a block even if message
delivery has no time guarantee. Existing asynchronous BFT
consensus protocols have a significant overlap, as suggested
by notable protocols [44–48] that fall into the two types. Due
to asynchronous networks, the asynchronous consensus design
departs from synchronous or partially synchronous ones. In
particular, they employ threshold signatures for randomizing
the protocol, and this typically mandates a trusted setup or
distributed key generation.
Multi-leader BFT protocols. In multi-leader BFT proto-
cols [22, 23, 49–52], multiple leaders initiate consensus in-
stances concurrently, leading to better resilience to single-
leader failure. However, multi-leader BFT protocols are much
more complex than single-leader protocols. To circumvent
leader-targeting attacks, they have to introduce the following
protocols: global ordering mechanism which globally orders
transactions committed by different leader-driven instances;
fail-over protocol which deals with faulty leaders across dif-
ferent instances, and transaction partitioning which prevents
transactions from being committed by different leaders.

In contrast, EBFT follows a fundamentally different design
philosophy from multi-leader BFT protocols. Rather than
running multiple leader-driven consensus instances in parallel,
EBFT adopts a single-instance consensus structure, thus avoids
the complexity inherent to multi-leader BFT systems, includ-
ing transaction partitioning and global ordering across in-
stances. Consequently, EBFT occupies a different point in the
design space: it simplifies the protocol by maintaining a single
consensus instance, while allowing parallel block proposing.
In contrast, multi-leader BFT protocols scale throughput via
instance-level parallelism, at the cost of substantially higher
coordination and protocol complexity.
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VRF-based unpredictable leader election. Several protocols
mitigate leader-targeted attacks by randomizing leader election
through verifiable random functions (VRFs). Representative
examples include Algorand [53] and Ouroboros Praos [28],
which employ cryptographic sortition to make future leaders
unpredictable to the adversary. These designs are primarily sit-
uated in Nakamoto-style or PoS-based consensus. In contrast,
EBFT follows a fundamentally simpler design that eliminates
view changes altogether, thereby removing an entire class of
complex leader recovery sub-protocols.

C. Hybrid Consensus

The EBFT design is inspired by hybrid consensus protocols
which combine classical BFT and Nakamoto-style consensus,
but aims to solve different problems from them. Byzcoin [24]
combines PBFT with Nakamoto consensus to achieve deter-
ministic safety in synchronous networks. Buterin and Grif-
fith [17] propose Casper FFG, a finality gadget layered on top
of Nakamoto-style consensus that periodically checkpoints and
votes to finalize a single canonical chain. This structure has
been adopted by several protocols [19, 54, 55] which consider
blockchains as their main use case.

However, despite the simple idea, these protocols combine
the two protocols in a black-box manner, thus do not fully
remove the need for a complex leader-specific subprotocol.
Instead, EBFT combines the voting process in classical BFT
consensus with Nakamoto-style consensus in a non-black-box
way. This greatly simplifies the protocol design: Nakamoto-
style consensus is inherently liveness-favoring, and thus does
not need extra designs (e.g., view change) to ensure liveness
in classical BFT consensus.

Casper FFG relies entirely on the underlying Nakamoto
chain for block proposals and liveness, and does not incorpo-
rate block generation into its protocol. Goldfish [56] is another
recent protocol that enhances Ethereum’s LMD GHOST fork-
choice rule to improve reorganization resilience and accelerate
confirmation, even when validator participation is intermittent.
Like Casper FFG, Goldfish functions mainly as an improved
fork-choice and finality layer: it selects and finalizes the canon-
ical chain on top of an existing block-production mechanism,
but does not itself provide a complete BFT-style consensus. In
contrast, EBFT integrates block proposal and finality within
a unified BFT protocol to provide both deterministic safety
and liveness guarantees natively, rather than merely attaching
a finality layer to an external chain as done in Casper FFG [17]
or Goldfish [56].

VII. CONCLUSION

We described EBFT, a simple and performant framework
for implementing BFT consensus for decentralized systems
like blockchains. EBFT contains EBFT-SYN for synchronous
networks, and EBFT-PSYN and EBFT-TURBO for partially
synchronous networks. Unlike existing BFT protocols, EBFT
adopts an egalitarian block production strategy, in which nodes
randomly and non-interactively propose blocks with client
transactions rather than relying on a leader to do so. EBFT
provides three features: no complicated fail-over protocols,

better resilience to attacks on the leader, and comparable
performance with state-of-the-art leader-based BFT protocols.
Our work reveals an intriguing connection between classical
BFT and Nakamoto-style consensus, which are usually re-
garded as two families of Byzantine fault-tolerant solutions.
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