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Abstract

From the inception of digital storage, ensuring that data isnot lost due to user error, malicious
acts, and hardware failure has always been, and still remains, a challenging open problem. This
problem is exacerbated by the exponential increase in storage capacity, the proliferation of new
digital media, and our growing reliance on digital storage.Today, a typical user stores financial and
medical records, music and movie libraries, photo albums, etc, the loss of some of which can be
catastrophic.

The advent of large robust networks has made it possible to replicate data on remote hosts to
protect data from loss. Unfortunately, the growth of network bandwidth is far outstripped by both
the growth of storage capacity and our ability to fill it. Thus, most replication systems that uniformly
replicate all the data are incapable of protecting the ever increasing amount of data.

One important observation is that not all data is created equal. Data such as commercial music
and movie libraries can be, given time, rebuilt. Data such aspersonal, health, and financial records,
are much more difficult to reconstruct. Since resources suchas network bandwidth are limited, they
should be used to protect the important data.

In this thesis we propose a Policy Driven Replication (PDR) system that prioritizes data replica-
tion according to user-defined policies that specify what data is to be protected, from what failures,
and to what extent. By prioritizing what data is replicated,the system conserves limited resources
and protects high-priority data from high-probability failures.

PDR is a userlevel process that hooks into the file system. It is notified of file creation and
modification events, and replicates the data to the hosts specified in the file’s policy. In addition, the
replica nodes specified in the policy are monitored for liveliness to ensure the policy is followed.

PDR provides a model to describe replica nodes and a generic plug-in interface that facilitates
the creation of appropriate user interfaces to manage replication policies and to translate these poli-
cies into a set of replica nodes. Replica node selection is sensitive to the system topology so that
hotspots and message storms are not created.
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Chapter 1

Introduction

The price of reliability is the pursuit of the utmost simplicity.
It is a price which the very rich find the most hard to pay.

— Sir Antony Hoare, 1980

The primary motivation for thePolicy Driven Replication(PDR) system is based on several

assumptions. First, backup is a tedious, a cumbersome, and an expensive process. Second, all data

is not created equal and thus has different replication needs. From the inception of digital storage,

ensuring data is not lost due to user error, malicious acts, and hardware failure has always been, and

still remains, an open problem.

In addition, the improvements in storage density combined with a proliferation of new digital

media are dramatically changing what people store on disk. Gone are the days when the average

home computer stored only letters and spreadsheets. A typical PC today stores financial records,

tax returns, music and movie libraries, photo albums, and much more.

Computer storage is moving to the centre of people’s lives. As it does, the consequences of

a data-destroying failure become increasingly catastrophic. The digital-storage revolution thus re-

quires not just that storage be cheap, but also that it be reliable.

Not all data is created equal. Data such as commercial music and movie libraries are, given

time, easily reobtainable. On the other hand, data such as personal, health, and financial records,

are much more difficult to reconstruct if lost. Naturally, resources should be focused on the data

that is difficult to restore if lost.

Protecting data from loss is not only difficult, it is also expensive. Even though the cost of

1



2 Chapter 1. Introduction

resources such as network bandwidth and storage is decreasing, they are still not free. In addition,

the cost of administration is constantly increasing. Thus,the level of protection afforded to data

should correspond to the data’s importance.

1.1 Motivation

Current reliability techniques typically fail to adequately protect data, are very expensive, or both.

Reliable-storage administration, for example, is an orderof magnitude more expensive than phys-

ical storage itself [58, 80]. A key reason for this high cost is that many existing techniques such

as tape and optical-disk backup require too much human intervention to scale to modern disk ca-

pacities and reliability standards. RAID [57, 92] and related distributed-disk solutions [20, 29, 39]

provide a significant degree of automation, but do not protect data from site failures and are often

expensive and complex. High-end commercial file systems [5,44] protect data from site failure by

tightly coupling to an off-site mirror, using a specializedhigh bandwidth connection. Some research

systems provide similar protection [4, 47, 86] without requiring a specialized connection, but they

also tightly couple primary and secondary sites. This tightcoupling is a major source of complexity

that inhibits scalability, increases cost, and makes the system less resilient.

Recent research has examined the use of a collection of peer-to-peer nodes to replicate or to

erasure encode data and thus protect it from failure [10, 13,18, 67, 69]. This approach has the

potential advantage of low cost, loose coupling, and low complexity. Most recent peer-to-peer

systems are organized as a distributed hash table (DHT) [68,83] that stores a file, or file block, on

the node whose ID is closest to the file’s. Multiple copies of afile are stored on thei nodes closest

to the file’s ID. The fact that node IDs are assigned randomly means that replica nodes are each

stored on randomly chosen nodes with presumably independent failure modes. A limitation of this

approach, however, is that when a new node is added, many of the files stored on its immediate

successor must be copied to the new node, or at least redirection pointers must be used. The DHT

based systems also assume that the cost of replicating to a node and its reliability is uniform across

the system, and that its failure modes are independent from others. Although this may be true in

an ideal world, these assumptions are generally over simplified [43, 89]. In addition, users never

explicitly know on which nodes their data is stored, which isproblematic for sensitive data.

To overcome the limitations of the DHT based peer-to-peer systems, several peer-to-peer sys-
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tems [1, 20, 17, 73] take a different approach to replication. Farsite [1] designates a subset of nodes

to co-operate to store a hierarchical index of the file system. A file’s index entry lists the IDs of the

nodes that store it, which are initially chosen at random from the entire system. As the namespace

grows, it is automatically partitioned and assigned to non-overlapping sets of nodes. In addition,

Farsite continuously moves metadata and file data from low availability to higher availability ma-

chines to improve data availability. Pangaea [73] stores files on nodes that frequently access them. A

subset of these nodes are charged with ensuring that the file’sreplication level, the number of copies,

is maintained. It uses information such as available disk space, location, and network connectivity

to select the nodes responsible for maintaining a file’s replication level. Starfish [20] replicates at

the block level. It predominantly uses monitoring to ensurethat replica nodes are alive and automat-

ically re-replicates the data if a replica node fails. Unfortunately, the input of a system administrator

is necessary to select replacement nodes. Pastiche [17] is similar to Farsite except that replica nodes

store chunks rather than files and it uses the Pastry [68] substrate to locate suitable nodes. A node

is deemed suitable if it already holds a significant percentage of the chunks; this technique was

originally introduced by Muthitacharoen et al. [48] in theLow Bandwidth File System.

The techniques presented above strive to automate the process of backup and recovery, but they

are insensitive to the costs of replication. As storage capacities increase, cost of physical media

decreases, and users create an ever increasing amount of data, it becomes infeasible to replicate

everything uniformly and ignore the cost of replication. PDR, however, provides a system that is

resource conscious and focuses the replication resources where they are most needed and provide

the most benefit.

1.2 Issues

The primary goal of any backup system is to protect data against loss due to user error, malicious

acts, hardware failure, and environmental disasters. In the majority of cases these systems replicate

the data, that is, make one or more copies of it, and store the copies on different drives, on separate

hosts, and/or on remote sites. The number of copies and theirlocation determines thelevel of

replicationof the data, and hence the level of protection.

Protection can be further decomposed intoavailability anddurability. Availability describes

how easy is it to access the replicated data in the event of a failure. For example, in a RAID system
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if a disk fails the data on the mirrored drive is automatically and immediately available. In tape

backup systems, however, users generally have to wait for the appropriate tape to be mounted and

for the data to be restored by an administrator before they can access the data again. Durability

describes the data’s persistence or the robustness of the system. For example, the failure of a RAID

controller could cause all the data on the RAID array to be corrupted and lost. Whereas optical

media, once written and verified, lasts almost forever (ignoring media deterioration).

To ensure availability and durability there must be at leastone copy of the data at all times, and

the failure of a system component must not cause total data corruption. Ensuring high availability is

even more difficult because a copy must always be readily available. If a copy fails, that copy must

be re-created in a reasonable amount of time. A reasonable amount of time is a period in which the

likelihood of all copies of the data disappearing is extremely small or nil. Increasing the availability

and durability generally increases the complexity of the system. As the number of copies increases,

the cost of keeping them consistent increases, which can hinder scalability. In addition, increasing

availability further increases complexity since the system must react to failures faster to decrease

the window of unavailability.

Maintaining the consistency of replica nodes is the primaryresponsibility of a replication sys-

tem. There are many different approaches to maintaining consistency. To characterize the different

approaches a five dimensional taxonomy, similar to the one created by Saito et al. [70, 71], is cre-

ated and used; the five dimensions arewhen, where, who, how, andwhat. The whendimension

characterizes how quickly updates are propagated. Inpessimisticreplication updates are propagated

immediately to the replica nodes when data is modified. This approach usually tightly couples

replica nodes and processes the updates in a transaction like-manner. Optimistic replication, on

the other hand, propagates updates asynchronously in a relaxed and best effort manner. Optimistic

replication does not require the tight coupling of replica nodes or the use of expensive algorithms

to maintain strict consistency as in pessimistic replication, and thus is less complex. Unfortunately,

optimistic replication is unable to provide the consistency guarantees of pessimistic replication be-

cause replica nodes are usually not consistent at the momentof data modification, but become

consistent eventually as the system quiesces.

The second dimension used to differentiate replication approaches iswherethe replicated data

is stored; including how the replica nodes are chosen. In many distributed hash table (DHT) based
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peer-to-peer systems, replica nodes are selected based on node IDs that are randomly assigned, and

thus the data is always located on a random subset of nodes. Although this is beneficial to provide

replica node diversity, it brings forth several security concerns. Although blocks can be encrypted,

it does not prevent the administrator of the node to copy the data and break the encryption; one has

to implicitly trust all the nodes in the system. Another approach is to rely on a single replica node,

aprimary copy, to receive and distribute all updates. This approach reduces system complexity and

alleviates some of the security concerns, but it introducesa single point of failure and can reduce

the availability of the data if the primary copy becomes unavailable and no secondary copies exist.

Thus, it is important to ensure that multiple copies remain and to actively re-replicate data as replica

nodes fail. Partitioning the file system and assigning the responsibility of replicating a subtree to

a subset of replica nodes removes the single point of failurebut increases complexity. In addition,

as subtrees grow it may be necessary to perform replica node reassignment which is additional

administrative overhead.

The third and fourth dimensions characterizewhoandhowupdates are propagated. Replication

systems consist of two parties, theclient is the creator and modifier of the data and thereplica

nodesstore copies of the client’s data. Either the client,active replication, or the replica nodes,

passive replication, are responsible for update propagation, and updates are eitherpushedor pulled.

An update being pushed means that the update holder is responsible for distributing the update to

the replica nodes. Whereas, pulling means that replica nodes need to contact the update holder

and retrieve it. The simplest approach is for the client to push the updates to the replica nodes.

Unfortunately, this approach introduces complexity for maintaining consistency when the client

fails. The consistency problem is alleviated if the client pushes the update to a replica node, and

then the replica node pushes the update to the other replica nodes, but the complexity of the replica

nodes increases since they have to handle a larger number of failure modes. A middle ground is for

the replica nodes to pull the update from a primary copy. Thisdistributes the load of propagating

updates but introduces the need to monitor for new updates.

The final dimension that is used to characterize the systems is the granularity of replication,

or what is replicated. This is an important dimension because thereis a direct trade-off between

efficiency and complexity when choosing the granularity of replication. If the granularity is large,

at the granularity of a volume, then maintaining consistency, locating data, and performing recovery
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is relatively straightforward. The drawback to replicating at a coarse granularity is that all data in a

volume is replicated, both useful and useless. Thus, significant amounts of resources are wasted and

there are no controls to reduce this waste. Reducing the granularity enables one to be more selective

as to what is replicated but at the cost of increased complexity. Not only does the complexity of the

system increase (the mechanism) but also the complexity of the user interactions with the system;

that is, the user may need to specify more parameters or remember more information with respect

to what and where their data is stored.

Designing a replication system is an optimization problem involving maximizing efficiency,

minimizing complexity, and minimizing cost. Maximizing efficiency involves reducing the over-

head associated with replication and reducing the amount ofcommunication needed for control and

coordination within the system. Complexity includes both the system view and the user view. By

minimizing system complexity the system inherently becomes easier to scale, to maintain, and to

understand. From the user’s point of view, if the system is difficult to use and reason about, then

it is not going to be used. Finally, the cost is the overall operating cost of the system, including

network bandwidth, storage, and administration. Efficiency influences costs because the amount of

communication overhead is proportional to the network bandwidth. Complexity influences costs

because a system that is easy to use and understand usually requires less administration.

Security is an issue in any system that stores or manipulatesprivate user data. A large amount of

work has been done in keeping private data private and thus security is not directly addressed in this

thesis. The structure of PDR is such that many different security measures could be used depending

on the needs of the user.

1.3 PDR overview

Policy Driven Replication (PDR) is a peer-to-peer replication system. The key novel features of

PDR are that it uses user-specified, file-grain policies to direct replication and that it uses a non-

random approach to selecting storage nodes.

The PDR system is a collection of independently operating nodes (physical machines). There

are no centralized services and all nodes run the same software. A node is either a client, a replica,

or both. Client nodes only push data to replica nodes and are not responsible for storing replicated

data or ensuring that replication policies are followed. Replica nodes, as the name suggests, store
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replicated data for client nodes, and ensure that replication policies are followed even when nodes

fail, re-replicating data when policy violations occur.

Each node comprises two parts: thereplicator and thepolicy oracle. Thereplicator replicates

data, and thepolicy oracleoversees policy creation. These tasks are separated to helpPDR manage

state. The replicator manages the file system state and the metadata associated with each file. The

policy oracle manages the inter-node connectivity; in particular, it tracks system topology created

by the replication policies.

The replicator process runs on every node and is responsible for replicating data; it interprets,

executes, and enforces replication policies by re-replicating data if a node fails. It is integrated with

the local file system and receives upcalls whenever a file is created or modified. The replicator

invokes the local policy oracle when node selection is needed and communicates with replicators

on other nodes for replication or recovery purposes.

Thepolicy oracleis responsible for the majority of the decision making in PDR. First, the policy

oracle selects the replica nodes to satisfy both new replication policies and existing policies when

a replica node has failed. Second, the policy oracle communicates with other policy oracles to

maintain up-to-date connectivity (network topology) information and discover new replica nodes.

When and where a file is replicated is specified by a replication policy. Users specify replication

policies using either a command-line tool or a graphical interface. PDR provides a plug-in interface1

that enables administrators of the system to create a set of tools, appropriate to the user base, to

create, set, and modify replication policies. The immediate replication policies specified by the

users are termed ashighlevel. The plug-in is responsible for translating highlevel replication policies

into a form that the replicator understands; these are termed aslowlevel replication policies. The

lowlevel policy is a list of pairs consisting of a node and a time specifying when to replicate to the

node. The policy oracle stores these lowlevel policies and the replicator is guided by them.

To ease the mental workload of setting replication policiesa mechanism is provided to create a

set of default replication policies that are automaticallyassigned when a file is created. This set of

default policies are assigned to a directory and are automatically inherited by subdirectories when

they are created.

1The plug-in is a module that is dynamically loaded by PDR. Theplug-in and PDR provide a set of
functions that each other uses to manage policies.
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Replica node selection is performed in a systematic way so asto maintain a good topology.

When a policy is created a set of virtual links are established between the replica nodes listed in the

policy. These links represent the dependencies with respect to monitoring and failure handling. If a

replica node has many links then its failure will affect a large number of other nodes. Thus, one goal

of selecting replica nodes is to minimize the number of linksany replica node has, thus minimizing

the effect of its failure on other nodes. Another goal is to select replica nodes that provide the

desired level of protection. This is accomplished through aset of common and domain specific

node attributes. The domain specific attributes are createdas part of the policy plug-in creation

process. A node is assigned these attributes when it is introduced into the system.

1.4 Thesis

Today it is common to replicate data to a variety of replica node types: local workstations, local

storage servers, tape backup libraries, and remote sites across a wide area network. Unfortunately,

the size of the data continues to increase at a rate much greater than the storage capacity of these

systems and the throughput of the network. In addition, as the number of storage alternatives in-

creases, the complexity of managing them (remembering where and when data was replicated) also

increases. Although people are storing more data, the amount of important, irreplaceable, data is

growing significantly slower than the amount of easily replaceable, unimportant data2. Thus, in

the foreseeable future, uniformly replicating data is at best wasteful, because all data is not equally

valued or equally sensitive, and at worst infeasible.

A system where replication operates at the granularity of files and is specified by users

can be built with only a small increase in complexity and overhead. This system reduces

the amount of resources wasted, in terms of network bandwidth and storage, compared

to existing replication techniques.

This thesis makes several assumptions: first, network bandwidth is not free, storage is cheap

(but not free), and its administration is expensive. Second, the network bandwidth is an order of

magnitude or more smaller than that of physical storage. Three, the network bandwidth increases at

2Users are storing a lot more music and movies which are several orders of magnitude larger than a Word
document or an Excel spreadsheet.
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a rate that is several orders of magnitude less than the rate at which storage capacity increases and

the rate at which people create new data [58, 80].

There is no single or uniform way to explicitly define the value of data. The value not simply

defined by the number of hours it took to create it, or the amount of money it took to acquire it.

Other subjective factors, such as sentimental value, greatly influence the perceived importance of

the data. The adage “beauty is in the eye of the beholder”, applies to digital data as well.

In addition, user’s perspectives on backup, replication, and redundancy vary in three ways.

First, user’s views vary on the protection level (the safety) afforded by the different backup and

replication options. Second, the value of each option (how much one is willing to pay) is different

for each user. Third, not every user knows about all the available options. Thus, there does not exist

an absolute scale for either the protection level or the value for the different backup and replication

options that is uniformly applicable to all users. Given this diversity in perspectives about data value

and replication level a generic plug-in interface is provided that enables one to insert modules that

provide the required interpretations for data value and replication level.

Replicating at the granularity of files and having users specify the level of protection can greatly

reduce the cost of replication because only important data is replicated, and thus network bandwidth

and storage is not wasted on unimportant data. These savingsare traded for a small increase in both

system and user complexity that arises from having to keep track of more information and requiring

users to specify the desired protection level.

1.5 Contributions

The research presented in this thesis makes three main contributions. First, a system and a frame-

work were developed that enables a user to specify how their data is to be replicated. Second, a

replica node selection algorithm was created that maintains good topologies. A good topology is

defined as one where a node failure or a major system event onlyaffects a small number of nodes.

Third, a prototype of PDR was designed, implemented, and evaluated.

1.5.1 Replication policies

PDR is unique in that replication is driven by user specified policies. This functionality is provided

by a framework that consists of a plug-in architecture and anextensible model to describe replica
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nodes.

The plug-in architecture provides a simple way to create a variety of user interfaces for the man-

agement of replication policies. An administrator of a PDR domain can easily create an interface

that is suitable for the domain’s user base. Also, this plug-in architecture aids in exploring the space

of possible interfaces and hence improve our understandingas to what is an appropriate interface to

manage replication policies. With the plug-in architecture PDR is not tied to any specific user inter-

face or highlevel definition of policies, making it more portable and applicable to a wider variety of

users and systems.

A model to describe replica nodes was defined to enable the translation of highlevel replication

policies into sets of replica nodes. This model is extensible and expressive, allowing administrators

to add domain specific, or custom, node attributes that can describe any physical aspect of a replica

node. The plug-in translates protection or node attributesspecified by a user through the user in-

terface into an intermediate representation callednode selection constraintswhich is a set of node

descriptions. Given a set of node selection constraints it is straightforward to create a set of replica

nodes by matching the required node attributes.

With the model for describing replica nodes it is possible tofully describe where data is to be

replicated. This method cannot specify when data is to be replicated. For example there is no way

to specify that a file should be replicated if it is modified by aparticular application, or that fileA

should be replicated if fileB is modified. Currently it is only possible to specify when, interms of

time, data is replicated.

1.5.2 Replica node selection

A replica node selection algorithm was created that is sensitive to the topology of the system. The

algorithm is used to select replica nodes for new policies and to replace failed nodes. The selection

process is guided by the node selection constraints and the system topology.

Selecting nodes solely based on the node selection constraints may create undesirable topolo-

gies. A replication policy establishes links, or dependencies, between the participating nodes. A

replica node participating in many policies is linked to many nodes, and thus may encounter a sig-

nificant amount of overhead during major system events such as replica node failure or obtaining

consensus amongst the replica nodes.
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The replica node selection algorithm maintains a good topology using two strategies; the idea is

to maintain the topology as a large collection of small, disconnected components. First, when creat-

ing new replication policy the algorithm strives to create asmall, highly connected component that

is not connected to any other component or reuse an existing component. Second, when selecting

a replacement node the algorithm attempts to split components into smaller components or reuse a

replica node which is already connected. The general goal isto introduce the smallest number of

new inter-node connections.

The replica node selection algorithm does not require complete knowledge of the entire system

topology to operate. The more of the topology the algorithm knows about the better its selections

become. Furthermore the algorithm not only maintains a goodtopology, but strives to improve it by

moving data to allow inter-node connections to be removed. The replica node selection algorithm

is evaluated using simulation in Section 6.2. The evaluation demonstrates both the effectiveness of

the algorithm and its scalability.

1.5.3 The PDR prototype

A prototype of the PDR system was designed and implemented tovalidate the ideas presented in

this thesis. The system is mostly portable, it is integratedwith the local file system, and requires

no kernel level modifications. PDR is a userlevel process that uses the Coda [36, 77] redirector

to hook into the local file system. The system is portable to any operating system that supports

Coda and requires only minor modifications to operate with a different redirector. PDR contributes

some amount of overhead to file system calls. For applications such as document processing and

software development this overhead is not noticeable. For file system intensive tasks that create a

large number of files and directories there is a two to three times slowdown.

The prototype was evaluated in two ways. In Section 6.1 micro-benchmarks were used to deter-

mine the overhead induced by PDR on the file system. In Section6.3 communication costs, number

of messages sent and received, were used to evaluate the costof replication and failure recovery.

The analysis of the communication costs was also used to showthe scalability of PDR.
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1.6 What follows

Chapter 2 presents and discusses the research and the replication systems that have been designed

and built over the last 30 years. The next three chapters present the bulk of the research in this

dissertation. Chapter 3 introduces the Policy Driven Replication (PDR) system. It presents the

architecture and discusses the design of the system. This chapter predominantly focuses on the

mechanisms for replicating the data and ensuring that it stays replicated. The policy aspects of the

system are presented in Chapter 4. This chapter discusses the plug-in mechanism and interface,

how nodes are described and compared, and how policies are set, translated, and the effects they

have on the overall system. Chapter 5 discusses the effects of replica node selection on the net-

work topology in a system such as PDR, and how replica nodes should be selected to ensure that

the topology remains good. PDR is evaluated in Chapter 6. Micro-benchmarks, simulation, and

communication costs are used to evaluate the performance and scalability of the system. Finally,

Chapter 7 concludes and presents future work.
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Background

Plurality should not be assumed without necessity.

— William of Ockham, 1330

A storage systemstores data for users and usually uses replication to increase the data’s avail-

ability and durability. Over the last three decades a large number of these systems have been pro-

posed and built. Their designs vary widely along with the levels of availability and durability they

provide; some are general purpose while others are application specific.

A storage system can be categorized by itstype, how it interfaces with the operating system and

the user, and how it replicates data. Thetype is predominantly determined by the unit of data, or

granularity, the system works with and how the system reactsto, or handles, data modifications. To

further aid comparison, and to position PDR within the realmof existing research, a taxonomy of

replication is created. This taxonomy is then used to categorize storage systems based on various

attributes of replication.

In the rest of this chapter, Section 2.1 presents the terms used throughout this chapter and the

rest of the thesis to discuss replication. In Section 2.2 thefour main types of storage systems are

presented. Section 2.3 describes the different interfacesthese systems use to interface with the user

and the operating system. Section 2.4 presents the existingstorage systems and PDR with respect

to the taxonomy of replication.

13
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2.1 Nomenclature

The terms used throughout the rest of this chapter and thesisare defined here. Although there do

exist storage systems that do not replicate data (RAID-0, only striping), it is assumed that the term

storage systemrefers to a system that does use replication. The termhostor noderefers to a machine

or a device that can either create or modify data, store it, orboth. The termclient denotes the entity

that resides on a host which creates or modifies data that is tobe replicated. The termreplicadenotes

the entity that stores a copy of the data for a client. A replica node can either be a host, a disc, or

another storage device; unless explicitly specified a replica node is a host. It is possible that both a

client and a replica node reside on the same host.

An updateis data that was created or modified by a client and that has to be propagated to one or

more replica nodes. The termcouplingis used to denote a dependence amongst two or more nodes;

the coupling ranges fromtight to loose. Tightly coupled nodes are highly dependent on each other,

a failure of a node is a major event that is handled immediately. Loosely coupled nodes are mostly

independent and a failure of a node is handled at the system’sleisure.

Throughout this thesis thecomplexityof a system is discussed. Complexity refers to several dif-

ferent aspects of the system. The first is the physical requirements of the system, which are elements

such as the network connection, storage, special hardware,and administrative input. The second is

the complexity of the software, and is measured in terms of the amount of state that is maintained,

communication overhead with respect to the number of messages sent, and the algorithmic com-

plexity. The third is the complexity of the storage system interface to the operating system. This is

measured as the amount of work needed to interface the storage system with the operating system.

The work entails modifying the kernel, writing a device driver, or modifying system libraries or

applications. The fourth is the complexity of the user interface, and is measured by the learning

curve of the system.

2.2 Storage system types

This section presents the four main types of storage systems. Most research systems are of type

block, file system, orobjectstore. A database is also a type of storage system. They are similar in

nature to object stores and thus are not explicitly discussed here. Most commercial systems are of
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the purelybackupvariety.

2.2.1 Block

Block type (block level) storage systems are equivalent to large virtual discs. They store data in

equal and constant size chunks that are accessed by specifying a block number. These systems

usually provide a simple interface consisting of aGetBlock() and aPutBlock() method. No additional

metadata is maintained and the data is untyped. These systems usually present themselves as a large

block device to the operating system, onto which any file system can be placed.

2.2.2 File system

The file system is the most popular type of storage system. It usually allows both the user and the

operating system to access data through the standard set of system calls such asopen, close, read,

write, etc.

File-system-type storage systems usually provide availability and durability through replication

and provide the functionality and behaviour of a local file system. They store both metadata and file

data and must maintain the consistency between the two. In addition, they must handle concepts

such as permissions, complex file system operations such aslookup, and concurrent data access.

2.2.3 Object store

Object stores take a different approach by storing key–value pairs similar to a database. When data

is written to the store a unique key is generated and assignedto the data. To retrieve the data one

has to provide the key, like in a database.

Data in an object store is unstructured and there is no set size for an object (data). The main dif-

ference between block and an object store is in the way data isaccessed. In block storage the block

numbers are assigned sequentially and are independent of the data stored in the block. Accessing

block n accesses a specific location in the block store and that location always remains the same. In

an object store the key is dependent on the data. For example,accessing an object with keyk and

then modifying it produces a new object with keyk′. If the key computation is dependent solely

on the data then the same key is returned for multiple store requests of the same data. If the key
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computation includes a time stamp then a different key is returned for multiple store requests of the

same data.

The interface to an object store is similar to that of block storage. There are two methods

PutObject() andGetObject(). The main difference is thatPutObject() also returns the key for the

data.

2.2.4 Backup

The last type of storage system, termedBackup, is usually a userlevel application that is only re-

sponsible for replicating modified data. There is no integration with the operating system and the

system simply scours the file system looking for changed datasince the previous scan; once all the

changed data is found it is replicated.

This type of system is becoming less and less feasible as the size of file systems continue to

grow. Scouring the file system is an expensive and lengthy operation that cannot be performed

often.

2.2.5 Summary of storage system types

Table 2.1 presents the relevant research storage systems categorized by type. The majority are of the

file system type because the concept of the file system has beenaround for a long time. In addition,

the file system is the appropriate place to implement additional functionality such asversioning[75],

snapshotsor checkpointing[30, 63], andjournaling [28, 34], which provides additional protection

and faster recovery times from a failure. File system type storage systems also tend to be more

complex than their block and object store counterparts because they also have to provide all the

functionality and semantics of a local file system.

The backup systems listed in Table 2.1 are all userlevel applications except for HSM [79] (Hi-

erarchical Storage Management). HSM is a policy-based approach to managing file backup and

archiving. An HSM usually consists of a hierarchy of different storage media, such as RAID, opti-

cal storage, and tape. Each level of the hierarchy represents a different level of cost and availability

(speed of retrieval). For example, as a file ages in an archive, it is automatically moved to a slower

but less expensive storage media. The administrator of the HSM creates the policies that describe

what data is archived at what level of the hierarchy.
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Block File system Object store Backup

RAID [57, 92] AFS [32, 47] Bayou [61, 84, 85] Computer Associate’s ArcServe [6]
Petal [39] Archipelago [33] OceanStore [37, 67] HP Omniback [53]
CFS [18, 83] Cedar [21] Past [69, 68] HSM [79]
Starfish [20] Coda [36, 77] Legato Networker [52]

Farsite [1, 11] Netbackup [51]
Ficus [56, 66]
Fragiapani [86]
Intermezzo [62]
Ivy [49]
NFS V4 [46, 59]
Pangaea [73]
Pastiche [17]
Plan 9 [63]
Porcupine [72]
xFS [4, 88]
Zebra [29]

Table 2.1: Storage systems categorized based on their type.

2.3 Interfaces of storage systems

There are five main ways that storage systems interface with the operating system, three are at

userlevel and two are in the kernel. The userlevel interfaces are termedapplication, stub, andinter-

position. The kernel interfaces are termeddeviceandVFS(Virtual File System).

2.3.1 Application

Theapplication interface is probably the simplest, but also the least efficient, of all the interfaces.

The client is a userlevel application that is responsible for determining what data was modified and

replicating the data. It is the least intrusive of all the interfaces requiring no modification to the

operating system. Unfortunately, this benefit is obtained at the expense of efficiency. The only way

to determine what data was modified is to scour the entire file system.Backuptype storage system

are the only ones to employ this interface.
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2.3.2 Stub

The stub interface is used in applications that have very specific storage needs. The interface to

the storage system is a proprietary library or a stub that is linked into the application at compile

time. A benefit of this interface is that it requires no modifications to the operating system or the

environment.

A drawback of this interface is that to use this system an application has to be modified and

recompiled. In addition, if the interface library or stub changes then the application may have to be

recompiled for the changes to take effect; a recompilation is necessary if the API changes or if the

library is linked in statically. This interface is usually used by applications that have specific storage

needs and they usually interface to object store type systems [37, 84].

2.3.3 Inter-position

The inter-positioninterface requires no modifications to the operating systemor the recompilation

of applications to connect and use any block, file system, or object store type storage system. Inter-

positioning works by overriding the standard file system functions with versions that call into the

storage system. For inter-positioning to work the operating system must support dynamic libraries

and dynamic linking. A dynamic library is created with the overloaded functions and the library

loading order is adjusted such that any previously defined file system functions are overridden by

those of the storage system. Thus, when an application performs a file system call it is automatically

redirected to the storage system.

Mostly file system type storage systems employ this interface, but usually only during the devel-

opment and testing stages of the system. The reason this approach is not used in production environ-

ments is that it is difficult to control access. A system that interfaces in the kernel can use the access

control mechanism provided by the operating system; this isnot possible with inter-positioning.

Also, applications that are statically linked cannot use this interface and some operating systems

still do not support dynamic libraries and dynamic linking.Finally, there is a small performance

penalty for using this approach.
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2.3.4 Device

The first kernel interface is thedevice, in particular a block device, and which is especially appro-

priate for all block type storage systems (see Table 2.1). The storage system attaches itself to the

operating system through a device driver that is compiled into the kernel or is dynamically loaded

as a kernel module. Most modern operating systems support kernel modules, and thus this interface

has become less intrusive since it is no longer necessary to recompile the operating system.

The operating system still needs to trust the device driver since it is operating within the kernel,

with no protection, and can intentionally or unintentionally modify kernel data structures. Writing a

device driver can be a tedious and onerous chore because extra care must be taken not to introduce

bugs that make the operating system unstable and crash.

A significant benefit of this interface is that it allows any file system to be installed on top of the

block device. From the point of view of the user this is a good approach because one does not have

to adapt to a new file system with new semantics and new tools.

2.3.5 File systems

The second kernel interface is theVFS. This interface requires the modification of the operating

system and users may have to adapt to a new file system. In addition, the developer of the storage

system not only needs to have an understanding of the operating system kernel, but they also need

to possess an intimate understanding of file systems to properly handle issues such as file data and

metadata consistency and concurrent data access.

Most modern operating systems have abstracted away the file system layer into what is called

thevirtual file system VFS. VFSis an object oriented approach to implementing file systems.There

is a required set of functions that are implemented and inserted into the kernel as an object. When a

file system is accessed the kernel retrieves the file system’sobject and uses the provided functions

to perform the request operation. This permits a file system to be written as a kernel module without

needing to modify the operating system most of the time. Unfortunately, the kernel module is not

portable and must be written for each supported platform.

A slightly different approach is to implement a thin veneer layer in the kernel that pushes file

system calls to a userlevel server; AFS [32, 47], Coda [36, 77], Intermezzo [62], and PDR use

this approach. The benefit of using the veneer layer is that the amount of code that is not portable
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strict ⇐= consistency =⇒ eventual
volume ⇐= granularity =⇒ block

primary copy ⇐= replica node selection =⇒ random
passive ⇐= replication strategies =⇒ active

client ⇐= update responsibility =⇒ replica

Table 2.2: The replication taxonomy.

and specific to an operating system is reduced, the drawback is that regular file system calls take

longer to execute because there are additional user–kernelboundary crossings and inter-process

communication (IPC) overhead.

2.4 The taxonomy of replication

The replication taxonomy is based on five attributes that arecommonly used to describe and com-

pare storage systems. These attributes create a five dimensional space that provides a meaningful

frame of reference for categorizing, comparing, and contrasting existing systems. The five attributes

are the consistency model, the granularity, replica node selection, replication strategies, and update

responsibility. This taxonomy is presented in Figure 2.2, each line is a dimension or characteristic

with the end points of its range.

2.4.1 Consistency

The first dimension positions a storage system based on itsconsistency model, or thelevel of con-

sistency, which ranges betweenstrict andeventual. In the strict consistency model data is replicated

immediately, oreagerly, upon its modification and systems that keep strict consistency are described

as performingpessimisticreplication. On the other end of the spectrum there is eventual consistency.

The eventual consistency model does not require that updates be propagated immediately. Update

propagation is either scheduled [17], performed during lowsystem activity [56, 66], or when stale

data is accessed otherwise [73]. Whereas strict consistency guarantees that replica nodes always

hold current data, eventual consistency guarantees that the replica nodes are consistent when the

system quiesces.

The level of consistency can be measured on the real line by using thewindow of inconsistency,

which is defined as the maximum amount of time a copy is allowedto differ from the original. The
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level of consistency is inversely proportional to the window of inconsistency and in most cases is

directly proportional to the coupling of nodes; in general the tighter the coupling the higher the level

of consistency.

Maintaining strict consistency imposes a non-trivial amount of overhead and forces most of

the systems to tightly couple their nodes. The benefit of maintaining strict consistency is that it

is easier to reason about the system, performance tends to bebetter (smaller access latency), and

failure recovery is easier. The performance and failure recovery aspects are especially important

for block level storage systems such as RAID [57, 92] (Redundant Array of Inexpensive Discs) and

Petal [39]. Since these systems present a virtual disc to thesystem, the performance of the virtual

disc should be similar to that of a regular disc. This is not anissue for RAID since it creates a large

virtual disc from a number of local discs connected by a highspeed bus. Petal on the other hand

uses a set of machines connected by a highspeed network to achieve the same goal. In both cases

failure recovery is vital because the loss of a single block could render the entire file system useless.

Recovery is simpler with a strict consistency model becauserecovery usually involves performing

a simple copy of the data from an existing replica node to a newreplica node.

Starfish [20], a recent block level storage system, showed that not all replica nodes need to be

tightly coupled. Unlike Petal and RAID levels 5 and 6, Starfish does not stripe the data across a set

of nodes or discs, but mirrors it (RAID level 1). They showed that to provide 99.999999% or more

of reliability all that is necessary is for one local replicanode and for one remote replica node to be

tightly coupled to the client by a highspeed link, a third replica node can be connected by a high

latency, low bandwidth link without degradation to reliability.

Another benefit to storage systems that employ strict consistency is that they do not require

mechanisms to resolve conflicts during update propagation.Since updates are propagated imme-

diately, synchronously, in a transaction like manner, it isnot possible for updates to be interleaved

or for two conflicting updates to be generated. A number of local area network (LAN) and wide

area network (WAN) file system type storage systems [1, 29, 32, 49, 17, 86, 88] rely on this behav-

ior. Block type storage systems interface with a single producer of updates, usually the operating

system, and thus conflicts do not occur. Object stores eitherstore immutable objects [37, 69] and

thus updates create new objects and no conflicts are created,or the storage system [84] provides

for mechanisms to resolve conflicts. File systems on the other hand, have people as the producer
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of updates. Even though concurrent write sharing is rare [31, 54] it may still occur and thus must

be handled. Most file systems already provide some sort of mechanism to resolve such conflicts,

for example inFFS [45] the last writer winsrule is used1. As long as the communication sub-

strate guarantees that updates are delivered and applied inorder and atomically, that is one-copy

serializability [8] is achieved, then additional mechanisms to resolve conflicts are unnecessary.

As storage systems expand to the wide area, maintaining strict consistency becomes prohibitively

expensive and it hinders scalability. A number of systems [36, 56, 85] reduce the need for strict con-

sistency by introducing mechanisms to resolve conflicts. Coda [36, 77] enables clients to randomly

connect and disconnect from the system. The client caches data, has the ability to modify it, and

then at reconnection propagates the updates to the replica nodes. This type of behavior can create

conflicting updates and to combat this problem Coda introduced conflict resolvers. Conflict re-

solvers are pieces of code that are either supplied by the system or are inserted by the user that are

executed when a conflict is detected. The choice of resolver to execute depends on the type of the

data. Object store systems are more likely to have resolversbecause they store explicitly typed data.

Ficus [56, 66] loosely couples its replica nodes and new updates are propagated via a gossip

style protocol [7, 19, 87]. Although the use of the gossip protocol considerably reduces the overhead

introduced by other update propagation algorithms (see Section 2.4.4), it is much more likely that

updates can be delivered out of order, or conflict if concurrent updates occur on two different replica

nodes. For this reason, Ficus also has default conflict resolvers and allows users to register their own.

On the other end of the consistency spectrum are systems thatemploy an eventual consistency

model whichlazily propagate updates and perform what is termedoptimistic replication [70, 74].

The biggest benefit of optimistic replication is that replica nodes can be loosely coupled. Since an

update need only eventually arrive at a replica node, the unavailability or transient failure of a node

is not a significant system event. Replicas need not be constantly monitored. Only if a replica node

is unavailable for an extended period of time are recovery operations started. Another advantage of

looser coupling is that it is easier to scale the system to a large number of nodes and into the wide

area since the consensus algorithms that ensure strict consistency and require the tight coupling are

not used. A drawback is that conflicts become much more commonand there is an increasing danger

of reading stale data [24]. In addition, recovery becomes more difficult because replica nodes are

1Only the effects of the writer with the latest timestamp are seen.
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potentially no longer identical, and thus recovery involves determining what has to be replicated

and from where it should be replicated rather than just the simple duplication of a replica node.

Since updates are not eagerly propagated it is necessary to control the staleness of a replica

node. Algorithms by Saito [72] (Porcupine) and Ladin [38] guarantee that if there are no updates

for a period of time and each replica node is available at somepoint then the replica nodes’ con-

tents converge.View consistency[23] provides stronger consistency than eventual consistency by

ensuring that a client never sees data older than the data already seen. Pu et al. [64] look at creating

staleness metrics for controlling the staleness of data at areplica node. In their model environment,

updates are guaranteed to be delivered, but they are not immediately committed. Pu et al. analyze

the characteristics of updates, and how many uncommitted updates there could be before a request

fails.

PDR uses an eventual consistency model but the issue of replica node staleness is less important

because data is only accessed on the replica nodes if the client fails. Thus for PDR it is important to

have up-to-date replica nodes for recovery purposes ratherthan for accessibility. Clients propagate

the updates to the replica nodes, and the replica nodes are responsible to monitor the clients during

update propagation. In the event of a client failure the replica nodes are responsible to bring each

other up-to-date.

Pangaea [73] takes the following approach to maintaining consistency and ensuring replica

nodes do not become stale. First, the replica nodes are partitioned into two sets,gold andbronze.

The number of gold replica nodes is usually on the order of three or four and they continuously

monitor each other, if a gold replica node fails it is immediately replaced. When a client modifies

data, the update is propagated to one of the replica nodes. Ifit is a gold replica node then the update

is propagated to the other gold replica nodes and the bronze replica nodes are informed of a new

update that they are responsible to retrieve. If the update is propagated to a bronze replica node then

the bronze replica node propagates the update to a gold replica node and the update propagation

process continues from there. In this manner the gold replica nodes are always current and they

hold the definitive answer as to the state of the data. The goldreplica nodes are also responsible

for maintaining the replication level. Depending on the number of gold and bronze replica nodes,

if a bronze replica node fails it may or may not be recovered. If the system sees that the number

of bronze replica nodes falls below a certain threshold thenit chooses a new bronze replica node
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and re-replicates from a nearby gold or bronze replica node.A subtree of the file system is the

responsibility of a set of gold and bronze replica nodes and thus it is straightforward to determine

what has to be re-replicated and where the data is located.

Monitoring is predominantly used in PDR. Replicas monitor each other and are exclusively

responsible for performing recovery as in Pangaea. When a failure is detected all the remaining

replica nodes are brought up to the current state, this work being performed by the most current

replica node, and then a new replica node is selected and brought into the fold (see Section 3.7). In

both PDR and Pangaea it is the responsibility of the new replica node to obtain the data from an

existing nearby replica node.

2.4.2 Granularity

The granularity of replication is the second dimension and describes the unit of replication. The

granularity can easily be discretized based on the type of the storage system, thus there are four

granularities, block, object, file, and volume. The smallest granularity is the block, and is the

unit predominantly used by block level type storage systems[20, 39, 57, 92]. CFS [18, 83] is a

distributed hash table DHTbased peer-to-peer storage system (see Section 2.4.3 for more detail)

that replicates at the granularity of blocks. Interestingly though, CFS has all the properties and

characteristics, and interfaces in the same manner, as other object store systems [67, 69, 85]. Ivy [49]

uses CFS as the storage substrate and creates a file system that interfaces by the inter-positioning

approach. Replicating at the granularity of blocks is a double-edged sword. On one hand there

is no metadata to maintain and recovery is very systematic. Systems such as RAID [57, 92] and

Petal [39] use block placement functions that are only dependent on theBlockID, and thus locating

and re-replicating the blocks is straightforward. Clientscan easily locate the lost data and the re-

replication of a failed replica node is straightforward; RAID does it in hardware. Unfortunately, in

most cases all the blocks have to be recovered for the data to be useful, since a missing block could

render the file system unusable.

The majority of the file system type storage systems [1, 21, 29, 32, 33, 17, 56, 59, 62, 63, 73,

86, 88] replicate at the granularity of volumes. A volume is usually a subtree in a hierarchical file

system, it can be as large as the entire file system or as small as a single directory. Replicating at the

granularity of a volume means that the subtree is replicatedwholly on the same set of replica nodes.
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This approach greatly simplifies recovery since the client can go to any replica [32, 56] storing the

volume to recover lost data, and the recovery of a replica node simply involves re-replicating the

volume [1, 73]. Another benefit is that creating asnapshotor a checkpoint[21, 63] of a volume

is simplified since the snapshot can be created from any replica node and only one replica need be

involved if it stores the whole replica node. A drawback of replicating at the granularity of files is

that creating a snapshot of a volume is significantly more complex. A checkpointor snapshotis a

read-only copy of a volume taken at a point in time. Restoration with snapshots is trivial since it

simply involves copying the snapshot back and with a series of snapshots one can create a history

of the volume. To create a snapshot of a volume one simply needs a single replica node, whereas

with file granularity replication one may need to contact several replica nodes to build the complete

snapshot of a volume. In general the larger the granularity the easier it is to perform recovery and

to reason about consistency in terms of inter-file relationships; for example, a source tree.

Reducing the granularity of replication and replicating atthe granularity of files brings a differ-

ent set of benefits. First, it permits one to be selective as towhat to replicate. Because the system

can focus on individual files, given some user input, the storage system can focus its resources on

providing availability and durability where it is necessary rather than spreading it thinly everywhere.

Replicating at the granularity of files also reduces or eliminates the scalability issues that arise

in storage systems that replicate at the granularity of volumes. Many of the older systems such

as AFS [32, 47], Archipelago [33], Coda [36, 77], Ficus [56, 66], and xFS [4, 88] require manual

intervention by the system administrator to partition the file system into volumes and to re-partition

the volumes as they grow in size. This approach does not scaleas the system grows in both the

number of nodes and volume size. Systems such as Farsite [1, 11], Pastiche [17], and Pangaea [73]

have gone one step further and automatically re-partition the volumes as they grow and become too

large; but this adds considerable system complexity.

Replicating at the granularity of files brings some complexity with respect to recovery, for both

the client and the replica nodes. The client has to keep trackof the replica nodes for each of its

files rather than for a single volume, and recover lost data ona per file basis. This problem is

easily solved by employing a database that maps replica nodes to files and files to replica nodes, and

replicating the database on a set of well known and trusted nodes. Re-replicating a failed replica

node is also not as simple as re-replicating a replica node storing a volume. A replica node stores a
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collection of unrelated files for a set of unrelated clients.Thus, with high probability there does not

exist a replica node that is a mirror of the failed node and thus a simple copy cannot be performed

to recreate the replica node. Each client, with their associated replica nodes needs to coordinate

to determine what data the failed replica node stored and re-replicate it from the available replica

nodes.

Although storage is very inexpensive, it is not free and its administration cost is high. For this

reason Pastiche [17] uses techniques based on LBFS [48] to reduce storage use. LBFS and Pastiche

store distinct data chunks rather than blocks or files; chunks are variable size blocks. That is, if two

files have similar data then they share the common data blocksrather than duplicating them and in

this way the system saves on storage.

Object store systems replicate at the granularity of objects and achieve many of the benefits and

drawbacks of systems that do file grained replication. Sincean object, is stored based on its key, the

client must have all the keys to the objects to obtain them from the object store. Again, the solution

involves a level of indirection by maintaining an object that maps keys to objects and objects to keys

and thus the client only needs to ensure that it does not lose the key to that object. In many object

store systems [18, 37, 69] the location of the object is basedon its key. In these systems each node

is assigned a unique node ID and an object is placed on a replica node that has the closest matching

node ID to its key. Past [69] for example replicates an objectto then nodes that most closely match

the object’s key. On a failure, the othern−1 nodes select a node whose node ID is the closest to the

key and re-replicate the data to that node. Again, the need for some cooperation and coordination

between the replica nodes is the extra overhead incurred compared to replicating at the granularity

of a volume, but Past allows the object creator to specify howlargen should be for a particular

object, which is a start of selective replication.

2.4.3 Replica node selection

The third dimension in the replication taxonomy describes replica node selection: what nodes store

replicated data and how they are selected. On one end of the spectrum isprimary copy[2]. In

this scheme, used by systems such as NFS V4 [46, 59], Intermezzo [62], and AFS [32, 47], the

client always replicates to and restores from the same replica node which is usually selected by the

administrator. If there are multiple replica nodes then it is the responsibility of the primary copy
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replica node to propagate the updates to them. Although thisscheme is simple, the primary copy,

unfortunately, becomes a single point of failure in the system. If there are multiple replica nodes

then they are usually tightly coupled to the primary so in theevent that the primary fails one of the

secondary replica nodes can immediately take over the primary’s responsibility.

In a number of systems [1, 20, 29, 39, 56, 73, 88] the clients select the replica nodes. In systems

such as Ficus [56, 66] and Starfish [20] the set of potential replica nodes is predetermined, and

changes to it require the intervention of the administrator. Although this approach reduces the

complexity of discovering and selecting replica nodes, it also inhibits scalability and increases the

cost of administration.

In Petal [39], Zebra [29], and xFS [4, 88] all the nodes are potential replica nodes but a single

manager node directs the client as to where to place the replica node. This scheme is also limited

in scalability and potentially has a single point of failure, the manager node. xFS does provide for

multiple manager nodes, but each manager node is responsible for a volume in the file system and

if the manager fails then that volume becomes inaccessible.

Farsite [1, 11] improves on these approaches by automatically creating the replica node sets.

Farsite designates a subset of nodes to store a volume. Thesesubsets are non-overlapping and are

initially chosen at random. In the event of a node failure Farsite simply selects a random replacement

replica node from the set of available nodes. Although all this management is automated, Farsite

depends on perfect knowledge of the system, that is, Farsiteknows about all the nodes in the system.

This aspect makes Farsite limited to mostly LAN use or singledomain use where such information

is possible to maintain.

Pangaea [73] further improves the set selection and creation process. Pangaea, like Farsite,

automatically creates replica node sets for subtrees of thefile system. Instead of randomly, nodes are

selected based on proximity,TCP TTL(Time To Live), information, available space, and amount of

down time. All this information is disseminated using a gossip protocol. In addition, the gossipping

of information permits the discovery of new replica nodes and thus there is no requirement, as in

Farsite, that each node know about all the other nodes in the system.

The approach taken by Pangaea is very similar to that taken byPDR. PDR also employs other

node attributes and system topology to perform more restricted node selection. This has the added

benefit of lowering the cost for recovery since the failure ofa replica node affects a smaller number
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of nodes.

A large amount of recent research has examined the use of a distributed hash table(DHT) [68,

83, 93] to build peer-to-peer storage systems [18, 37, 49, 69] (object stores). Each node is assigned

a quasi-random ID. Data, objects, files, and blocks are assigned keys, by a known hash function,

from the same space as the node IDs and are stored onn nodes with the closest node IDs to the

key. Thus, the replica node selection and data placement is more or less performed randomly as in

Farsite. The main difference is that there is a relationshipbetween the key assigned to data and the

node IDs the data is stored on. Hence, one knows given the key the replica nodes on which the data

resides, while in Farsite one needs to query the system to determine this. The benefit of placing data

on random replica nodes is that diversity is attained probabilistically, but not guaranteed, in terms

of location and reliability, as long as there is no relationship between the proximity of the nodes and

the closeness of the node IDs. The drawback is that one has implicitly to trust all the nodes in the

system and assume that all the nodes are identical, which is wrong [43, 89].

2.4.4 Replication strategies

The fourth dimension of the replication taxonomy describeshow updates are propagated. Repli-

cation strategies range frompassiveto active, and can either beeageror lazy. In passive replica-

tion [60] the client propagates the update to a replica node and then the replica node propagates the

update to the other replica nodes. Eager passive replication is known asprimary backup[25]. The

client–replica node relationship is equally described by primary copy and primary backup; primary

backup further describes the replica node–replica node relationship. In active replication [60, 78]

the client propagates the update to all the replica nodes. Eager strategies tightly couple the nodes and

propagate and apply updates in a transaction like manner. These systems usually employ protocols

such asabcast[27] (atomic broadcast) to keep state synchronized and consistent.

The choice of replication strategy is influenced to some extent by the required level of con-

sistency. Systems that have a strict consistency model use either eager passive or eager active

replication.

Storage systems such as NFS V4 [46, 59], Intermezzo [62], andAFS [32, 47] use the pure eager

passive replication strategy. Both replicate to a single master replica node, the primary copy, and

that replica node propagates the updates to one or more otherreplica nodes. This is a natural strategy
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to use given the design, structure, and consistency model ofthese systems.

Active replication is predominantly used by storage systems such as Coda [36, 77], Farsite [1,

11], and Starfish [20]. Starfish uses a combination of both eager and lazy active replication. Usu-

ally one local and one off-site replica node are propagated to eagerly and the others lazily, thus

minimizing the number of replica nodes that must be tightly coupled. In Coda there is no strict

notion of eager or lazy update propagation since clients canoperate in connected or disconnected

mode. While the client is disconnected no updates are propagated, but on connection the client

eager–actively propagates the updates to all the Coda servers (replica nodes).

A number of storage systems, Fragiapani [86], Petal [39], xFS [4, 88], and Zebra [29], use a

version of eager active replication that is termed asguided. In these systems the client directly

replicates to one or more replica nodes but the set of replicanodes is dependent on the data. These

storage systems have a replica node manager that the client initially contacts to determine which

replica nodes the data should go to. This approach is similarto eager passive replication except that

the actual work of replication is off-loaded onto the client.

The Ficus [56, 66] and Pangaea [73] storage systems employ both eager and lazy replication

strategies. Ficus uses a passive replication strategy thatis both eager and lazy. In Ficus the client

selects a replica node from a predetermined set of nodes and eagerly propagates the update to that

node; this is known asmulti-master. Then that replica node gossips to the other replica nodes about

the existence of a new update. It is then up to the other replica nodes to contact the replica node

with the new update to retrieve it. Pangaea is similar exceptthat the receiving replica node eagerly

propagates the update to the gold replica nodes and lazily, via gossip, to the bronze replica nodes.

PDR uses both lazy active and eager passive replication strategies. During normal operations it

uses lazy active replication to propagate the updates to thereplica nodes. The replication of a file

is a time-based, per replica node, scheduled event that is specified by the file’s replication policy. If

there is a failure then the replica nodes eagerly propagate all their new updates to the other replica

nodes. In this way during normal operations the systems doesnot have to maintain tight coupling.

But in the event of a failure all replica nodes quickly becomeconsistent so that recovery operations

become simpler.
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2.4.5 Update responsibility

The fifth and final dimension defines who is responsible for propagating the update. If the creator

or the originator of the update is responsible for the propagation then the update ispushedto the

receiver. Note, if a node is responsible to propagate an update, even if it did not physically create

that update, then it is still considered the originator of the update. If the receiver of an update is

responsible for initiating the propagation then the receiver is said topull the update from the creator

or the originator. The main benefit of pushing updates is thatit is easier to maintain consistency since

the update can be pushed immediately after it is created. Pushing though places a large responsibility

and potentially a large amount of overhead onto a single nodeto replicate to a potentially large

number of replica nodes. By having updates pulled it is possible to reduce this overhead by reducing

the amount of state that a replica node must maintain and distributing the responsibility onto the

other replica nodes. The availability of a new update can be disseminated either directly, or by a

gossip protocol, and then it is the responsibility of the receivers of this information to ask for the

update. The drawback is that it is hard to bound when the receivers will ask for the update and thus

it is impossible to maintain strict consistency.

Storage systems such as NFS V4 [46, 59], Archipelago [33], Intermezzo [62], and AFS [32, 47]

rely on the client to push the update to the primary replica node. Once the update hits the primary,

its safety becomes the responsibility of the storage system. The primary replica node is responsible

for pushing the update to the other replica nodes. Ficus [56,66] also relies on the client to propagate

the update to a replica node in a set of replica nodes. Then theother replica nodes in the set are

responsible for pulling the update from that replica node. This approach distributes the load and

responsibility, and as a result reduces the coupling among the nodes in the set.

Other storage systems, such as Coda [36, 77], Farsite [1, 11], Pangaea [73], Pastiche [17], and

Starfish [20], the client pushes the update to all of the replica nodes. This has the benefit of removing

the overhead and responsibility of update propagation fromthe replica nodes, but it adds overhead

onto the client and potentially makes recovery more difficult, especially if the client fails in mid-

stream. In the event of a failure the replica nodes take on theresponsibility of propagating the

updates to ensure consistency. This is also the approach taken in PDR.

An approach taken by some systems is to only rely on the clientto push the update. This

approach is popular with systems that usually have a few replica nodes and employ a manager
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node to tell the client where to replicate; for example Fragiapani [86], Petal [39], xFS [4, 88], and

Zebra [29]. The nodes are tightly coupled and are connected by a high bandwidth, low latency

connection and update propagation is assumed to be an atomicoperation. Thus, a failure of a client

in the middle of an update propagation is assumed to be a failed transaction, and the entire update

is lost.

2.5 Summary of replication systems

Table 2.3 summarizes the storage systems presented in Section 2.4. Each system, and PDR, is pre-

sented with respect to the five dimensions of the replicationtaxonomy. The first column presents

the consistency model used by each system. Although consistency is on a continuous spectrum, it

is quantized asstrict, schedule, andeventual. Systems that are classified as strict immediately prop-

agate updates upon creation or modification of data. Eventual classified systems lazily propagate

updates based on some criteria that differs from system to system. Schedule consistency is lazy

propagation of updates, but the criteria for propagation isa time based schedule.

The second column is the granularity of replication. This dimension is quantized into the four

main granularities described in Section 2.4.2. The third column presents the replica node selection

dimension of the replication taxonomy. This dimension is quantized into six categories;primary,

manager, DHT, set-manual, set-random, andset-smart. Storage systems that use primary backup

replication are classified as primary. Systems whose replication is directed by a manager node are

classified as manager. Peer-to-peer systems that are based on distributed hash tables are classified

as DHT. For systems that are classified as set-[manual,random,smart] the clients replicate to one or

more replica nodes in a chosen set of replica nodes. How thesereplica nodes are chosen is described

as manual, random, or smart. Manual selection implies the input of an administrator is necessary,

random selection means the nodes are selected at random, andsmart selection means that nodes are

selected based on some criteria, such as node and network attributes.

The fourth column summarizes the replication strategy thatis taken by the storage systems. The

format of the description is a tuple consisting of two letters: E for eager orL for lazy andA for active

replication,P for passive replication, orM for manager replication. Manager replication means that

a single manager node is responsible for directing the replication process. If two different replication

strategies are used between clients and replica nodes and between replica nodes then a second tuple
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Consistency Granularity Replica Replication Update
Selection Strategy Responsibility

PDR schedule file set-smart LA-FEP CP-FRP

AFS [32, 47] strict volume primary EP CP-RP
Archipelago [33] strict volume primary EA CP
Bayou [84, 85] eventual object random LA-LP CP-RP
CFS [18, 83] strict block DHT EP CP-RU
Cedar [21] eventual volume primary LA CP
Coda [36, 77] strict volume set-manual EA CP
Farsite [1, 11] strict volume set-random EA CP
Ficus [56, 66] eventual volume set-manual EP-LP CP-RU
Fragiapani [86] strict volume manager EM CP
Intermezzo [62] strict volume primary EP CP-RP
Ivy [49] strict volume DHT EA CP
NFS V4 [46, 59] strict volume primary EP CP-RP
OceanStore [37, 67] strict object DHT EA CP
Pangaea [73] eventual volume set-smart EA-LP CP-RU
Past [69, 68] strict object DHT EA CP-FRP
Pastiche [17] schedule volume set-random LA CP
Petal [39] strict block manager EA CP
Plan 9 [63] strict volume primary EP CP-RP
Porcupine [72] eventual volume set-manual LA CP
Starfish [20] strict block set-manual EA CP-FRP
xFS [4, 88] strict volume manager EM CP
Zebra [29] strict volume manager EM CP

Table 2.3: Summary of storage systems, presented within thereplication taxonomy.

is used to describe the strategy between the replica nodes. If the second tuple is preceded by anF

than the strategy is only used during failure mode recovery operations.

The fifth column summarizes who is responsible for propagating the updates in the system. The

format of the description is similar to the one used in columnfour. The first letter in the tuple

specifies whether it is the client,C, or the replica node,R. The second letter specifies whether

updates are pushed,P, or pulled,U. If the method differs between client–replica node and replica

node–replica node update propagation then there is a secondtuple. If the difference is only during

recovery operations then the second tuple is preceded by anF.
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Selective replication

Simplicity is prerequisite for reliability.

— Edsger W. Dijkstra, 1975

The design of PDR is decomposed into three components: selective replication, policy creation

and instantiation, and replica node selection. The nameselective replicationis given to the mech-

anism that determines what data to replicate, when to replicate it, and where to replicate the data.

In this chapter the design and operation of the selective replication mechanism is presented. Both

normal and failure operations are discussed, along with theclient-to-replica node and the replica

node-to-replica node interactions. For the purpose of simplicity and clarity of this discussion the

replication policies are in their lowlevel representation(see Section 3.2); how they are set, the user

interface, and how they are translated into the lowlevel form is discussed in Chapter 4. In addition,

the node selector is a black box for this discussion; how nodes are selected is described in detail in

Chapter 5.

3.1 Design overview

PDR is a peer-to-peer system. Nodes are independent operating physical machines, there are no

centralized services, and all nodes run the same software (see Figure 3.1). A node is either a client,

a storage, or both. Clients create and push updates to replica (storage) nodes. Storage nodes store

data for client nodes and ensure that replication policies are followed.

PDR is predominantly structured as an event driven system. Threads block waiting for events

33
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Figure 3.1: Global view and interaction of PDR with the operating system.

that arrive either via queues or sockets; inter-thread communication is primarily done using queues.

Each thread is responsible for a particular stage in the replication process, making this architecture

similar to SEDA [91]. This architecture provides for a lot ofparallelism and asynchronous pro-

cessing. In addition, a lot of complexity that is usually introduced by concurrency is removed since

data structures are mostly not shared between stages or threads. The need for locks is reduced, thus

making the system also easier to reason about.

All PDR nodes, client and storage, are implemented by the same userlevel process. Client

nodes also use an in kernel file systemredirector that hooks into the file system via theVFSlayer

and notifies the userlevel process of file system events (see Figure 3.1). The userlevel process is

responsible for all operations in PDR that are related to replication, copying file data, recovering

failed nodes, etc. PDR does not require any special functionality from the underlying operating

system or file system. PDR stores file data and metadata as regular files in the local file system.

The userlevel process is composed of three main modules, thereplicator, thepolicy oracle, and

thecommunication manager(see Figure 3.2). Thereplicator is responsible for all operations related

to the replication of data. Thepolicy oracleis responsible for overseeing the creation and translation

of replication policies. These tasks are separated to help PDR manage state. Thecommunication

managerprovides support for all inter-node communication. The replicator manages the file sys-
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Figure 3.2: The components that make up the userlevel PDR process.

tem state and the metadata associated with each file. The policy oracle manages the inter-node

connectivity; in particular, it tracks system topology created by the replication policies and actively

discovers other nodes in the system 3.6.3.

The replicator process is responsible for replicating data; it interprets, executes, and enforces

replication policies by re-replicating data when a node fails. It is connected with the local file

system and is upcalled whenever a file is created or modified. The replicator invokes the local policy

oracle for replica node selection, and communicates with replicators on other nodes for storage and

recovery purposes.

Thepolicy oracleperforms the majority of the decision making in PDR. Primarily, the policy

oracle is responsible for selecting replica nodes to satisfy both new replication policies and existing

policies when a replica node has failed. It communicates with other policy oracles to maintain

up-to-date connectivity (network topology) information and discover replica nodes.

Thecommunication managerprovides support for all inter-node communication. It provides for

asynchronous message delivery, retransmission, and failure handling for undeliverable messages.
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3.2 Replication policies

Replication policies control where and when data is replicated. In PDR there are two notions of

replication policies, highlevel and lowlevel. Users specify highlevel policies and assign them to

files. PDR provides a generic interface that enables users tospecify highlevel replication policies

in a wide variety of ways. A highlevel policy usually consists of two types of information. The

first describes the desired attributes of the replica nodes,such as location, available storage space,

and network connection. The second is a replication budget or the desired protection level. An

example of a highlevel policy is:replicate the data on local and offsite storage nodes, the staleness

of the document should be no greater than t minutes, and the budget is c a month. This information

is transformed into an optimization problem that maximizesthe protection level given a budget or

minimizes the cost given the desired protection level. The policy oracle performs the translation

and stores them as part of a file’s metadata. The replicator uses these lowlevel policies to guide

replication. The translation process is a multi-step process and is described in greater detail in

Chapter 4.

The lowlevel representation of a policy, shown in Figure 3.3, consists of a number of fields

and lists. Thereplica node listis a set of pairs〈host,SF〉 consisting of a hostname and astaleness

factor ((SF)). The staleness factor bounds the datedness of data for a replica node. A staleness

factor ofx seconds means that data should be replicated no later thanx seconds after it is modified.

The staleness factor can also represent a specific time, in a 24 hour period (e.g., 3:13am), when

replication of modified data should occur.

In addition, each lowlevel replication policy stores a number of other pieces of information.

First there is a version number that the policy oracle increments when a user or PDR modifies a

policy; PDR modifies the policy when a replica node fails and is replaced. Second there is thepolicy

specifierL which is the intermediate representation of a highlevel policy. The policy specifier is used

by the replica node selection algorithm to select the storage nodes and create the lowlevel replication

policy. The policy specifierL is a set of pairs〈K,k〉 that specify thenode selection constraintK

and a non-negative integerk for the number of nodes required. Anode selection constraintK is a

set ofnode attributes, such as location, CPU, and network connection, that describes the physical

attributes of a replica node. Policy specifiers, node selection constraints, and node attributes are

presented in greater detail in Chapter 4. The policy oracle and the replica node selection algorithm
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Figure 3.3: The replication policy as stored as part of the metadata.

use this information to select nodes.

In PDR replication policies are only applied to files; directories are not explicitly replicated.

Since replication occurs at the granularity of files it is unclear what it means to replicate a directory.

If replicating a directory involves replicating its contents then the benefit of file grained replication

is lost. This approach has the benefit that directory metadata does not need to be replicated, which

reduces system complexity.

Directories are implicitly replicated, from the root to thefile’s parent directory, when a file is

replicated. A directory structure provides location information and context for file data; a directory

that never had or will have file data is pointless and does not need to be replicated. If there is a need

to preserve an empty directory structure it is possible to instantiate a special replication policy to

replicate an empty directory.

In PDR default replication policies are created by assigning them to directories. A directory

stores a list of policies that are keyed by file type, which is currently determined by the extension of

a file; the extension is the string that follows the last dot inthe filename. When a file is created it au-

tomatically inherits the appropriate default replicationpolicy from the parent directory. Directories

inherit the entire list of default policies from their parent directory.
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Figure 3.4: The communication manager manages all the communication in PDR.

3.3 Communication manager

The design of thecommunication managerfocuses on providing a simple and efficient asynchronous

message delivery system that handles both retransmission and undeliverable messages. The commu-

nication manager employs standard BSD sockets, two threads(one for sending and one for receiv-

ing), and a number of queues to provide the desired behavior (see Figure 3.4). The threads enable the

communication manager to operate independently of the restof the system and the queues enable

the communication manager to provide asynchronous delivery and notification of failure.

3.3.1 Sending messages

The communication manager uses a thread and a number of queues to enable its clients to asyn-

chronously send messages; a client is a thread within the process. Clients submit messages to be

sent by enqueuing them onto a queue of regular priority or a queue of low priority. There is a queue

of regular and low priority because the gossip messages for discovering new nodes and keeping the

topology up-to-date are less important than replication and recovery messages and thus should not

impede their transmission. The send thread blocks on these queues until there is a message to send.

When a message becomes available the send thread attempts todeliver the message. If suc-
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cessful the thread goes to deliver the next available message or blocks if the queues are empty. If

message delivery is unsuccessful (a connection could not beestablished or the message was par-

tially delivered), the message is put onto the failed queue.After a period of time, which is globally

defined, the failed message is placed back on the appropriatemessage queue so that another attempt

can be made at delivery. After a number of failed attempts themessage is said to be undeliverable

and is put on the client’s undeliverable queue. Currently the number of attempts is specified globally

but it is straightforward for the number of delivery attempts to be specified on a per message basis.

A client of the communication manager provides a queue into which undeliverable messages are

placed. Usually a client uses a separate thread that waits onthe queue and handles the undeliverable

messages as they are returned by the communication manager.Messages are typed to enable the

communication manager to place the undeliverable message into the right queue.

3.3.2 Receiving messages

To receive messages the communication manager uses a separate thread. On startup a client registers

with the communication manager and specifies the incoming port and the message type of the

messages it is expecting to receive. For each pair of port andmessage type a receive queue is

created within the receive thread.

The receive thread listens on all the registered ports. Whena message arrives it is placed on

a queue that corresponds to the port number it arrived on and the message type. To retrieve the

message the client queries the appropriate queue.

Currently only TCP type connections are supported and a connection is established and torn

down for each message. Although, this approach is inefficient when it comes to sending many small

messages, it is sufficient to show proof of concept for the PDRprototype and removes the neces-

sity and complexity for implementing an efficient and reliable transmission protocol on top of UDP

or other connectionless protocol. The communication manager is sufficiently extensible such that

adding support for different types of connections and connection behaviors is straightforward. The

client would need to register with the communication manager for both sending and receiving mes-

sages and specify the type of connection desired. Error messages would be propagated as messages

via the undeliverable message queue and the receive queue for that particular client.
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Figure 3.5: The structure of the replicator component in thePDR userlevel process.

3.4 Replicator

Thereplicator provides two distinct functions, one for client nodes and one for replica nodes. First,

running on a client node, the replicator is responsible for processing the file modification events

it receives from the kernel redirector, interpreting the lowlevel replication policies, and scheduling

replication events. Second, running on a replica node, the replicator is responsible for processing

storage requests from other PDR nodes, monitoring other nodes that replicate files it stores, and

assisting or coordinating recovery of failed nodes.

The replicator (see Figure 3.5) is composed of thefile system controller, thereplication control,

and thereplica store. The file system controller communicates with the kernel redirector and pro-

cesses the file creation and modification events. The file system controller informs the replication

control when a file is created or modified and the replication control then executes the lowlevel pol-

icy for the file and schedules it for replication. The replicastore receives requests from other PDR

nodes to store file data. In PDR a node participating in a replication policy is responsible to monitor

and to assist in recovery of all nodes listed in the policy.
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3.4.1 File system controller

Thefile system controller(see Figure 3.5) is responsible for processing upcalls fromthe in kernel

redirector. The redirector propagates all file system calls, except forread andwrite, to the file

system controller. The interface between the redirector and the file system controller is operating

system dependent. In Linux the file system controller communicates to the redirector through a

pseudo device instantiated by the redirector. This device has similar properties to that of a unix

pipe [82]. The communication is synchronous and is the standard send-receive-reply pattern.

The file system controller is thus in the critical path of all file system operations. To induce

the smallest amount of overhead and latency it is necessary to reduce the amount of processing

performed in the file system controller. To this end, the file system controller is run on a sepa-

rate thread from the other parts of the replicator to decouple the file system operations from the

replication operations.

When the file system controller receives aclose for a modified file it creates a replication

request, and inserts it into a queue for the replication control to pickup and process. In this manner

replication is taken out from the critical path of regular file system operations and the induced

overhead and latency is minimized.

3.4.2 Replication control

The replication control is responsible for interpreting lowlevel replication policies, scheduling repli-

cation based on the policies, and propagating updates. Whenthe replication control receives a

replication request it must retrieve the file’s replicationpolicy from the policy oracle and determine

where and when the update should be sent. The replication control then creates a number of repli-

cation events that are inserted into a time based priority queue. The replication control employs

the services of the communication manager when it is time forthe update to be sent to a particular

replica node.

The replication control is composed of three threads (see Figure 3.6), two for normal operations

and one for handling failed updates. By placing failure handling on its own thread and decoupling

replication and failure handling the process of replication is not retarded and thus data is not in

danger of being lost due to possible delays in replication.

The replication process is partitioned into two threads, areplication schedulerand anupdate
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Figure 3.6: The structure of the replication control component in the replicator.

dispatcher. The tasks are partitioned because the operations of scheduling replication and dispatch-

ing updates are disjoint and can be overlapped to achieve parallelism. Thereplication scheduler

waits for file modification events from the file system controller. On reception, the lowlevel policy

for the file is retrieved from the policy oracle and the replication events are created and inserted

into thereplication event queue; if similar events already exist then new events are not created. Two

events are considered similar if they only differ by their dispatch time. Similar events are not created

because a replication event always replicates the current version of the file at the time of dispatch.

Thus the second replication event becomes unnecessary since the current version is replicated within

the required staleness factor. In addition, the replication events are written to a persistent queue so

that if the node crashes temporarily then replication events are not lost and data is not in danger of

being lost.

The replication event queue is a priority queue that sorts replication events based on the sched-

uled time of replication. Theupdate dispatcherblocks until the next scheduled replication event.

If the replication scheduler creates a replication event that needs to be dispatched before the next

scheduled replication event then the replication scheduler unblocks the update dispatcher, and the

update dispatcher re-evaluates the next scheduled replication event. The dispatching of an update

involves replicating the latest version of the file specifiedin the event to the replica nodes listed in
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the event. This mechanism enables PDR to avoid all unnecessary replication since not every version

(modification) of a file is replicated.

The progress of the replication control is never impeded dueto a node failure. If an update

cannot be delivered by the update dispatcher the update is passed onto thefailure handlerthread in

the replicator. Depending on the replication policy the update is reinserted into the replication event

queue a number of times for additional delivery attempts. After a number of delivery attempts (the

number depends on the policy) the replica node is deemed to have failed and a new replica node

is selected. The update is rescheduled and the new updated replication policy is propagated to all

affected replica nodes, see Section 3.5 for more details on policy update propagation.

3.4.3 Replica store

Apart from replicating data, the replicator is also responsible for storing data for other PDR nodes

and ensuring that it stays replicated; these duties fall upon the replica store. The replica store

performs three tasks. The first involves processing the store requests themselves and storing the

file data. To ensure that replication policies are followed areplica node participating in the policy

monitors the other nodes listed in the policy for liveliness, this is the second task. The third task

entails assisting in the recovery of a failed node. These three tasks are split amongst three threads

(see Figure 3.7) in the replica store.

Thereplica storereceives requests from other PDR nodes to store data on theirbehalf. The data

is stored in the same form and with the same path name as on the client. A replica node creates a

separate file system hierarchy for each client for which it stores data, with the root being demarcated

by a unique client ID. This approach simplifies both the placement and the recovery of data.

Each replication policy has aleadernode that has several additional responsibilities. The leader

is implicitly chosen as having the smallest staleness factor because it always receives the first update

from a client and thus is most likely to have the most up-to-date file data and metadata. Leader

election protocols are unnecessary. By examining a replication policy a replica node can directly

determine the leader of the policy. The leader is assigned the responsibility of monitoring the client

until the complete replication policy is executed. In this way, if the client fails the leader can assume

responsibility for ensuring that the replication completes to every node. The benefit of this is two

fold, first the data’s protection level is brought up to the required level, and thus the probability of
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losing data is reduced. Second, all the replica nodes becomeconsistent and if necessary the client

can restore from any replica. The other responsibility of the leader is to coordinate failure recovery

in the event a replica node fails.

Clients are never leaders for their own replication policies because it is not know if they are

highly mobile and if they have a high bandwidth connection (e.g. a laptop). A leader node should

not be mobile and have a permanent connection so that it can ensure the replication policies are

followed and to coordinate failure recovery.

The heartbeat monitor tracks the liveliness of replica nodes that are linked to the node through

the replication policies. For a node to be monitored it has tobe registered. The registration is a three-

tuple consisting of the host, the desired transition, and the frequency of the heartbeat. The transition

is either from up-to-down or from down-to-up. The rate of theheartbeat messages depends on the

staleness factor for that node, which helps to reduce the number of heartbeat messages. In addition,

heartbeat messages are not duplicated for nodes that are participating in multiple policies.

The failure handlerin the replica store either coordinates, if it is a leader node, or assists in the

recovery of a failed node. Depending on the monitoring frequency of the failed node, the failure

handler is notified of the failure by the heartbeat monitor orby another replica node. The reasons

for decoupling the failure handling from the replica store are the same for decoupling replication
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and failure handling. These two tasks are relatively disjoint and the recovery of a node should not

hinder the ability of other nodes to continue to replicate toit.

3.5 Policy oracle

Thepolicy oraclehas three primary tasks. First it selects replica nodes for new replication policies,

second it selects replica nodes for the replacement of failed ones, and third it transforms highlevel

replication policies to their lowlevel representation. The policy oracle also has a number of sec-

ondary tasks. It stores policy information for the node and provides an interface for the replicator

to query this information. It also communicates with policyoracles on other nodes to gather and

disseminate topology information.

Both clients and replica nodes have policy oracles. In the client, the policy oracle selects the

nodes for new replication policies, translates highlevel replication policies to their lowlevel repre-

sentations, and stores policy information that maps files toreplica nodes. In the replica node the

policy oracle selects replacement nodes for the replacement of failed ones and communicates with

other policy oracles to maintain and track the topology. Figure 3.8 presents the structure of the

policy oracle.
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Figure 3.9: The policy oracle data structures, the node-to-policy and the node-to-node maps.

This section primarily discusses thepolicy managerand thepolicy oracle coordinatorwhich

are responsible for the secondary tasks. The primary tasks of policy translation and node selection

are discussed in Chapter 4 and Chapter 5 respectively.

The policy oracle functions as the database for replicationpolicy information. Each policy

oracle has its own, local, database implemented by the Berkeley DB [81]; this database is configured

to be thread safe, transactional, and recoverable1 in order to provide consistency and fault tolerance.

The database stores three types of data. First it stores the replication policies (see Figure 3.3). Each

policy is keyed by apolicy keywhich is a MD5 hash of the full path of the file, including the client

ID for the root; there is an entry for every file. Second, the policy oracle stores two maps. The

first (see Figure 3.9a) maps nodes to policies. For each node,it stores a record that contains a list

of policy keys for the policies the node is responsible for. This map is predominantly used during

failure recovery to quickly determine the policies a failednode was responsible for.

The second is a node to node map (see Figure 3.9b), the links between nodes. A link exists

between two nodes if they are both named in a policy. Nodes arethus adjacent if they replicate

the same file. This topology, or connectivity, is best represented as a graph where the vertices are

nodes and edges are the links. Thus, the second map creates anadjacency list for this graph and is

predominantly used by the topology manager to select nodes for policies.

Thepolicy managerprovides concurrent access to the information the policy oracle stores and

is the interface to the node selection module. One of the primary clients of the policy oracle is the

replicator and the policy manager is the interface. The policy manager is also the interface for the

policy oracle coordinator. Both the replicator and the policy oracle coordinator employ the policy

manager to create, update, and manage replication policy information.

1The Berkeley DB uses journaling to aid recovery in the event of a crash.
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The policy oracle coordinator is responsible for sending and receiving requests to and from

policy oracles on other PDR nodes. The three types of common requests are for participation in

a replication policy, for node information, and for topology information. Node and topology in-

formation is propagated in two ways. Nodes explicitly queryfor this information if it is required

immediately either for policy creation or for node recovery. The information is also propagated via

a gossip protocol [19, 87] in order to maintain up-to-date topology information on the PDR node.

Maintaining current topology information improves the node’s ability to perform node selection; as

a secondary benefit less topology information needs to be explicitly retrieved.

3.6 Normal operation

The rest of this chapter focuses on the operations of PDR. There are three types of operations, those

performed by a client node, those performed by a replica node, and those that are performed by the

policy oracle. Sections 3.6.1 and 3.6.2 describe the operations of client and replica nodes and the

interactions between them. Section 3.6.3 focuses on the operations of the policy oracle. Finally,

Section 3.7 discusses the failure modes of all three types ofoperations.

3.6.1 Client operations

The client performs four main operations. It sets replication policies, services file system upcalls

from the redirector, schedules replication events, and dispatches the updates.

Instantiating policies

Files acquire replication policies in two ways. One, a set ofdefault replication policies are assigned

to a directory. A file created in a directory inherits one of the default policies; files can only have

a single policy. A subdirectory inherits the entire set of default policies from the parent directory.

Two, users explicitly set and change the replication policies for files and directories.

Files inherit the replication policy from their parent directory based on the best matching type.

Currently types are based on file extensions since traditional Unix file systems do not explicitly have

the notion of file types. When a file is created the system examines the set of default replication

policies available from the parent directory and selects the one that matches the extension of the file.
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For example, if the extension of the file is “.txt” and there are policies for “.txt” and “.*” then

the policy for “.txt” is selected. If there is no exact match then an empty policy is assigned to the

file.

When a policy on a directory is modified the changes are not automatically propagated to the

contents of the directory; only newly created files or directories inherit this new policy. To change

all policies in a directory, the user must explicitly specify that the new policy should be recursively

applied to all the existing policies in the directory. The semantics are identical to that of thesticky

bit for directories.

Users also have access to a set of tools to enable them to set and change replication policies for

files and directories (see Chapter 4).

File system upcalls

The file system controller receives all file system calls, exceptread andwrite which are serviced

in the kernel, propagated by the Coda redirector. A replication policy is instantiated for a file or a

directory when the replicator receives acreat or amkdir file system call. The initial replication

policy is either the default policy from the parent directory or empty. The file system controller

marks a file as modified if it is newly created or opened for writing. On the reception of aclose,

the file system controller creates a replication request andpasses it to the replication control if the

modified flag is set.

Ideally, only theclose, remove, rmdir, andrename file system calls should be intercepted by

the replicator and only if the file has been modified, created,or deleted and a directory removed.

This would not only reduce the file system call overhead and latency but it would significantly

reduce the complexity of the replicator. One operation thatwould need to be modified is how

default replication policies are set for directories. Currently, they are set on the reception of an

mkdir call. One approach is to lazily set the default policies whena file is created for the first time

in a directory. On file creation, the directories that make upthe file’s path would be examined and

default policies would be set if none were set before. This isa simple and elegant approach that

would work well because directories are not replicated in PDR.

On the reception of armdir the replicator removes the associated entry for the directory from

the policy oracle’s database. On the reception of aremove the entry for the file is marked as deleted
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in the policy oracle’s database. Therename does not just rename the file or directory. If a file or a

directory is set to use its parent directory’s default policy then on a rename the file or the directory

acquires the default policies from the parent directory of their new location. If they had explicit

policies set then those policies are maintained. The reasoning for this is that if the file or directory

has the default policy set then the user has not focused on thefile or directory and thus probably has

the expectation that it is handled by the default policies. The converse is also assumed true that if

the user focused on the file or directory then it must be special and the desired level of protection

should be maintained as set by the user.

Scheduling replication

When the file system controller receives acreat2 or anopen call with the intent to modify the file,

the file is flagged and a temporary copy of the file is created, sothat previously scheduled replication

events can proceed instead of waiting for the file to be closed. This decoupling means that no file

system requests are ever blocked due to a pending replication or vice versa. The file is moved if the

file is truncated on open, and copied otherwise. On receivingaclose call the file system controller

creates a replication request and passes it to the replication control.

Upon receiving the replication request the replication control (see Figure 3.5) retrieves the repli-

cation policy for the file. The replication control then examines the replication priority queue to de-

termine if existing replication events for the file exist. A replication event is defined by a three-tuple

〈filename,〈hosti ,SFi〉,dispatch time〉 consisting of the file, an entry from the replica node list (see

Figure 3.3), and a dispatch time; the dispatch time is computed as the staleness factor plus the cur-

rent time. The replication queue uses the dispatch time to order the replication events and schedule

the sending of updates. The modification of a file generates zero or more replication events. A new

replication event is not created if one already exists in thereplication priority queue. Two replication

eventsuandvare considered to be equivalent iffilenameu = filenameu and〈host,SF〉u = 〈host,SF〉v.

The creation of a replication event is a two stage process. First, the event is written to a persistent

queue so that in the event of a crash the replication events are not lost. Second, it is inserted into the

replication priority queue that orders them based on dispatch time from soonest to latest.

2Thecreat function is the same asopen with theO_CREAT|O_TRUNC|O_WRONLY flags.
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Dispatching updates

Updates are propagated by the update dispatcher in the replication control. Dispatching a replication

event involves sending the file to the indicated replica node. The update includes the modified file

plus a small amount of metadata that reflects the changes to the file’s attributes and the version

number of the replication policy. Transmitting the entire file is not necessarily the most efficient

approach but it is the simplest. One could propagate the modified blocks or chunks, as done in

Pastiche [17] or LBFS [48], but that adds overhead and increases complexity. Upon the completion

of a replication event, the update dispatcher removes the corresponding entry from the persistent

queue and goes to sleep until it is time to dispatch the next event.

If an update cannot be delivered because the replica node is unreachable, the replication event

is pushed to the failure handler. The failure handler holds the update for a period of time and then

reinserts it back into the replication queue for another delivery attempt. The length of time the

failure handler holds the update depends on the staleness factor for that replica. The number of

retries is currently globally set but it can easily be specified on a per replication event basis. If after

a number of delivery attempts the update cannot be deliveredthe failure handler asks the policy

oracle for a replacement node. Failure recovery is then started for the failed node (see Section 3.7).

3.6.2 Replica operations

Replica nodes are primarily responsible for storing data and ensuring that replication policies are

followed.

Storing data

Replica nodes receivestorerequests from clients. Thestorerequests consists of the file data and a

small amount of metadata that specifies the file’s attributesand its replication policy version number.

The version number is used to ensuring policy consistency between client and replica nodes.

On reception of a store request the replica node stores the file data in a temporary file and records

the reception of the event in a persistent log. Again, this isdone to simplify recovery in the event

that a node crashes temporarily or is rebooted. The replica node retrieves the replication policy for

the file and compares the version number of the local copy to the version number that is specified
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in the store request. If the two numbers match then the replication policy state is consistent and the

replica node moves the temporary file to replace the previousversion of the file. Otherwise, either

the client or the replica node is using a stale replication policy. The procedure to deal with stale

replication policy data is described in Section 3.7.2.

On reception of a store request if the replica node is the leader for the replication policy then it

starts to actively monitor the client. The monitoring continues until the client has finished propagat-

ing the update to all the replica nodes in the replication policy. The length of monitoring depends

on the replication policy and the largest staleness factor.This monitoring is performed to quickly

catch a failed client and complete the replication policy inthe event of this type of failure (see

Section 3.7.3).

Monitoring nodes

Replica nodes monitor their peers to quickly detect failureand minimize the amount of time a

replication policy is not followed. The set of replica nodesthat a node is responsible for monitoring

is easily determined through the node-to-node map that is maintained by the policy oracle.

The set of nodes that need monitoring could be large and the potential overhead would be

significant. This problem is mitigated in two ways, first, through intelligent node selection (see

Chapter 5) the number of nodes that have to be monitored can bemaintained at a reasonable number;

roughly equal to the number of nodes in an average policy3. Two, unnecessary heartbeat messages

are suppressed. If two nodes are communicating then there isno need to send a heartbeat message

to determine liveliness. In effect, the heartbeats are piggybacked on top of regular communication.

The heartbeat mechanism provides an API call to cancel the upcoming heartbeat message for a

particular node.

In addition, nodes are not automatically monitored, they are only monitored when they are

storing data to satisfy a replication policy. When a new replication policy is created, the nodes in

the policy do not automatically start monitoring each other. Only when they receive the first store

request for the policy do they start the monitoring. This optimization follows from the observation

that a node that is not storing the data cannot help in the recovery process, since it has nothing to

re-replicate from.

3From our simulation results, this is around 6-9 nodes.
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The heartbeat mechanisms (see Figure 3.7) ping each other todetermine liveliness. Each client

of the heartbeat mechanism registers the node to monitor, the frequency at which to send the heart-

beat messages, the transition, and a callback function to call on the transition. The transition can

either be from alive-to-dead or from dead-to-alive.

3.6.3 Policy oracle operations

The policy oracle has three duties. First, it performs node selection for new and existing replication

policies. Second, it stores replication policies. Third, it maintains topology and connectivity infor-

mation and propagates it to the other policy oracles to continually build up a consistent view of the

system topology.

Replication policy store

The policy oracle uses the Berkeley DB [81] for its storage needs. The replication policies, the node-

to-policy map, and the node-to-node map are stored in three separate databases. The replication

policies are indexed by policy keys which are MD5 hashes of the file’s full path. The other two

maps are indexed by node ID, which is the node’s IP address. The policy manager (see Figure 3.8)

provides the access and the synchronization for these databases, which are used by both the client

and the replica nodes; the client relies on this store to determine which files reside on which replica

nodes.

New policy creation

In PDR, policy creation is always performed by the client andit is a multi-step process. For the rest

of this discussion assume that a highlevel policy has already been translated to a lowlevel replication

policy.

First, the client’s policy oracle queries each replica nodelisted in the new replication policy

and the current information about the node is obtained. In particular the oracle retrieves, the nodes

attributes, the policies that the node is responsible for, and the nodes that are adjacent to it. In

this way current and consistent node and topology information is obtained and maintained for the

replication policies the node is participating in. In addition, if a node fails then this information aids

in performing recovery.
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Second, the client’s policy oracle incorporates the newly obtained information with its own. The

node-to-policy and the node-to-node maps are updated. Thenthe policy oracle sends the new repli-

cation policy and the updated topology to the replica nodes listed in the replication policy. Third,

on receiving the new replication policy the replica nodes update their replication policy database,

the node-to-policy, and the node-to-node maps.

Updating existing policies

To improve efficiency and to avoid unnecessary replication the updating of replication policies is

a two phase process. First, the old policy is temporarily saved in the archived policy list (see

Figure 3.3). Second, the new nodes being added to the replication policy are queried for their

information. Third, the nodes being removed from the replication policy are removed but are not

informed of their removal. Finally, the version number on the replication policy is incremented and

the existing nodes and the new nodes are sent the updated replication policy. This is the end of the

first phase. No data copying is performed at this time. If there is a failure before the file is modified

again then the old saved replication policy is used. Once thefile is replicated based on the new

replication policy the old replication policy is removed and the nodes that were removed from the

policy are informed of their removal. This approach allows for a smooth and efficient move to an

updated replication policy without performing data copying, but still maintaining a consistent view

as to where the data resides.

The saved replication policy is actually a list of replication policies. In most instances the list is

of length one since policies are not modified often. In the event that a replication policy is updated

and then updated again without the replication policy beingfully executed then the affected file

may be fully replicated under the old policy, partially replicated under the first modified policy, and

partially under the last modified policy. Thus, to ensure that data is not lost due to node failure

and can easily be found, all three policies are kept until thecurrent replication policy is completely

executed; there is no limit to the number of policies that canbe in the archived policy list.

File creation and modification

The replication scheduler in the replication control (see Figure 3.6) uses the policy manager to get

replication policies. When a file is created, the replication scheduler queries the policy manager for
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the default set of replication policies assigned to the parent directory. The most suitable replication

policy is chosen, based on the file extension, and it is applied to the file. The creation of a directory

is similar except that the entire set of default replicationpolicies is inherited by the new directory.

Finally, the replication policy is sent to all the replica nodes. Since a new policy is not being created,

instead an existing policy is being applied to a new file or directory it is not necessary to query the

replica nodes listed in the replication policy for information. The replica nodes just have to update

their replication policy databases, the node-to-policy and the node-to-node maps are unchanged.

When a file is modified the replication scheduler queries the policy manager to obtain the file’s

replication policy to create the replication events.

Remote requests

The policy oracle coordinator (see Figure 3.8) processes two types of remote requests from other

policy oracles. The first is a request for information, whichconsists of the node attributes, the

replication policies the node is participating in, and the local topology or connectivity. The second

is a replication policy creation or update request.

When a request for information is received, the policy oracle coordinator calls the policy man-

ager to obtain the information. By maintaining the node-to-policy and the node-to-node maps the

policy manager can quickly and efficiently gather this information. It is important for the policy

manager to satisfy these requests quickly because the majority of this information is dynamic. De-

pending on the activity of the system the information can quickly change, and thus a node can

receive a significant number of these requests for information.

Replication policy creation and update requests are quite similar but are treated differently. On

reception of a replication policy creation request the policy oracle coordinator updates the node-to-

policy and the node-to-node maps and inserts the new policy into the database. On reception of a

replication policy update request the policy oracle coordinator updates the maps and the replication

policy, but also archives the old replication policy until the new replication policy has been executed

at least once.



3.7. Failure operations 55

Topology updates

The policy oracle is also responsible for distributing topology updates to the other nodes in the sys-

tem. This enables the nodes to maintain a relatively consistent view of the topology or connectivity.

A gossip style protocol [19, 87] is used to accomplish this task.

On a regular basis the policy oracle builds an adjacency matrix that represents the topology and

sends it to a small, random subset of the nodes it knows about.In particular, it focuses on the nodes

it recently discovered through gossip messages from other nodes. Along with the adjacency matrix,

the static attributes of the nodes in the adjacency matrix are also sent. This approach reduces the

amount of information sent, since a portion of it can become outdated relatively quickly, and if a

node is chosen for a policy then its full attributes are obtained.

On reception of a topology update the policy oracle updates the node-to-node map. New nodes

are added and inter-connections between existing nodes areupdated.

Gossip messages also piggyback heartbeat messages but not vice versa and they are not a sub-

stitute for the monitoring. First, heartbeat messages are sent to everybody verses a random subset.

Second, heartbeat messages are usually sent at a higher frequency than gossip messages. Failure

would not be detected quickly enough if only the gossip protocol was used.

3.7 Failure operations

An important aspect of any distributed system is the abilityto handle failure conditions; the design

of PDR assumes that nodes fail in a fail-stop manner, and do not inject corrupted information into

the system. It is important for PDR to quickly recover from failure conditions because it must

maintain the replication level of the data and no redundant replication is performed.

Given that replication is performed asynchronously at the granularity of files and that PDR’s

architecture is peer-to-peer, special care must be taken toensure consistency is maintained. PDR

considers two general failure modes. The first is transient failures such as network partitions and

temporary node failures. The second is permanent node failure.

For transient failures the main issue that needs to be addressed is the consistency of policy

metadata. The design of PDR assumes that transient failuresare short term and replication policies

are always followed. To deal with transient failures, the system must handle updates, both data and



56 Chapter 3. Selective replication

policy, that are late, lost, or delivered out of order.

For permanent failures there are three additional issues. First, the system must quickly handle

the failure of a node so that replication policies are followed. Second, the corrective process should

not put excessive load on the system. Third, the detection ofa node failure could potentially cause

a message storm during the recovery process. The topology ofthe system must be maintained to

prevent such storms from occurring, or ensure that they are localized (see Chapter 5).

3.7.1 Transient errors

Transient failures, such as network partitions and rebooting of nodes, are handled by a combination

of heartbeat messages and re-transmission of unsent messages. If a nodeA is unable to send a

message to a nodeB, it initially retries several times. If after several attemptsA is still unsuccessful,

the heartbeat monitor is invoked to monitorB and informA whenB becomes reachable again. At

some point, ifB is still unreachable, then it is considered to have failed permanently. Similarly, if

the heartbeat monitor does not hear from a node for a period oftime then that node is considered to

have failed permanently.

3.7.2 Stale replication policy data

During transient outages it is possible that some data updates arrive late or out of order. In partic-

ular, this can be problematic during replication policy updates. For example, a node is added to a

replication policy but is not informed of this until it receives the first store request from a client.

Assumptions

The recovery procedures for stale replication policy data outlined below are predominantly for typ-

ical failure modes. There are several atypical scenarios that are briefly discussed here, along with

accompanying brute force solutions, but in general it is assumed that these scenarios very seldom

arise.

A primary assumption is that the composition of a replication policy, that is, the set of replica

nodes, does not quickly and drastically change. Specifically, we require that at any time if a nodeA

discovers that it has a stale policy then there exists a nodeB in both the old and the current policies

that it can query to obtain the current policy. More formally, if P is the set of nodes in the old policy



3.7. Failure operations 57

andP ′ is the set of nodes in the current policy, then|P
T
P ′| ≥ 1. If the above is not true then the

node can resort to broadcasting the policy key to find the current version of the replication policy

and determine the policy’s members.

It is felt that the above assumption is valid because in largeorganizations machines, such as

workstations, are permanently connected and have uptimes in the range of hundreds of days [11]

and even longer lifespans. In addition, the mean time beforefailure for present day hardware, such

as disks, is rated for 300K to 1.2M hours. Servers have an evenlonger life span than workstations

because they are generally built with higher grade components and are administered. Given a policy

composed of three workstations, with an average lifespan of300 days, the above assumption would

be valid for about one and a half years before the node membership changes completely. The client

would have to resort to broadcasting only if the data is not modified for that period of time.

The above assumption is more important for clients than for replica nodes. Whether or not a

replica node possesses stale policy information or not it will eventually be contacted with either a

policy update or a store request and its policy information will be brought up-to-date at that time.

Clients on the other hand are much more problematic because they only push updates to the replica

nodes and replica nodes do not explicitly push updates to them. Thus, without the above assumption

it is possible that at some point the replication policy on the client and on the replica nodes diverge

to the extent that the client does not know and is unable to findany of the current replica nodes

in the policy. At this point the client would need to do a broadcast to attempt to locate the current

replica nodes in the policy.

Stale replica

PDR relies on the version number contained in the replication policy to determine if the policy a

replica node is holding is current; the policy version number is attached to all store requests. On

receiving a store request, a replica node compares the received version number with the version

number it already stores. If the two match then the store request and the replica node are using the

same policy, which might, in fact, be stale. If the received version number is bigger, then the replica

node contacts the leader or one of the other nodes in the policy and requests the current policy. This

case relies on the assumptions presented above. The expected reply from the leader or one of the

replica nodes is a replication policy with the version number that is equal to or greater than that of
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the store request. If the received number is smaller, then the client is using a stale policy and needs

to be updated.

Stale client

A client will hold a stale replication policy when the leaderof the replication policy changes the

policy due to a replica node failure. There are two scenariosthat can occur when a client holds stale

replication policy data. The first is when the client holds a stale replication policy but the replica

node has the current version. In this case the replica node informs the client about the inconsistency

and the client rereplicates based on the updated policy.

The second is when both the client and the replica node hold a stale replication policy. In this

case, the client continues to replicate based on the stale replication policy until it encounters a replica

node with the current replication policy; this is where the assumptions made above are extremely

important. At this point the second case turns into the first scenario and the client rereplicates based

on the updated policy.

Disseminating stale information

To avoid disseminating stale information the policy oracles do not send detailed node information

or node attributes that are dynamic when gossipping to otherpolicy oracles. If a node needs the

attributes of another node it contacts that node directly. Although node attributes do not change

often, by forcing nodes to obtain this information directlythe potential to disseminate and use stale

information is reduced.

3.7.3 Client failure

PDR handles both transient and permanent client node failures. Transient failures are those on

which the PDR process has died and was restarted; for examplea node was rebooted. Permanent

failures are those on which the PDR process has died and neverreturns. There are three client node

failure scenarios that need to be handled.

In the first scenario the client’s replication queue is empty. There are no pending replication

events and all replication activity is up-to-date. In this instance it does not matter if the client fails

permanently or eventually restarts, no recovery actions are necessary.
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In the second scenario the client’s replication queue is notempty and no replication policies

are partially satisfied. That is, one or more files were modified and replication events were inserted

into the replication queue, but no replication events were dispatched before the node crashed. If

the node fails permanently then the modifications are lost. If the node eventually restarts then the

modifications are recoverable because the replication queue is persistent. On a restart the client

re-builds the replication queue and immediately dispatches all replication events that were missed

while the client was down.

In the third scenario the client’s replication queue is not empty and some replication policies are

partially satisfied. That is, one or more files were modified and replication events were inserted into

the replication queue. In addition, several of the replication events were dispatched to the replica

nodes before the node crashed. As described earlier, the leader node monitors a client node until

in-progress replication policies are satisfied. On detecting a client failure, permanent or transient,

the leader node immediately replicates the latest update tothe other nodes in the policy. If the client

returns, on restart all replication events that were part ofa partially satisfied policy are removed

from the replication queue since the leader node has alreadypropagated the updates to the other

replica nodes.

3.7.4 Client failure to contact a replica

When a client fails to contact a replica node it anticipates apolicy change. If the failed replica

node is not a leader then the client contacts the leader node to obtain the current replication policy.

If the failed replica node is the leader then the client contacts the replica node that is elected the

replacement for the leader (see Section 3.7.5). The leader node always holds the current replication

node.

3.7.5 Replica failure

The bulk of the failure handling machinery is used to handle failed replica nodes.

Non-leader replica nodes

When the failure of a replica node is detected, the leader of the replica node group is informed

by the node(s) that detected the failure. If the leader failsthen a new leader should take over the
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restoration process. In order to quickly detect the failureof a leader the other nodes in the policy

start to monitor the leader at a higher frequency.

Upon receiving notification of a node failure the leader queries the policy oracle to find a re-

placement node. Once a new node is selected the leader sends apolicy update message to all the

nodes listed in the replication policy; a policy update message is sent for all replication policies af-

fected by the node failure. Note, that the failure of a replica node may affect a number of replication

policies, each of which may have their own leader. The leaderin each replication policy may select

the same or a different replacement node, depending on its topology and connectivity information.

Thus, a failed replica node may be replaced by a number of nodes.

Once a replacement node has been selected and all affected replication policies are updated, the

leader starts the re-replication process for the data that was hosted on the failed node. The leader

queries the policy oracle for a list of files it is responsiblefor, and propagates the list to the newly

selected node. The newly selected node pulls the required data from the available replica nodes and

then informs the leader when finished. The newly selected node selects replica nodes from which to

pull the data based on two criteria. First the replica node must have an up-to-date copy of the data.

Second, if there is a choice the replica node that is closer, i.e. on a local LAN verses off-site, and has

the higher bandwidth connection is selected. These properties are part of the defaultnode attributes

that each replica node possesses (see Chapter 4). If the newly selected node receives a store request

for a file it is supposed to pull from a replica node, it acceptsthe store request and removes the file

from the list of files that have to be pulled.

Leader nodes

The procedure for handling leader node failures is similar to that for regular replica node failures.

When the failure of a leader node is detected, the node with the next smallest staleness factor is

automatically selected as the temporary leader. Then the recovery process described in Section 3.7.5

is performed. As a last step, if the newly selected node has the smallest staleness factor then it takes

over the duties of the leader. If there are multiple nodes with the same staleness factor then the

current policy is to select the leader as the node that has thesmallest IP address.
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Client node notification

Client nodes are notified by replica nodes of changes to replication policies as a result of a replica

node failures. These notifications are primarily done lazily when the client contacts the leader or

some other replica node. Leader nodes immediately notify client nodes of replication policy changes

if the leader is already monitoring the client node.

Changes to an in-progress replication policy affect both client and replica nodes. When the

client node receives a notification that a replication policy has changed, it examines what part of the

replication policy has been satisfied. If the change does notaffect what already has been replicated,

then the existing replication entries in the replication queue are simply updated. Otherwise, the

client node immediately replicates the data to satisfy the updated policy.

Client nodes cannot be notified of changes to the replicationpolicy if the leader node fails.

Instead a client node is informed of changes to replication policies when it sends a store request to

one of the other replica nodes. This scenario only occurs on clients that have in-progress replication

policies that have already replicated to the leader node.

Failure during recovery

Finally, the system must handle recursive failures when a replica node fails while the system is in

recovery mode. Currently, PDR simply re-computes and re-replicates. Some work could potentially

be salvaged that was done in the previous attempt to recover,but this adds substantial complexity to

the system.

It should be noted that transient failures, such as network partitions, are still expected to occur

during recovery. These transient failures are treated in the same manner as when the system is not

in recovery mode. Thus, it is assumed that the recovery process may take some time to complete

during a storm of transient failures.

3.8 Data recovery

Depending on the severity of data loss, data recovery is either a one or two step process. In the

first scenario file data is lost but the policy oracle databaseis intact; for example accidental deletion

or minor file system corruption. In this case the user employsa userlevel tool to restore the lost
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data. The most recent version available of the file is determined by contacting the leader node in the

replication policy. In addition, the leader returns the nodes on which this version is available, since

the current version could still be in the process of being replicated.

The userlevel restore tool communicates to the local policyoracle through the plug-in interface

to obtain the necessary replication policy information. The tool then communicates to the replicator

on the replica nodes directly to restore the necessary data.

The other scenario is the loss of both the file data and the policy oracle database; for example a

total disc failure on the client (the loss of the database on areplica node is irrelevant because it is

automatically rebuilt when the replica node is replaced). In this case the first step is to recover the

database and the second step is to recover the file data. The policy oracle database is also replicated.

During system setup the administrator and/or the user specifies a set of replica nodes to which the

database is replicated. This set of nodes are well known, trusted, and reliable.

The replication policy for the policy oracle database depends on the replication of newly created

files. When a file is created, and a new replication policy is written to the policy oracle, a replication

event is scheduled for the policy oracle that corresponds tothe first replication event for the newly

created file. If a replication event already exists for the policy oracle database and a replication event

is inserted for a newly created file that is to be replicated even sooner, then the replication event for

the policy oracle is rescheduled for the earlier replication time. In this way, the information in the

policy oracle database is current as to what is replicated. There may be file data that is listed in the

policy oracle database that was not replicated but there is never an instance when there is replicated

data that is not listed in the policy oracle.

To recover the policy oracle database the PDR userlevel application is started in recovery mode.

In recovery mode the replicator retrieves the policy oracledatabase from one of the well known

replica nodes and starts pulling file data for all the files listed in the database. The choice of replica

nodes from which to pull the data is made as in the first scenario.

A client can recover a large portion of its data without recovering the policy oracle database but

there is no guarantee that all file the client’s data is recovered. To recover file data one can broadcast

the client’s root to the system. If a replica node has a directory hierarchy with that root then it stores

some set of files for the client. At this point the replica nodereturns the list of files it stores for the

client along with the replication policies. The client can then recover the files and rebuild the policy
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oracle database. This approach is considerably slower thanrecovering the database, it adds more

overhead to the client and the replica nodes, and the client is not guaranteed to restore all its data

since a node may be down at the time of the broadcast and thus not receive the message.
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Replication policy

Raise a lot of money for me, I’ll give you good architecture.
Raise even more money, I’ll make the architecture disappear.

— Yoshio Taniguchi, MOMA architect

Replication policies drive the replication of data in PDR. These policies affect replication at

the granularity of a file, and the level of protection (replication) that is provided is proportional to

the value of the data. Users specify policies using an interface that is appropriate for them and the

operating system. Unfortunately, specifying this information in a consistent and uniform manner

is extremely difficult because users have a very widely varying perspective on the definition of

protection level or replication, and on the value of data.

The adage “beauty is in the eye of the beholder” equally applies to the definition of data value

as it does to art. The value of data is not simply defined by the number of hours it took to create

it, or its monetary worth. Other subjective factors, such assentimental value, greatly influence the

perceived value of data. Thus, there is no single or uniform way to explicitly define the value of

data.

Users’ understanding of what backup and replication options are available, how much protection

(safety) is provided by each option, and their relative costdiffers to the extent that there is not

a single, well understood, representation for either of these variables. Given the greatly varying

perspectives on these three factors it is extremely difficult to create a uniform interface to specify

these two variables. Instead, PDR provides a generic plug-in interface that enables the administrator

of the system to create a module that provides a custom user interface to create, set, and modify

65
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highlevel replication policies. In addition, the plug-in provides the necessary mapping functions to

map highlevel replication policies into lowlevel representations that PDR understands. In this way

the system can be tailored to fit the needs of its users.

4.1 Overview

The translation of a highlevel policy into a lowlevel policyis a multiphase process. A user specifies

a highlevel policy using the user interface provided by the policy plug-in. This highlevel policy

usually consists of two types of information. The first explicitly describes the desired properties of

the replica nodes. For example, for video editing it is desirable to have replica nodes that have high

bandwidth connections. The second is a replication budget or the desired protection level. This

information is transformed into a optimization problem that maximizes the protection level given a

budget or minimizes the cost given the desired protection level. The highlevel policy is translated

into apolicy specifierL which is a set ofnode selection constraints. This setL of constraints is then

used by the node selection algorithm to select a set of nodes for the lowlevel policy; the selection is

based on thenode attributesof the nodes.

Section 4.2 presents thenode attributesthat define nodes in PDR and are primarily used for

replica node selection. Section 4.3 presents thenode selection constraintsand describes how replica

nodes are selected using these constraints and node attributes. Section 4.4 presents thepolicy spec-

ifier. In Sections 4.5 and 4.6 the mechanics and the API of the policy plug-in are discussed. In

Section 4.7 the concept of highlevel policies is defined and several examples of utilities to set, cre-

ate, and modify highlevel policies are presented. Section 4.8 describes how a highlevel policy is

translated to a lowlevel policy. Lastly, in Section 4.9 the remapping of node attributes between

domains is discussed.

4.2 Node attributes

Replica Nodes in PDR are described by a setC of properties callednode attributes. These node

attributes are used extensively in node selection for both new replication policies and replacement

nodes when replica nodes fail.

The setC consists of static and dynamic node attributes. For example, static properties such
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Default node attributes
reliability
connection
location
policy load
node degree
available space

Figure 4.1: The default set of node attributes.

as the CPU or the network connection usually do not change during the life time of the node,

while dynamic properties such as location, the available storage space, or node utilization change

depending on the node’s relative location or workload respectively.

There is a default set of node attributes that all PDR nodes possess (see Figure 4.1).Reliability

is a static property that specifies the dependability of the node, and is one of the following values: a

workstation, aserver, or adata center. Workstations are desktop machines, they are abundant and

inexpensive, but they are the least reliable since users mayturn them off or reboot them at any time.

Servers are machines that are locked away in a secure room andthere is an administrator to take

care of them. They are more reliable than workstations, but may still be affected by local network

and power outages. Servers are generally more expensive to replicate to than workstations because

of the administration overhead and they are less likely to becommodity machines. Data centers

are the most expensive type of replica node but they are also the most reliable. Not only are they

professionally administered but they are likely to be connected by multiple links, have uninterrupted

power supplies, and have a large amount of redundancy.

Connectionis a static property that describes a node’s connection to the rest of the world in terms

of the upstream/downstream bandwidth. This node attributetakes on the following values:0/0,

56Kb/56Kb(modem),128Kb/1.5Mb(ADSL or cable),1.5Mb/1.5Mb(T1), or 45Mb/45Mb(leased

T3 or better). Thelocation is a dynamic property that describes the relative location of a pair of

nodes. Local nodes are co-located and are usually connected by a single high bandwidth LAN.

Remotenodes are considered to be offsite and connected by a third party service provider that

charges for the bandwidth. Thus, in general, remote nodes are more costly to replicate to because

there is an additional cost of bandwidth. The node attributes policy load, node degree, andavailable
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Node attribute
domain ID (DID)
property ID (PRID)
property type
value v1

value v2

Figure 4.2: A node attribute.

string character string
enum enumeration
int32 signed 32-bit integer
uint32 unsigned 32-bit integer
int64 signed 64-bit integer
uint64 unsigned 64-bit integer
float32 32-bit float
float64 64-bit float

Table 4.1: The eight property types.

spaceare all dynamic properties, and describe the number of policies the node is responsible for,

the number of nodes that are dependent or connected to the node, and the available storage space on

the node, respectively.

The system administrator of a PDR domain may also add custom node attributes. For example, a

more precise location may be required and thus a property that specifies the node’s GPS coordinates

can be added. If an organization has offices in multiple locations then it may be beneficial to also

specify the node location with respect to office location. Some node attributes, for example location,

are relative to another node and are remapped as necessary (see Section 4.9). For example, if replica

nodesa andb are on the same LAN, then froma’s point of viewb’s location islocal. If nodec is

attached by the Internet and knows abouta andb, thena andb are listed asremoteto c.

A node attribute (see Figure 4.2) is a five-tuple that describes a property of a replica node. The

domain IDspecifies the domain a particular property belongs to, or wasdefined in. The domain

ID is a unique identifier across all instantiations or domains of PDR. Theproperty ID uniquely

identifies the node attribute within the domain. The combination of the domain ID and the property

ID uniquely identifies a property across all domains of PDR. The domain ID and the property ID
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Node selection constraint K

〈ID0,φ0()〉
〈ID1,φ1()〉
...
〈IDn,φn()〉

Figure 4.3: A node selection constraintsK.

equal x = v1

not equal x 6= v1

less or equal x≤ v1

greater or equal x≥ v1

in the range v2 ≤ x≤ v1

out of the range x≤ v2 or x≥ v1

Table 4.2: Several examples of constraint functionsφ.

are used to uniquely identify node attributes when they are remapped from one domain into another

domain (see Section 4.9). Theproperty typedefines the type forv1 andv2; v1 andv2 are always the

same type andv2 is optional. The valuesv1 andv2 specify the value of the node attribute;v2 is used

to specify a range of values for a node attribute. The types are listed in Table 4.1.

4.3 Node selection constraints

In PDRnode selection constraintsspecify the criteria by which replica nodes are selected fornew

replication policies and for replacement of failed replicanodes. Anode selection constraint(see

Figure 4.3) is a setK of pairs〈ID,φ()〉 consisting of anID, and a constraint functionφ(). The ID

is a pair〈DID,PRID〉. The constraint functionφ() takes as inputv1 andv2, if v2 exists, and returns

true if v1 andv2 satisfy the constraint. Several examples of the constraintfunction φ() are listed in

Table 4.2.

Determining if a replica nodesatisfiesa node selection constraint is straightforward. Given a

nodex with node attributesCx and a node selection constraintK we say thatx satisfiesK, denoted

Cx ⊆ K, if for all k ∈ K there existsc∈ Cx such that〈DID,PRID〉c = IDk andφk(〈v1,v2〉c) is true.

Similarly, given two node selection constraintsK andK
′, K satisfiesK′, K ⊆ K

′, if for all C , if
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Policy specifier L

〈K0,k0〉
〈K1,k1〉
...
〈Km,km〉

Figure 4.4: A policy specifierL.

C ⊆ K thenC ⊆ K
′.

4.4 Policy specifier

A policy specifierL (see Figure 4.4) is the result of the translation of a highlevel policy by the policy

plug-in. It is a set of pairs,〈K,k〉, consisting of a node selection constraintK and a non-negative

integerk. Given a set of replica nodesN, N satisfies policy specifierL if there is a function that

maps the nodes inN to the tuples inL, such that for each〈K,k〉 ∈ L at leastk nodes satisfyingK

are mapped to it.

4.5 Policy plug-in

The policy plug-in has three primary responsibilities. First, it provides the user interface for users

to create and modify replication policies (see Section 4.6). Second, it maps the highlevel policies

specified by users into a policy specifierL (see Section 4.8). Third, it performs remapping of node

attributes from one domain into another (see Section 4.9).

In most modern operating systems, application plug-ins areusually supported as dynamically

linked libraries that are explicitly loaded by the application; the policy plug-in is a dynamic library

that is loaded by the userlevel portion of PDR on startup. Thename of the policy plug-in is ex-

plicitly specified which allows a single domain to use different plug-ins. The plug-in exports two

functions; thenameof the plug-in is prefixed to the function name. Thename_initfunction, as the

name suggests, initializes the plug-in. At initializationtime the interface to the policy manager (see

Section 3.5 and Figure 3.8) is passed into the plug-in to giveit access to the services provided by

the policy oracle.
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The other function,name_node_desc_rewrite, is used by the policy oracle to remap the node

attributes from a foreign domain to the local domain (see Section 4.9).

4.5.1 Plug-in example

A brief example of a simple plug-in is presented here; the example is based on theptool plug-in (see

Section 4.7.1). The two functions that the plug-in implements areptool_initandptool_node_desc_rewrite.

When PDR loads the plug-in it maps theptool_init andptool_node_desc_rewritefunctions and calls

ptool_init with a reference to the policy oracle. This enables the plug-in to call the policy oracle to

create and modify replication policies.

During initialization the plug-in loads a remapping, or translation, table that theptool_node_desc_rewrite

function uses to remap node attributes; this file is generated by the administrator. The file consists of

a list of four-tuples〈DIDo,PRIDo,PRIDn,cn〉 whereDIDo andPRIDo is the original domain ID and

property ID,PRID)n is the new property ID, andcn is the remapped node attributes. In addition, the

default policy for the root is created if one does not exist. Theptool plug-in establishes a listening

socket so that the command line portion of the tool can communicate with the plug-in.

Theptool_node_desc_rewritefunction takes as input a setC of node attributes. For each entry

c∈ C the function looks up the originalIDc, IDc = 〈DIDo,PRIDo〉. If IDc is in the remapping table

then the corresponding new attributecn is added toC . When the policy oracle discovers a new

replica node from a foreign domain it callsptool_node_desc_rewriteto remap the node’s attributes

from the foreign to the local domain.

4.6 User interface

The user interface for creating, setting, and modifying policies can either be part of the policy plug-

in or a stand alone application that communicates with the plug-in. The decision as to where to

place the interface depends on the operating system and the operating system’s user interface. In

Microsoft Windows there is asystem traywhere icons of constantly running applications, such as

virus checkers or configuration panels, are placed. Thus, inMicrosoft Windows it is appropriate to

include the user interface as part of the plug-in and have it reside in the system tray.

In operating systems where the predominant user interface is command line, any Unix for exam-

ple, it is more appropriate to create a stand alone application that houses the interface than to include
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the user interface in the policy plug-in. If the user interface is included in the policy plug-in then

the user interface would be constantly running since the plug-in is loaded at startup. This is not the

desired mode of operations and does not conform to the user interface of the system. The approach

taken by the example policy plug-in is to create a thread running in the plug-in that listens to a local

socket and then have a standalone application communicate to the policy plug-in via this socket.

Although there is some overhead for packetizing all of the communication between the plug-in and

the user interface it creates a generic solution that enables different user interfaces to use the same

plug-in with potentially different interfaces.

At the present time, to develop a policy plug-in the administrator or the user has to write it in C.

In the future, depending on the platform and operating system it would be possible to use a higher

level language such as Visual Basic, or any language that canbe compiled into a dynamically linked

library.

4.7 Highlevel replication policies

There are many different ways to specify a highlevel policy.How policies are specified greatly

depends on the needs and ability of the users, the operating system, and the user interface. In

general, the interface for specifying replication policies should be consistent with the user interface

of the system and appropriate for the user base. For example,computer savvy users, such as faculty

and grad students in a computer science department, tend to prefer to have more control. Thus,

they could be asked to select the replica nodes for the replication policies, either by node type or

explicitly specifying hosts. Less computer savvy users, would prefer a simpler interface, probably

consisting of a single slider that relates cost to protection level.

Next, two different approaches, or user interfaces, are presented for managing replication poli-

cies. The first is a command line tool calledptool that was implemented as an example plug-in and

interface for PDR. The second is a commercial package offered by Bell Canada.

Theptool utility is used as a running example for the rest of this chapter as a way to demonstrate

the process of transforming a highlevel policy to a policy specifierL. In addition, an example of a

simple user interface consisting of a slider that represents the replication budget is used.



4.8. Translating policies 73

ptool 〈filename〉 [-p t:number:type:staleness factor[:a]] [-f 〈policy file〉]

ptool 〈filename〉 [-p s:host:staleness factor[:a]] [-f 〈policy file〉]

Figure 4.5: ptool command line arguments. Multiple replica nodes are specified by multiple -p
command line options. The:a option specifies that the time is absolute. User can also specify the
policies in a flat text file using the-f option.

4.7.1 ptool

Theptool application is a command line utility to manage replicationpolicies. Users specify repli-

cation policies in two ways. First, users specify a replica node type, the desired number of nodes of

that type, and the staleness factor (see Figure 4.5). Currently the set of replica node types arelocal

workstation, local server, remote workstation, remote server, anddata center. The classes define

the location and the reliability of a replica node. Second, users can explicitly specify a set of hosts

and associated staleness factors.

4.8 Translating policies

A primary responsibility of the policy plug-in is to map highlevel policies into policy specifiers.

The plug-in is not responsible for arriving at the actual setof replica nodes, that is the job of the

node selection algorithm (see Chapter 5). The amount and type of mapping done depends on the

information that the user is required to provide.

There are predominantly two types of conversions or mappings that are performed. The first is

a direct mapping from the information a user supplies tonode selection constraints. For example,

the ptool utility (see Section 4.7.1) requires the user to supply the node type and the number of

nodes of that type. From the node type it is straightforward to extract thelocationand thereliability

properties. Node selection constraints (see Figure 4.6) are directly created from these two properties,

one for thelocationproperty and one for thereliability property.

Each constraint has two entries and each entry has a defined constraint functionφ(). Figure 4.7

shows two such functions for thelocal workstationtype. The first function checks the location and

the second checks the reliability of the node.
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ptool Node selection constraint K

〈〈DID,PRIDlocation〉0,φ0()〉
〈〈DID,PRIDreliability〉1,φ1()〉

Figure 4.6: A node selection constraintK for theptool utility.

0 φ0(v1)
1 IF ( v1 == local )
2 RETURN TRUE
3 ELSE
4 RETURN FALSE

0 φ1(v1)
1 IF ( v1 == workstation)
2 RETURN TRUE
3 ELSE
4 RETURN FALSE

Figure 4.7:ptool φ() node selection constraint functions.

ptool Policy specifier L

〈Klocal workstation,klocal workstation〉
〈Klocal server,klocal server〉
〈Kremote workstation,kremote workstation〉
〈Kremote server,kremote server〉
〈Kdata centre,kdata centre〉

Figure 4.8: A policy specifierL for theptool utility.

Since there are five node types, there can be up to five node selection constraints. Figure 4.8

shows the policy specifierL that theptool plug-in generates. This policy specifier is then used by

the node selection algorithm to generate the lowlevel policy.

The second type of conversion or mapping is an optimization problem that maximizes the pro-

tection level given a budget or minimizes the cost given a desired protection level. For example,
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Policy specifier L

〈Kworkstation,w〉
〈Kserver,s〉

Figure 4.9: A policy specifierL for the slider interface.

consider a user interface that consists of a slider that specifies the amountc a user wants to spend

on replication; the level of replication is directly proportional toc. Assume that there are only two

types of replica nodes, workstationsw and serverss. The cost to replicate to a workstation is two

and the cost to replicate to a server is seven. Furthermore, the reliability of a server is four times

that of a workstation. Given these parameters the optimization problem becomes a simple linear

programming problem.

MAX 4w+s

such that

2w+7s≤ c

4w = s

(4.1)

Once the values forw ands are determined it is straightforward to created the policy specifier

L (see Figure 4.9). The node selection constraints forKworkstationandKserver are the node attributes

for the workstation and server replica nodes respectively.The number of each type of nodes is of

coursew for workstations ands for servers.

In general terms, the optimization problem can be expressedas follows. For each node typei,

i = 1. . .m, let ci be the cost to replicate to node typei and pi be the protection level afforded by

node typei. The protection levelpi is a non-negative integer and protection levels are additive. We

want to chooseni nodes of typei to:

MAX ∑m
i=1 pini

such that

∑m
i=1cini ≤ ctotal

(4.2)

The valuectotal is the budget for the replication policy. It is the responsibility of the administrator to

specify the replication costci and the protection levelpi for each type of node.

One way to determine the costci for each replica node type is to decompose the cost based on
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the node attributes; for example, the cost of the administration, the bandwidth, and the hardware.

A similar approach can be taken to determine the protection level pi for a particular type of replica

node. The level of reliability can be composed of several node attributes and depend on aspects such

as the level of administration, the hardware, and the location.

Another guideline for determiningci andpi is to ensure that Equations 4.3 and 4.4 are satisfied.

Let o j be the number of nodes of typej; o j is a non-negative integer. If the protection levelpi of

node typei can be expressed as a linear combination of other node types:

pi =
m

∑
j=1,i 6= j

p jo j . (4.3)

Then the costci for replicating to node typei should be:

ci ≤
m

∑
j=1,i 6= j

c jo j . (4.4)

If this is not the case, then node typei is too costly for the specified level of protection it provides

and will not be used.

The above two approaches for translating highlevel policies to lowlevel policies are orthogonal

and thus can easily be combined and extended. Imagine an interface that is similar to the one with

the simple slider except that there is also a checkbox, an entry field, and a pull-down list. The

checkbox tells the plug-in to minimize the bandwidth usage and the entry field enables the user to

enter their bandwidth budgetb. The pull-down menu is a list of countries and allows the userto

specify the country in which they would prefer the replica nodes to be located. In this scenario,

the plug-in would create the initial policy specifierL by casting it as an optimization problem and

increase the cost of each node type byb based on its connection. Then for eachK ∈ L the plug-in

adds a constraint toK specifying the preferred country.

In some instances the cost of replication is a function of theupdate frequency of the file. That is,

a file that is modified infrequently can be replicated right after modification to an expensive destina-

tion, but frequently changing files must either be replicated less often or to a less expensive location

to keep the costs the same. That is, cost is a function of the bandwidth used and/or per update

charge. At the present time PDR does not handle cost functions of this type. To handle such cost

functions the system would need to monitor the update frequency, the file size, or both and adjust

the replication policy accordingly. This would not only addcomplexity because of the monitoring,
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but maintaining consistency of replication policies wouldbe much more difficult because they could

change much more quickly (see Section 3.7.2).

Currently only static cost functions can be used. Thus, partof the cost of replication is the

cost of the network connection, rather than the bandwidth used. We also assume that all files are

equally likely to be modified and thus the update frequency depends on thestaleness factor(see

Section 3.2). Hence, if the cost of replication is a functionof the bandwidth used, then a constant

multiplier, based on thestaleness factor, is applied to the cost of replicating to a particular node

type. The above approach is a reasonable simplification but is not completely accurate because as a

file grows older it tends to be accessed less often [76]. A benefit of this approach is that it provides

an upper bound to the cost of replication since the update frequency is dependent on the staleness

factor.

The cost of translating a highlevel policy to a lowlevel policy by casting it as an optimization

problem is not affected by the number of nodes in the system. Instead, the cost is affected by

the number of node types, which is usually small. A well knownalgorithm for solving such opti-

mization problems is thesimplexmethod. Although it performs well in practice, its worst case is

exponential. In 1979 Khachyan showed that these optimization problems can be solved in polyno-

mial time by using theellipsoid method(an interior point method). There are a number of free and

commercial libraries available to solve the above optimization problems1.

4.9 Remapping node attributes

The other responsibilities of the policy plug-in is toremapnode attributes. When a policy oracle

discovers a node, the node’s attributes areremappedbefore it is inserted into the policy oracle’s

node-to-node map. Given a nodea and a nodeb, whena discoversb, a remapsthe node attributes

of b so that they are relative to those ofa’s.

If the discovered node is part of the same domain then the remapping is usually straightforward.

During the initialization of the policy plug-in, the plug-in may read in, or have hard coded, some

remapping information. For example, an installation may consist of two sites connected by a lower

bandwidth connection than the internal network at each siteand each site is considered to be remote

1For a partial list seehttp://www-unix.mcs.anl.gov/otc/Guide/faq/linear-programming-faq.
html#Q2.
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to the other. Thus, ifa is from one site andb is from another site then whena discoversb it changes

b’s locationproperty toremoteandb’s connectionproperty to the external connection. There may

also be some domain specific custom properties that are remapped.

There are no explicit rules in the policy oracle to remap nodeattributes. It is felt that the

administrator of a domain knows best as to which node attributes should be remapped and which

ones should not. A default plug-in could be provided to try tokeep thelocation andconnection

properties relatively correct by computing the latency between the nodes using ICMP packets or

other more complex approaches [26]. In addition, if there are properties that are a straight remapping

from one to the other, then it is possible to have a generic remapper within the plug-in where the

map is specified in a flat text file and read in during initialization.

Remapping node attributes of nodes from different domains is more complicated because there

may be domain specific custom properties that have no remapping. Again the remapping is com-

pletely the responsibility of the policy plug-in. For all default properties the remapping is done as

described in the previous paragraph. For the custom properties, if a remapping exists, the original

custom property is retained and a new property is added. A remapped property is inserted under

the remapper’s domain ID. In this way the original node attributes of the node are maintained. This

is important for two reasons. First, if the remapping changes, it is possible to change the previous

remapping. Second, during the gossiping of node topology orconnectivity only the original node

properties are propagated, allowing for each policy oracleto do its own remapping.
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Topology aware replica node selection

To put it bluntly, we simply do not know yet what we should be talking about,
but that should not worry us, for it just illustrates what was meant by
“intangible goods and uncertain rewards”.

— Edsger Dijkstra, ’The End of Computer Science’

Over the last few years the popularity of peer-to-peer storage systems has increased at a phe-

nomenal rate. Many systems [16, 22, 35, 50, 55] were created primarily to share information, while

other systems [3, 15, 37, 42, 65, 90] were designed to function as deep archival repositories.

In general, with today’s peer-to-peer storage it is possible to protect data at a level that is com-

parable to traditional replication systems but at reduced cost and complexity. Peer-to-peer storage

systems provide the needed flexibility, reliability, and scalability to operate in present day environ-

ments, and handle present day loads.

Most recent peer-to-peer systems [18, 67, 69] select replica nodes using a quasi-random process.

Systems that randomly select nodes assume that the cost of replication and the level of reliability

are uniform across the system. In addition, they assume thatthe failure modes of the nodes are

independent. Although, these assumptions may be true in theideal world and are reasonable for

simulation purposes, they are generally over simplified [43, 89].

To overcome the limitations of random node selection, several systems [1, 12, 20, 73] take

a more systematic approach, selecting replica nodes based on node attributes such as replication

costs, reliability levels, location, and bandwidth. Thesesystems are thus able to effectively place

replicas to maximize the data’s safety while minimizing theoverall cost of replication.

79
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We believe that node selection should not only depend on nodeattributes, but also on the topol-

ogy of the system, because a system’s topology can greatly influence operation. The effect of poor

replica node selection is twofold. First, the safety of datais jeopardized by placing it on poorly

suited nodes. Second, a large number of inter-node connections are created which can greatly in-

crease the cost of recovery. These inter-connections, physical [20] or virtual [12], are created when

a set of replica nodes cooperate to store an object. Each object may potentially create new inter-node

connections. Thus, as the system evolves (nodes fail and arereplaced) and objects are created, every

replica node may become connected to every other replica node, making group communication and

recovery costly.

This chapter presents an algorithm, calledTopSen, that performs replica node selection for a

peer-to-peer storage system.TopSenselects replica nodes for data based on the topology of the sys-

tem and node attributes. The algorithm selects replica nodes that satisfy user specified constraints,

such that the number of new inter-connections between the nodes is minimized. This minimizes the

potential increase in communication necessary to handle a failure. The driving goal ofTopSenis

that the number of nodes affected by a failure of a node shouldbe minimized.

The TopSenalgorithm is executed once the policy specifier is created for a new policy or a

replacement replica node needs to be selected for a failed one. Replication policies enable users to

specify a set of constraints as to when their data is replicated and what type of node stores it. Given

these constraints, theTopSenalgorithm selects replica nodes, using additional constraints, so as to

maintain a good topology.

5.1 Overview

A peer-to-peer storage system consists of a collection of nodes (physical machines) that store data

(files or blocks). Data is replicated or erasure encoded on a number of hosts to ensure its availability

and reliability in the event of node failure. When a new object is created, the system selects a set

of nodes to store the object. When a sufficient number of nodeshave failed, the system selects

replacement replica nodes for the objects on the failed ones, and re-replicates the data.

The number of inter-connections between a node and the othernodes directly impacts the num-

ber of nodes affected when the node fails; a large number of inter-connections implies a large num-

ber of nodes involved in the recovery. If node selection is performed haphazardly then eventually a
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(a) Random (b) TopSen

Figure 5.1: Topology after ten years of simulation of 100 nodes using Random and TopSen replica
node selection algorithms.

single node failure could affect a very large number of nodes.

DHT based peer-to-peer storage systems [18, 69] fix the number of inter-connections by explic-

itly specifying the replica nodes a node replicates to basedon node IDs. Unfortunately, this same

mechanism does not allow these systems to select replica nodes based on node attributes; thus, they

must assume that node reliability and failure modes are uniform across the entire system. Removing

the assumption of uniform node reliability and failure modes results in a system, similar to [1], that

more or less randomly selects replica nodes.

In a peer-to-peer storage system where replica nodes are selected at random (see Figure 5.1a)

the topology after simulating 100 nodes for ten years is suchthat nodes are highly inter-connected.

Thus, a single node failure affects a large number of nodes. In contrast, our approach, shown in

Figure 5.1b, minimizes the inter-node connectivity such that a replica node failure affects only a

small number of nodes.

Thus, the first goal of TopSen is to minimize the number of inter-connections among replica

nodes so that the result is a set of small components. Nodes participating in a replication policy

forms a clique; a component consists of one or more cliques (see Figure 5.1b). The second goal of

TopSen is to balance the load. Otherwise, if all we wanted wasto minimize the number of inter-node
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connections then a clique the size of the maximum policy sizewould suffice.

We achieve the above goals in three ways. First, when selecting nodes to replicate a new file

or to replace a failed replica node TopSen attempts to use nodes that are not connected to any other

nodes (singletons). The selected nodes thus form a small disconnected component, under-utilized

nodes are used, and new inter-connections to existing components are not created.

Second, if no singletons are available then an existing set of nodes is reused if they satisfy the

replication criteria. Although, this imposes additional load on that set of nodes, it does not introduce

any new inter-connections.

Third, TopSen splits apart components when replacing a failed replica node and during peri-

odic topology maintenance. Components are sometimes joined to satisfy replication requirements.

In many instances though, a single nodex joins two or more mostly independent components. The

topology can be improved by splitting these weakly connected components. Thus, if nodex fails and

there are singleton nodes available, then TopSen replacesx with two or more singletons; attaching

each singleton to one independent component. In addition, the topology is periodically examined

and weakly connected components are split. By combining these three methods the algorithm main-

tains a better topology than other simpler approaches as shown in Section 6.2.

5.2 Algorithm

This section describes the TopSen algorithm, which is presented as three separate algorithms. The

first algorithm, presented in Section 5.2.3, is used to select the set of nodes to store a newly created

file. The second algorithm, presented in Section 5.2.4, is used to select a replacement node for

one that has failed. The third algorithm, presented in Section 5.2.5, is used to perform the periodic

maintenance on the topology.

5.2.1 Perspective

The node selection algorithm is presented as an algorithm ona graph. The algorithm descriptions

provide no explicit point of reference or context as to wherethe algorithm is run. In addition, the

amount or quality of the topological information availableto the algorithm is not specified. As

described in Chapter 3, the policy creation portion is run onthe client nodes when a replication

policy is created. The second part of the algorithm that is responsible for selecting replacement
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Figure 5.2: Before and after results of independent node selection.

nodes runs on both the client and the replica nodes. On clientnodes the second part is executed

when a replication policy is modified by a user. On replica nodes the second part is run by the

leader of the replication policy when a failed node is detected and needs to be replaced.

Nodes do not possess a global view of the system topology. Each node’s topology view depends

on the replication policies it is participating in and the gossip information it has received so far.

Node selection is performed independently, thus, given twonodes that are affected by the failure of

the same node, their selection of a replacement node can be significantly different.

For example, Figure 5.2a shows two policies I and II that share a common nodef. If f fails then

the leader nodesa andb for I and II respectively must select a replacement node forf. Depending

on the topology information they possess, they may not select the same node to replacef. In the

scenario where each leader can replace the failed node with an idle replica node (see Figure 5.2b)

then ideally the node selections fora andb should be different since it improves the quality of the

topology by making it one step closer to separating a large component into two or more smaller

components In the scenario where no idle nodes are availablethe replacement node should ideally

be the same fora andb so that components are not further intertwined by the new connections. This

is further explained in Section 5.2.4

As described in Section 3.6.3 the approach taken to propagating updates ensures that all nodes

know about all the other nodes in a component, in particular,they know the node-to-node connec-

tivity and all the policies each node is responsible for. Possessing this knowledge enables a leader

node not only to make intelligent decisions about the policies it controls, but to affect the topology

of the component in beneficial ways. As mentioned, updates that are propagated by gossiping only

contain static node attributes. Thus, before the node selection algorithm is run, the node obtains
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Figure 5.3: Cut vertex

the missing dynamic node attributes from all the nodes for which it does not have complete node

attributes.

5.2.2 Definitions

We use the termvertexto denote a node. Edges (undirected) represent inter-connections between

nodes. The termtopologyT refers to the graph made by the vertices and the edges;|T | refers to

the number of nodes in the system.

The termsingletonis used to denote a node that is storing no data and is not connected to any

other node. We use the termcut vertex(see Figure 5.3) to describe a node that if removed increases

the number of connected components in the graph. A complete graph is created on the nodes in a

replication policy. Every node, that is not a singleton, is part of at least one complete graph. Thus,

a cut vertex must be part of two or more distinct policies.

Let K be anode selection constraintandC anode attributes; see Section 4.2 for full definition.

A policy P (see Figure 5.4) consists of a setN of nodes, apolicy specifierL, and aloadproperty.

Thepolicy specifierL specifies the composition ofP and is defined as a set of pairs,〈K,k〉, con-

sisting of a node selection constraintK and a non-negative integerk for each type of node required.

The load specifies the number of files that use the policy. A set of nodesN satisfies policy specifier

L if there is a function that maps the nodes inN to the tuples inL, such that for each〈K,k〉 ∈ L at

leastk nodes satisfyingK are mapped to it. A policy specifierL satisfies policy specifierL′, denoted

L ⊆ L
′, if every set of nodes that satisfiesL also satisfiesL′. A policy P satisfies policyP ′, denoted

P ⊆ P ′, if LP ⊆ LP ′ .

Two policies specifiersL andL
′ can be combined, denotedL+L

′.

L+L
′ = {〈K,k+k′〉|(〈K,k〉 ∈ L or k = 0) and (〈K,k′〉 ∈ L

′ or k′ = 0)}.
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Replication policy P
file name
policy key
file size
version number
archived policy list
policy specifier L

〈K0,k0〉
...
〈Km,km〉

replica node list N
〈host0,SF0〉
...
〈hostn,SFn〉

load

Figure 5.4: A replication policyP .

Two policiesP andP ′ can be combined, denotedP + P ′, to create a new policyP ′′. NP ′′ =

NP
S

NP ′ andLP ′′ = LP +LP ′.

To compute the difference between two policy specifiers a distance function is defined between

two policy specifiersL andL
′ is:

DL(L,L′) = ∑
K

|kK −k′
K
|,

where

kK =







k if 〈K,k〉 ∈ L

0 otherwise
and k′

K
=







k if 〈K,k〉 ∈ L
′

0 otherwise

5.2.3 Policy creation

The algorithm for creating policies follows the general recipe presented in Section 5.1 and consists

of three phases. The input is a policy specifierL, a set of existing policiesEP , and the topologyT ,

the output is a set of nodes that satisfiesL. As mentioned earlier a node’s knowledge about existing

policies depends on the number of policies it is participating in and the information it has gathered

through gossiped updates. Thus, existing policy knowledge, like the topology, is not uniform across

all the nodes.



86 Chapter 5. Topology aware replica node selection

0 PROC_POLICYCREATE_I( S, L )
1 L

′ = L

2 nodeset= /0
3 FOR EACH s ∈ S
4 FOR EACH l ∈ L

5 IF ( kl > 0 AND C s ⊆ Kl )
6 kl = kl −1
7 ADD s TO nodeset
8 BREAK
9 IF ( kl == 0, ∀ l ∈ L )
10 RETURN 〈TRUE,nodeset〉
11 RETURN 〈FALSE,nodeset〉

Figure 5.5: Phase I of the policy creation algorithm.

Phase I – using singletons

In the first phase (see Figure 5.5) the algorithm attempts to satisfy the policy using only singleton

nodes. The input is a setS of singleton nodes and the policy specifierL. The output is a tuple

consisting of a boolean and a set of nodes. If the set of nodes satisfiesL thenTRUE is returned or

FALSE otherwise. The variablenodesetstores the nodes selected for the policy.

The algorithm iterates through the set of singletons. For each nodes ∈ S the node’s attributes

are compared to the node selection constraint specified inL (line 5). If the node attributesCs of s

satisfies one ofKl , l ∈L, and the required numberkl of nodes of typeKl is not yet reached then that

node is added to the output setnodeset(line 7). If the required number of singletons are not found

then the second phase of the algorithm (see Section 5.2.3) isexecuted.

The complexity of this phase isO(|S| · |L|). In general,|L| tends to be small and constant, less

than ten entries, thus the algorithm is mostly linear in the number of singletons.

This is a greedy solution and although it is linear the phase Ialgorithm may not return the

optimal solution. For example, suppose there are two singleton nodesa andb and two constraints

K0 and K1. Let Ca ⊆ K0, Cb ⊆ K0, andCb ⊆ K1. Then the optimal assignment is nodea for

constraintK0 and nodeb for constraintK1. Depending on the order ofs ∈ Sphase I may not arrive

at the optimal assignment. One possible solution is to useFlow Networkswhich is guaranteed to
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0 PROC_POLICYCREATE_II( EP , L )
1 FOR EACH P ∈ EP
2 IF ( LP ⊆ L )
3 O = MIN_SIZE( Q , P )
4 Q = MIN_LOAD( O , P )
5 loadQ = loadQ +1
6 RETURN Q

Figure 5.6: Phase II of the policy creation algorithm.

arrive at the optimal solution but has a higher complexity interms of runtime and implementation.

This suboptimal selection does not affect the results presented in Section 6.2 because the above

scenario of multiple node types satisfying the same constraint does not occur.

Phase II – reusing policies

If L cannot be satisfied with singletons, the second phase of the algorithm (see Figure 5.6) is exe-

cuted which attempts to satisfyL with an existing policyP . The input is a setEP of existing policies

and the policy specifierL. The output is a reference to an existing policyP .

The idea is to selectP such thatP satisfiesL andP has the smallest number of nodes. The

second constraint is used to balance the load in the system. Otherwise, a large policy could be used

to satisfy both large and small policies causing it to be overloaded while under-utilizing the smaller

policies.

Two functions are definedMIN_SIZE(P ,Q ) andMIN_LOAD(P ,Q ), both of which take two

policies as input. The functionMIN_SIZE(P ,Q ) returns the policy with the smallest number of

nodes. The functionMIN_LOAD(P ,Q ) returns the policy with the smallest load.

Each existing policyP is compared to the policy specifierL (line 2). If P satisfiesL then it

is compared to a previously selected policyQ and the policy with the smallest number of nodes is

selected (line 3). IfP andQ have an equal number of nodes then the policy with the smallest load

is selected (line 4). Once a policy is selected itsload is incremented to reflect the increase in the

amount of data the policy is responsible for. The complexityof this phase isO(|EP |).
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0 PROC_POLICYCREATE_III( S, EP , L )
1 policyset= /0
2 nodeset= PROC_POLICYCREATE_I( S, L )
3 CONVERT_NODESET_TO_POLICY( nodeset, R )
4 nodeset= /0
5 FOR EACH P ∈ EP
6 Q = P +R
7 IF ( LQ ⊆ L )
8 O = MIN_SIZE( O , Q )
9 IF ( O )
10 EXTRACT SELECTED s ∈ NR , ADD TO nodeset
11 RETURN 〈P ,nodeset〉
12 FOR EACH P ∈ EP
13 IF ( DL(L,LP ) < DL(L,LQ ) )
14 Q = P
15 ADD Q TO policyset
16 LOOP
17 FOR EACH P ∈ EP \policyset
18 O = policyset+P
19 Q = O +R
20 IF ( LO ⊆ L )
21 U = MIN_SIZE(U |,O )
22 IF ( LQ ⊆ L )
23 V = MIN_SIZE(V ,Q )
24 IF ( DL(L,LO ) < DL(L,LW ) )
25 W = O
26 IF ( U )
27 RETURN 〈U ,NULL〉
28 IF ( V )
29 EXTRACT SELECTED s ∈ NR , ADD TO nodeset
30 RETURN 〈V ,nodeset〉
31 ADDW TO policyset
32 IF ( EP \policyset= /0 )
33 RETURN 〈NULL,NULL〉

Figure 5.7: Phase III of the policy creation algorithm.

Phase III – combining policies

If no existing policy satisfiesL then the third phase (see Figure 5.7) is executed. To satisfyL the

algorithm first attempts to find the closest matching existing policy and extend it using singletons.
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Second, it attempts to combine several existing policies, and third it attempts a combination of the

two. The input is a setSof singletons, a setEP of existing policies, and the policy specifierL. The

output is a set of existing policies and singletons that satisfy L.

The algorithm presented below is greedy. It always selects the smallest existing policy to com-

bine in the attempt to satisfyL. One drawback of this approach is that it does not guarantee that

the resulting component will have the smallest number of nodes. The optimal selection requires

the examination of all combinations of all components. Thisis impractical because the algorithm

becomes exponential in the number of existing policies and singletons.

First, phase I of the algorithm is used to build a set of nodes that can be used to extend an

existing policy or a combination of existing policies (line2). From this set of nodes a policyR is

created (line 3). The creation ofR provides for an efficient method to compute the contributionof

the extension the singletons provide. Second, the algorithm iterates through all the existing policies

to determine if there exists an existing policyP such that ifP is extended by the singletons it is

going to satisfyL (lines 5-8). If such a policyP exists (lines 9-11) then the singletons that form

the extension toP are extracted from the node setNR in R into the setnodeset(line 10); then the

policy P and the setnodesetof singletons are returned. Otherwise, a policyQ is determined that

partially satisfiesL the best (lines 12-15). That is, the difference betweenLQ andL), is minimized.

This is the starting point for the second part.

In the second part (lines 16-33) the algorithm loops throughthe existing set of policies looking

for three types of combinations. Given the current set of policies,policyset, one, is there an existing

policy P such thatpolicyset+ P satisfiesL (lines 20-21). Two, is there a setSof singletons such

that policyset+ P + S satisfiesL (lines 22-23). Three is thereP ′ = policyset+ P such thatL is

not satisfied butDL(LP ′,L) is minimized (lines 24-25). The selection of the policy is based upon

the same two constraints described in the second phase of thealgorithm. The contribution of the

selected policy during each iteration should contribute the most to satisfying the policy specifierL

and have the fewest nodes necessary to do so.

If there exists a simple combination of policies that satisfies L (lines 28-29) then that set

policysetof policies is returned. Else if there exists a simple combination of policies plus sin-

gletons that satisfiesL (lines 28-30) then that set of policies and singletons are returned. Otherwise,

the policyW , that was chosen (lines 24-25), is added to the setpolicysetof policies and the process
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0 PROC_REPLACENODE_I( n, S, T, K )
1 match= /0
2 components= FindCutVertex( n, T )
3 IF ( |components| == 1 )
4 components= FindAuxilaryCutVertex( n, T )
5 FOR EACH s ∈ S
6 IF ( C s ⊆ K )
7 ADD s TO match
8 IF ( |components| == |match| )
9 BREAK
10 IF ( |match| == 0 )
11 RETURN failure
12 SORT_BY_SIZE( components)
13 FOR EACH c∈ components
14 IF ( |match| > 0 )
15 match= match\m, m ∈ match
16 ReplaceNode( c, n, m )
17 RETURN success

Figure 5.8: Phase I of the replica node replacement algorithm.

starts again. The loop iterates until there are no more existing policies to combine.

The main loop (line 16) iterates|EP | times. For each iteration of the outer loop the inner loop

(line 17) iterates throughEP \policysettimes, orO(|EP |). The overhead of determining if a policy

satisfies a policy specifier is considerably greater than iterating through the singletons to createR .

Thus, the complexity of this phase isO(|EP |2).

5.2.4 Node replacement

The algorithm for selecting a replacement for a failed node also consists of three phases and follows

the general recipe presented in Section 5.1. The input to thethree-phase replacement algorithm is

the failed noden, the node selection constraintK, a set of existing policiesEP , and the topologyT ,

the output is one or more nodes that replace the failed noden.
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Phase I – singleton

In the first phase (see Figure 5.8) the algorithm attempts to replace the failed noden with one or

more singleton nodes; more than one singleton is used ifn is a cut vertex. The benefit of replacing

n with multiple singleton nodes is that the topology is improved by splitting a large component into

several smaller ones.

As stated previously, the goal of TopSen is to maintain a goodtopology by minimizing the

number of inter-node connections so that a failure of a node does not affect a large number other of

nodes. To this end, TopSen attempts to maintain a large number of small disconnected components.

Although large components that have few edges do not explicitly create bad topologies, dealing

with large components adds complexity to the algorithm. Ourapproach allows TopSen to operate

at the granularity of a component verses edges and localize the effects on the topology.

As edges are added a component becomes a complete graph. If components are kept small

then this is not a problem and the algorithm just has to avoid joining components. The size of a

component is a natural repulsion force for adding edges because at some point no more edges can

be added without combining components. This is not the case for large components. Imagine a

topology that consists of a single loosely connected component. In this case the algorithm must

operate at the granularity of edges and be able to calculate the affect of adding an edge on the

topology.

The input to phase I is the failed noden, the connected componentT thatn was part of, a set

Sof singletons, and the node selection constraintK. The output is success if the failed noden was

replaced by one or more singletons. First the algorithm determines if n is a cut vertex (line 2),

if it is not, the algorithm proceeds to find an auxiliary cut vertex n′1 (line 4); the result is one or

more components stored incomponents. To determine ifn is a cut vertex a breadth firstMinimum

Spanning Tree(MST) algorithm is used. Ifn is a cut vertex then multiple components, two or

more, exist oncen is removed. To determine if there exists an auxiliary cut vertex the algorithm

iterates through the nodes in the component, removing each one and running the breadth first MST

algorithm. If multiple components are created then there exists an auxiliary cut vertex. Next, the

algorithm iterates through the available singletons and selects a number of nodes, up to the number

1An auxiliary cut vertexn′ is a vertex such thatn andn′ are part of the same component, and ifn andn′

fail then the component would become disconnected. This is done in anticipation of noden′ failing, so that
whenn′ does fail the component can be split into several smaller components.
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0 PROC( T, EP , K )
1 FOR EACH P ∈ EP
2 U =

S
NP

3 A = T −U
4 FOR EACH a ∈ A
5 IF ( Ca ⊆ K )
6 node= MIN_LOAD( node, a )
7 RETURN node

Figure 5.9: Phase II of the replica node replacement algorithm.

of components, that satisfy the node selection constraintK (lines 5-7). If no singletons are available

the algorithm proceeds to the second phase.

The components are then sorted from largest to smallest in order to split off the largest compo-

nents first; thus maximally reducing the overall size of the components. This is only important when

the number of available singletons is less than the number ofcomponents. For each component,n

is replaced by one of the selected singleton nodes (lines 13-16). When there is only one selected

singleton left, it is used to replacen in the remaining components.

Determining the cut vertex and the auxiliary cut vertex dominates the runtime of this phase. To

determine the cut vertex requiresO(|T|). To determine the auxiliary cut vertex, it is necessary to

iterate through all the nodes inT, removing each one and running the cut vertex algorithm, thus the

complexity isO(|T|2).

Phase II – internal component

When no singletons are available to replace the failed noden an attempt is made to find a replace-

ment node from amongst the nodes in the componentT. To increase utilization and to load balance

the singletons are used first and this step is done second (seeFigure 5.9). Although components

would grow smaller if done in the first phase, the selected node would be responsible for storing

more data, since it is already some storing data, and the singletons, that could replacen and store

no data, would be under utilized.

The input is the failed noden, the connected componentT that n was part of, the setEP of
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0 PROC( G, K )
1 FOR EACH g∈ G
2 FOR EACH r ∈ g
3 IF ( C r ⊆ K )
4 node= MIN_COMPONENT( node, r )
5 RETURN node

Figure 5.10: Phase III of the replica node replacement algorithm.

policies that noden was responsible for, the node selection constraintK. Let NP be the set of nodes

listed in a policyP ∈ EP . The output is the replacement node.

First the nodes that cannot be selected as a replacement forn are determined. These nodes are

easy to categorize as those that are adjacent ton and are determined by taking the union of all the

nodes listed in all of the policies that the noden was responsible for (lines 1-2) and subtracting

it from T (line 3). Next the algorithm iterates throughA and selects nodes that satisfy the node

selection constraintK (lines 4-6). If there are multiple possible selections thenthe node with the

smallestload is selected in order to distribute the load. At worst, this phase has to iterate through

all the nodes inT, thus the complexity of this phase isO(|T|).

Phase III – combining components

The third phase (see Figure 5.10) is executed only when the first two phases have failed to select a

replacement node forn. In this final phase the algorithm joins two components to finda replacement

node forn. The input to the algorithm is the failed noden, a setG of all the components in the

system, and the node selection constraintK. The output is a replacement node forn. This phase

is performed as a last resort because it worsens the topologyby joining components, making them

bigger, and reducing their number; contrary to our initial goals. A functionMIN_COMPONENT is

introduced that given two nodes returns the node that is partof the smaller component.

In this final phase the algorithm iterates through all the nodesr that are listed in the components

g∈G to locate a node that can replacen. To avoid growing the component any larger than necessary,

the node that replacesn is chosen such that it is part of the smallest possible component (line 4).
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0 PROC( S, G )
1 FOR EACH g∈ G
2 FOR EACH r ∈ g
3 components= FindCutVertex( r, g )
4 IF ( |components| > 1 )
5 match= NULL
6 FOR EACH s ∈ S
7 IF ( C s ⊆ Kr )
8 ADD s TO match
9 IF ( |match| > 0 )
10 SORT( components)
11 FOR EACH c∈ components
12 IF ( |match| > 0 )
13 match= match\m, m ∈ match
14 ReplaceNode( c, r, m )
15 RETURN success
16 RETURN success

Figure 5.11: Periodic maintenance algorithm.

The complexity of this phase isO(|T |) since it iterates through all of the nodes in the system.

5.2.5 Periodic maintenance

In addition to selecting replica nodes for policies and finding replacement nodes, an algorithm (see

Figure 5.11) is provided to perform periodic maintenance toimprove the topology. This algorithm

is similar in nature to the first phase of the algorithm presented in Section 5.2.4 which selects

replacement nodes. The algorithm finds cut vertices and splits components into smaller components.

The input to the algorithm is a setSof singletons and a setG of components.

The algorithm iterates through the nodesr in all of the componentsg∈ G to find a cut vertexv.

Once a cut vertex is found, the algorithm iterates through the singletons to see if there is at least one

singletons that satisfies the node selection constraint ofv. One singleton is sufficient since at least

one component changes from usingv to s and the others can continue to usev. Once the singletons

are selected the process of component splitting is performed, similar as in the first phase of the

replica node selection algorithm (see Section 5.2.4). The complexity for this part isO(|T | · |r|).
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Evaluation

The wonderful thing about standards is that there are so many to choose from.

— unknown

The evaluation of PDR attempts to demonstrate that the overhead of the system is reasonable,

that the system is scalable, and that there is a benefit to using PDR. To show that the overhead added

by PDR is reasonable, micro-benchmarks of the common file system calls are used (see Section 6.1).

In addition, two common tasks are performed, untarring and compiling, to demonstrate that normal

file system usage is not hindered by PDR.

First, system scalability is demonstrated by evaluating the node selection and topology mainte-

nance algorithms in Section 6.2. Next, the cost of replication and failure recovery is evaluated in

terms of the communication costs, i.e., the number of messages, in Section 6.3. Micro-benchmarks

are not used to evaluate these costs for several reasons. First, both replication and failure recov-

ery are handled off the critical path and thus they do not directly add any latency to file system

operations. Second, the incurred overhead depends on a number of factors, such as the network

bandwidth, the workload of the replica nodes, and any other factors that are dependent on the op-

erating environment rather than the implementation. Thus,an evaluation metric is needed that is

invariant to these factors and just focuses on the implementation. The communication costs, the

number of messages, is just such a metric. It is invariant to factors such as the network bandwidth

and the workload of the replica nodes, and focuses on the algorithms used to perform replication

and failure recovery. This metric is only dependent on the number of nodes that are participating

in the operation. Thus, not only can the overhead be evaluated, but also the scalability of these

95
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Operation PDR EXT3
(µs) (µs)

statfs 283.0 243.6

creat 602.5 186.9
open (truncate) 200.6 36.0
open (append) 119.8 5.2
open (read only) 118.9 4.8
close 90.8 1.8
mkdir 511.0 215.5
rmdir 528.8 50.4
remove 690.7 55.5
rename 1601.5 304.5

Table 6.1: Micro-benchmarks forstatfs, creat, open, close, mkdir, rmdir, remove, andrename
file system calls.

operations with respect to system size.

Finally, in Section 6.4 the applicability of PDR is discussed. A qualitative analysis is performed

on file system traces and on several usage scenarios to determine the savings that PDR can provide

compared to traditional backup approaches.

6.1 Micro-benchmarks

A combination of micro-benchmarks and real-world tasks areused to demonstrate that the overhead

of PDR is reasonable. The micro-benchmarks are acquired on aPentium III PC running at 650MHz

with 512MB of memory. The machine was running Linux with kernel version 2.6.9. All numbers

reported as the median of 1000 trials on an otherwise unloaded machine.

PDR is compared to the standard Linux in-kernel EXT3 file system. Table 6.1 presents mea-

surements for the basic file system operations. Thestatfs operation is the simplest operation in

PDR which just callsstatfs and returns the information. This operation is used to determine the

overhead of using an in-kernel redirector and performing anupcall for most file system operations;

there is about a 40µscost for this context switch. All operations exceptstatfs andclose implic-

itly perform alookup operation. Thelookup operation consists of an upcall that performs astat

on the file or directory being looked up. Thus for most operations there is an additional cost of an

upcall plus the cost of astat, 3.2µs, for a total of about 43µs.
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Most file system calls require that metadata be modified in PDR. For operations such ascreat,

mkdir, andrename there is an additional 33µs overhead for creating a directory entry. Directory

entries are stored in flat files containingdirent structures. The Coda [36, 77] redirector accesses

these entries by requesting an open file descriptor to this file. For operations such asremove,

rmdir, andrename there is an additional 280.5µsoverhead for deleting a directory entry.

File system calls such ascreat, mkdir, remove, rmdir, andrename add and delete entries

in the policy oracle database. An add or delete operation takes about 22725µs; the database is

configured to be transactional for consistency purposes, which requires the transaction log to be

continuously flushed to disk. The majority of the work is considered to be house-cleaning, and is

performed by a different thread and after PDR has replied to the redirector and thus does not affect

the latency of operations (see Table 6.1).

To determine the impact of PDR on normal file system usage two additional measurements are

done. First, the source for the Linux kernel which is 227MB ofsource in 17500 files is untarred.

The newly created files were scheduled to be replicated in thefuture, no replication occurred during

the untarring process. Second, the PDR system which consists of 530KB of source in 70 files is

compiled. Both measurements were done with a cold cache. Thetar file of the Linux kernel source

is compressed using thebzip2compression algorithm and utility. Untarring the Linux Kernel while

simultaneously decompressing the archive1 took 76s. If the archive is decompressed before hand

then just the untarring process took 17s. On PDR decompressing and untarring took 104s and just

untarring took 41s. Tar is a file system intensive task; especially when creating a large number of

small files. The factor of 2.41 slow down is attributed tocreat being about three times slower,

close being slower because it creates and inserts a replicate message for the replicator, and the

smaller file system throughput. The EXT3 file system, mountedwith standard options, does not use

synchronous writes, thus the cost of performing the physical write is not felt during the untarring

process. Notice that decompression adds a sufficient amountof overhead to mask the majority of

the overhead introduced by PDR; a slow down of 1.36 is seen when untarring and decompressing

is done simultaneously. Compiling PDR took 40.6s on PDR and 40s on the local file system.

Compiling is not a file system intensive task, and thus PDR is on par with the local file system.

1bzcat linux-2.6.9.tar.bz | tar -xf -
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6.1.1 Redirector overhead

The overhead introduced by the redirector can be mitigated by using a redirector that performs more

of the work in the kernel. Currently, the redirector acts like a detour and PDR performs the bulk of

the work for file system calls, and returns the result of the operation to the redirector. If file system

operations were entirely performed in the kernel and PDR wassimply informed of their occurrence,

then a significant amount of the overhead would be eliminated; that is, the redirector should behave

like a tee.

Using the Coda redirector is sufficient for the PDR prototypebut it is not the ideal solution.

The benefit of using the Coda redirector is that it is already written, debugged, and tested. The

disadvantage is that it is considerably heavier than neededby PDR. An alternate but similar approach

is to use a loop-back NFS server as many other research systems do. In this scenario the client is

the standard NFS client that communicates to a userlevel NFSserver whose backend is PDR. The

problem with this approach is that NFS is stateless and thus has no explicit notion ofopen or close;

PDR needs to be informed ofclose calls in order to operate efficiently and correctly.

Coda is too heavy because most file system calls, all exceptread andwrite, are intercepted

and must be handled at userlevel. Although this is not detrimental it does add additional overhead

and latency to all file system operations. Ideally, the redirector should only intercept four file system

calls. Theclose call should only be intercepted when a file is created or modified; that is, theclose

call should not be intercepted for a file that is opened for reading. Theremove and thermdir calls

should be intercepted when a file or a directory is deleted. The rename call should be intercepted

when a file or a directory is renamed.

6.2 Replica node selection

Simulation is used to evaluate the policy creation and replica node selection algorithms presented in

Chapter 5. The objective is to evaluate the effectiveness ofthe algorithm in maintaining the topology

as the system evolves over time; i.e., nodes fail, new nodes arrive, and new replication policies are

created. The evaluation shows that the algorithm performs better than simple naive approaches, that

it is scalable, that the algorithm is insensitive to the rateof policy creation, and that it is insensitive

to the size of the system.
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6.2.1 Simulation

A simple discrete event simulator is used to perform the simulations. There are four events that are

generated in the simulation: node failure, new node insertion, policy creation, and periodic main-

tenance. There are several different classes of nodes. The simulation assumes that nodes of the

same class are independent, have similar failure modes, andthat their lifetimes are exponentially

distributed; different classes have different failure modes and different expected lifetimes: for cer-

tain peer-to-peer systems this assumption has been shown tobe valid [9]. Although not perfect, the

assumption of exponentially distributed lifetimes represents a valid approximation, especially given

that the subject of interest is the evolution of the system rather than specific events.

The probability of a node failure during a period of lengthτ is 1− e−µτ, where 1/µ is the

expected lifetime of a node. In the simulation there are two classes of nodes having an expected

lifetime of 100 and 300 days; higher expected lifetimes translate to more reliable nodes. A study

done by Bolosky et al. [11] showed that in a large organization, such as Microsoft Research, the

average uptime of a workstation is approximately 300 days. Periods of 100 and 300 days are chosen

because a high frequency of events provides for a better evaluation of the evolution of the system,

which is the predominant point of interest. Although the lifetimes may seem short, they roughly

correspond to the upgrade pattern in the department of Computer Science at the University of British

Columbia where a machine is upgraded a couple times a year andit is wiped before doing the

upgrade.

A similar distribution is used for policy creation with 1/µ being varied between one and 120

days. The number of policies created at each policy creationevent varied uniformly between one

and five. A file system trace is not used to simulate policy creation because the pattern of policy

creation does not affect the system and is not a point of interest. Thus, it is sufficient to use a

synthetic trace to evaluate the evolution of the system and how the rate of policy creation affects the

system.

Each policy specifies that data be stored on three to seven lowreliability (100 days) nodes and

one to four high reliability (300 days) nodes. Although Starfish [20] showed that three replica nodes

are sufficient, it also assumes that at least two of the three replica nodes are tightly coupled to the

primary. We do not make this assumption and thus we increase the number of replica nodes to

achieve the same or a greater level of protection.
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After each event the state of the topology is recorded. Specifically, the total number of nodes,

the number of components, and the number of singletons in thesystem are computed. In addition,

the minimum, the average, and the maximum node degrees are computed; the same statistics are

computed for the number of cliques a node is a member of. This information is then used to compute

the quality of the topology.

6.2.2 Metrics

The evaluation of the system topology is based on three metrics: the average node degree, the

average number of cliques a node is a member of, and the numberof components in the system.

The node degree is equivalent to the vertex degree. The degreed of a nodea is the number of nodes

it is linked to, and represents the overhead, in terms of the number of nodes affected ifa fails and the

number of messages,O(d), necessary to perform the recovery. The smaller the degree,the fewer

nodes affected by the failure ofa. This metric measures the effectiveness of both the policy creation

and the replica node selection algorithms.

The number of cliques a nodes is a member of is representativeof its virtual load. A node that is

a member of a large number of cliques is responsible for a larger amount of data and must interact

with a potentially larger number of nodes to keep the data safe. Thus, the goal is to maintain the

average number of cliques a node is a member of small, and ensure that the policies are distributed

across all the nodes. A node that is responsible for many reused policies must still manage more

data, but does not incur more overhead with respect to policymanagement, since two identical

policies are managed as one policy that simply encompasses more data. This metric predominantly

measures the effectiveness of the policy creation algorithm since the majority of the load on a node

is instantiated when a policy is created.

The last metric is the number of components in the system (a component is a disconnected

subgraph of the graph created by the system topology). This metric is an overall measure of how

well the policy creation and the replica node selection algorithms are performing together. When

the number of components is large then the individual components are relatively small, the node

degrees are small, and a failure does not affect a large number of nodes. In addition, the majority of

nodes are participating in replicating data. A smaller number of components means that either only

a few nodes are participating in policies, and thus some nodes are heavily loaded while others are



6.2. Replica node selection 101

 0

 10

 20

 30

 40

 50

 60

 70

 80

 90

 100

 0  2  4  6  8  10

N
od

e 
de

gr
ee

Time (years)

Random
Least

TopSen

Figure 6.1: Comparison of TopSen, Random, and Least: Node degree verses Time in years.

idle, or the components are large, the number of inter-connections between nodes is large, and thus

a node failure may affect a large number of nodes.

In Section 5.2 two algorithms were presented, one for policycreation and one for replica node

selection. Unless explicitly mentioned otherwise, they are evaluated as a single entity.

6.2.3 The three algorithms

As part of the evaluation of the TopSen algorithm it was compared to two other algorithms,Random

andLeast. TheRandomalgorithm selects a random node of the same type when replacing a failed

node and selects the nodes at random when creating a policy. TheLeastalgorithm selects a node

of the same type that has the smallest node degree to replace afailed node, and selects the nodes

with the smallest degrees when creating a new policy, and if there is a tie, the node with the smallest

number of policies is selected. The simulation consists of 1000 nodes, over a ten year period, and

initially stores 100 policies. The initial number of policies may seem low but this is necessary to

demonstrate the decline of the number of components in Figure 6.3. If the initial number of policies

is increased then the initial starting point for theRandomandLeastalgorithms becomes a single

component, and thus a decrease in the number of components cannot be observed.
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Figure 6.1 presents the average node degree for the three algorithms. The light-gray region

denotes the optimal range, defined by[|P |min, |P |max], for the average node degree which occurs

when the number of nodes in a component equals to the number ofnodes listed in a policy. Of the

three algorithms, the TopSen algorithm maintains the lowest, the most consistent, and uniform node

degree throughout the simulation. In both the Random and theLeast algorithms the node degree

increases over time. After a few years the average node degree is about ten times higher for the

Random algorithm and three to four times higher for the Leastalgorithm. That is, compared to the

TopSen algorithm, ten times as many nodes are affected by a node failure with Random selection,

and three to four times as many nodes are affected by a node failure with Least selection. Both

Random and Least algorithms create topologies with higher average node degrees because they

do not attempt to reduce the number of inter-connections made when replacing failed nodes. The

reason the Random algorithm has the highest node degree is that when a node is added to a policy,

its node degree increases by the size of the policy. Thus, selecting a node at random, and adding

it to a policy, increases the node’s degree (on average) by the average size of a policy. And this

increases the average node degree much more than selecting alow degree node (Least) or a node

with the majority of the inter-connections already in place(TopSen) and inserting it into an average

sized policy.

Figure 6.2 shows the average number of cliques a node is a member of for the three algo-

rithms. The TopSen algorithm performs best since it tries tooverlap and reuse existing policies

as much as possible. Thus, the number of completely new policies, with new inter-connections,

created is significantly less than that of the Random and the Least algorithms. The Random and

the Least algorithms create unique new policies significantly more often because they do not take

into consideration the underlying topology. In addition, the TopSen algorithm has the ability to split

components thus further reducing the node degree and the node membership in cliques.

Figure 6.3 presents the number of components, on a log-scale, in the system for the three algo-

rithms. The light-gray regions denote the optimal range, defined by
[

|T |
|P |min

, |T |
|P |max

]

, for the number

of components which occurs when the number of nodes in a component equals to the number of

nodes listed in a policy. The TopSen algorithm does significantly better than the Random or the

Least algorithm. Whereas with the Random and the Least algorithms the number of components

quickly drops down to one or two, the TopSen algorithm maintains the number of components at
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Figure 6.2: Comparison of TopSen, Random, and Least: Node membership in cliques verses Time
in years.
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Figure 6.3: Comparison of TopSen, Random, and Least: Numberof components verses Time in
years.

a relatively constant level; the discontinuity for the Least algorithm is due to the steepness of the

curve and the data smoothing function, there is always at least one component. This result is in-
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Figure 6.4: Scalability with constant load: Node degree verses Time in years for 100, 1k, and 10k
node simulations.

line with the other two metrics and confirms that the TopSen algorithm is maintaining the topology

better than the Random or the Least approach, with the resultof having many small disconnected

components.

6.2.4 Scalability

The scalability of TopSen is compared to the Random and the Least algorithm by performing sim-

ulation runs of 100, 1k, and 10k nodes, for a ten year period, with an initial policy load of 10, 100,

and 1k policies respectively. Two sets of simulation runs were performed. In the first set the system

load, the policy creation frequency, was kept constant for all three system sizes. In the second set

the system load was scaled proportionally to the system size. That is, the policy creation frequency

for the 10k node system is ten times higher than for the 1k nodesystem. Please note that there is

no data for the Least and Random algorithms for the 10k node, proportional load, simulation; this

is due to the unreasonably long (∼ 30 day) runtime.

Figure 6.4 demonstrates that the TopSen algorithm scales considerably better than the Random

algorithm and noticeably better than the Least algorithm with respect to the node degree. For all

100, 1k, and 10k node simulation runs the node degree is low, about six, and constant. The TopSen
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algorithm is not affected by the number of nodes in the systemsince its focus is strictly at the

topology and component level. No matter how many nodes are available it always selects a node

that induces the fewest number of new inter-connections in the system. The Least algorithm is the

next best performer. It maintains the node degree relatively constant but it is about three to five times

higher than that of the TopSen algorithm. Since the Least algorithm uniformly spreads the policy

load by always selecting a node with the smallest node degree, the performance of the algorithm

slightly improves as system size increases because there isa larger selection of replica nodes. The

Random algorithm performs the worst since it pays no attention to the node degree or the topology.

Scaling the system load, policy creation frequency, proportionally to the system size further

demonstrates the scalability of TopSen (see Figure 6.5). TopSen is completely unaffected while the

node degree for both the Random and the Least algorithms increases as the system size and load

increases. On average, if the system grows by a factor ofx then the node degree increases by a

factor of 1
2x.

For the Random and the Least algorithms the node degree and the number of cliques a node is a

member of is directly affected by the number of nodes in the system and the rate of policy creation

(see Figure 6.6 and Figure 6.7). If the number of nodes in the system is small and the policy creation
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Figure 6.6: Scalability with constant load: Node membership in cliques verses Time in years for
100, 1k, and 10k node simulations.

 0

 100

 200

 300

 400

 500

 600

 0  1  2  3  4  5  6  7  8  9  10

N
um

be
r 

of
 c

liq
ue

s 
(p

er
 n

od
e)

Time (years)

Random 100
Random 1k

Least 100
Least 1k

TopSen 100
TopSen 1k

TopSen 10k

Figure 6.7: Scalability with proportional load: Node membership in cliques verses Time in years
for 100, 1k, and 10k node simulations.

rate is high then both the node degree and the number of cliques a node is a member of is also large.

This is due to the Random and the Least algorithms being insensitive to the underlying topology.
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In Section 6.2.5 the affect of policy creation rate on the system topology is discussed. The TopSen

algorithm is sensitive to the system topology and attempts to overlay and reuse existing policy

definitions as much as possible. Thus, TopSen is practicallyinsensitive to the number of nodes in

the system and the policy creation rate.

The scalability advantages of TopSen are most clearly seen when looking at the number of

components in the system. TopSen maintains the number of components relatively constant and

higher than the Random and the Least algorithms (see Figure 6.8). For the TopSen algorithm the

average number of components is about an order of magnitude less than the number of nodes in the

system. In the Random and the Least algorithms the number of components drops to just a couple,

irrespective of the number of nodes in the system. Again, theTopSen algorithm’s superiority comes

from being sensitive to the topology and avoiding the creation of new inter-connections between

nodes.

6.2.5 Policy creation

Next, how the rate of policy creation affects the policy creation and replica node selection algorithms

is examined. The rate of policy creation is varied from 120 days to seven days between policy
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Figure 6.9: Policy creation frequency: Node degree verses policy creation period in days.

creation events. For each frequency a simulation run is performed with 1000 nodes for a period of

ten years.

Policy creation frequency does not have a significant affecton the topology when the TopSen

algorithm is used for replica node selection compared to theRandom or the Least algorithms. Under

the TopSen algorithm the average node degree varied slightly (see Figure 6.9). Under Random and

less so under Least as the frequency of policy creation increases the node degree starts increasing

almost exponentially. With Random and Least there is a high probability that every new policy

creates additional inter-connections. Thus as the rate increases so does the node degree. TopSen

strives to reuse connections, and succeeds, thus the node degree stays relatively level.

As with the node degree, the average number of cliques a node is a member of is maintained

relatively constant with TopSen. Under Random and Least theaverage number of cliques a node

is a member of grows almost exponentially with the increase of the policy creation frequency (see

Figure 6.10). Under TopSen the rate at which the clique membership increases on a node approx-

imately doubled, from 0.74 to 1.21 per year, the increase is still small given that the frequency of

policy creation increased by two orders of magnitude.

The average number of components in the system were unaffected by the policy creation fre-

quency under TopSen (See Figure 6.11). This is due to TopSen reusing existing policies and mini-
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in days.
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days.

mizing creating new inter-connections. The Least algorithm is considerably more affected in terms

of average number of components as evident from the graph. The average number of components
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Figure 6.12: Benefits of splitting: Node degree verses repair period in days.

slowly declines as the policy creation frequency increases. Random seems to be unaffected but that

is because the average number of components quickly converges to one and stays there.

6.2.6 Splitting and Periodic maintenance

This section evaluates the benefits of splitting components. Splitting is attempted when a node has

failed and is a cut vertex and during periodic maintenance when a cut vertex is encountered. To

aid the evaluation and comparison a baseline is provided forall of the results. The baseline is the

TopSen algorithm that performs no component splitting whena node fails and performs no periodic

maintenance. For each metric two versions of the TopSen algorithm are run. The first is the regular

TopSen algorithm and the second performs no component splitting when a node fails. The frequency

of the periodic maintenance is varied between daily and 60 days. Each simulation run was for 1000

nodes over a ten year period with an initial policy load of 100policies.

The average node degree (see Figure 6.12) is not significantly affected by either type of splitting

unless the periodic maintenance is performed on a daily basis. Performing periodic maintenance on

a daily basis is not practical because a significant amount ofbandwidth is necessary to re-replicate

a node. Performing component splitting when a node fails andperforming periodic maintenance on
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Figure 6.13: Benefits of splitting: Node membership in cliques verses repair period in days.

a weekly or bi-weekly basis does reduce the node degree to some extent but not significantly.

The average number of cliques a node is a member of (see Figure6.13) behaves in a similar

fashion to the average node degree. Employing both types of splitting shows a small but consistent

improvement over not using component splitting for a failednode.

The benefits of component splitting and periodic maintenance are much more evident when

looking at the average number of components in the system. Performing periodic maintenance on a

daily basis provides a 45% improvement in the number of components, which is unfeasible as men-

tioned above. Performing periodic maintenance on a weekly basis provides a 13% improvement in

the number of components, which is still significant. As the frequency of the periodic maintenance

decreases, the contribution of the component splitting when a node fails becomes more evident. In

fact, without the component splitting the periodic maintenance becomes very quickly ineffective.

In addition, the frequency at which benefits are seen from theperiodic maintenance is dependent on

the expected lifetimes of the nodes. The longer the lifetimethe smaller the frequency necessary to

see benefits from periodic maintenance.
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Figure 6.14: Benefits of splitting: Number of components verses repair period in days.

6.2.7 Comparison to DHTs

In peer-to-peer systems that are based on distributed hash tables (DHT), such as Past [69, 68], the

topology is such that the node degree is uniform across all the nodes in the system. Replica node

selection is solely based on node IDs. Given a node with IDi, the IDs of the corresponding replica

nodes are then closest toi (see Figure 6.15a); the IDs of the replica nodes are also bigger thani.

Given this replica selection process each node in the systemhas a maximum node degree of 2n−2,

wheren is the number of replica nodes (see Figure 6.15b). With TopSen the average node degree is

n, wheren is the number of replica nodes.

Although the above replica node selection process creates good topologies, where a replica node

affects at most 2n−3 other replica nodes if it fails, it does not permit the selection of replica nodes

based on node attributes. To enable the system to select replica nodes based on node attributes the

original selection process is modified to be then replica nodes with node IDs closest toi and that

have the desired node attributes. Given this modification tothe selection process the maximum node

degree is no longer bounded by 2n−2. For example, a system has two types of replica nodesc and

r, and all policies must have one node of typer. In this case, all node of typec that are between

nodesr i andr j rely on noder j and raise the node degree beyond 2n−2 (see Figure 6.15c).
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A greater problem with the above modification is that some replica nodes become heavily loaded

while others are under-used. This is most likely to happen when two nodes of a rare type are adjacent

in the node ID space; i.e., there are no nodes between them. Using the policy just described above,

assume that two nodes of typer have adjacent node IDsj andk, i.e., nodesr j andrk in Figure 6.15c.

In this case, all nodes of typec that are between nodesr i andr j will use r j to satisfy the policy. If

the number of nodes is large then the noder j is going to be heavily loaded and a potential hotspot if

it fails. The noderk is not going to be used and it will only be responsible for a single policy. This

type of load imbalance does not occur with TopSen because nodes that are similar and nearby are

equally used and selected based on their workload. The probability of an imbalance and its severity

depends on the distribution of node types.

To remove the above problem the modified DHT replica node selection process has to be mod-

ified again such that the first node of the desired type is not immediately selected. Instead, several

nodes should be considered and the node with the least load should be chosen. This selection al-

gorithm is just a special case of theLeastalgorithm used to compare against TopSen. Thus, the

expected performance of this algorithm is similar to that oftheLeastalgorithm.

6.3 Communication costs

To partly demonstrate the scalability of PDR, the number of inter-node messages required to com-

plete common tasks in the system, such as replicating data, disseminating policy information, and
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handling failure is analyzed. For normal PDR operations thefour operations that induce a non-trivial

number of messages are propagating updates, the heartbeat mechanism, creation of a new replica-

tion policy, and the modification of an existing policy. During failure operations, the recovery of the

failed node is the main inducer of inter-node messages.

6.3.1 Propagating updates

The most common message that is sent, apart from a heartbeat message, is a store request from a

client node to a replica node. The number of store requests made per file modification is proportional

to the number of nodes in the file’s replication policy. Storerequests differ from most of the other

messages; while the size of other messages is at most severalkilobytes, the size of store requests can

range on the order of megabytes because they contain the modified file in its entirety. Thus, under

normal operations, the amount of data sent isp times the size of the file, wherep is the number of

nodes in the policy.

The frequency of an store message for a particular replica node in a policy is governed by how

often the associated file is modified and the staleness factorfor the node. If the file is constantly

being updated then the maximum frequency that an update is sent to that replica node is the staleness

factor.

6.3.2 Heartbeat mechanism

The number of heartbeat messages sent is dependent upon the size and topology of the system. Let

the topology of the system be represented as a graphG. The vertices are the replica nodes and the

edges are the inter-connections between nodes; replication policies create these inter-connections.

In particular, a replication policy creates a clique inG.

Let N andM be cliques inG and letn= |N| andm= |M|. If N is a disconnected component then

the number of heartbeat messages contributed by that component is n·(n−1)
2 , which is approximately

n2.

Now, a number of edges betweenN andM are introduced. This induces additional heartbeat

messages which depends on the number of edges introduced. The total number of messages is

bound from the bottom when there are no edges, and from the topwhenN andM form a clique.
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Thus:

n2 +m2 ≤ t ≤ (n+m)2, (6.1)

wheret is the number of messages. Lete be the number of edges betweenN andM. Then total

number of heartbeat messages in a component is:

t = n2 +m2+e. (6.2)

In general the number of heartbeat messages is equal to the number of edges in the graph. This is an

upper bound on the number of heartbeat messages per heartbeat interval assuming that all the nodes

in a component have the same interval. Replica nodes that areparticipating in the same policy have

the same heartbeat interval but not necessarily if they are just part of the same component.

Given a setO of connected cliques,O0 . . .Or , leto0 . . .or be their respective sizes, to compute the

total number of heartbeat messages all that is necessary is to sum the number of heartbeat messages

generated within each clique and the number of edges betweeneach pair of cliques. Thust is:

t =
r

∑
i

o2
i +

r

∑
∀i, j=0,i 6= j

ei, j . (6.3)

The node selection algorithms in PDR strives to maintain small disconnected components. The

average size of a component is that of the average number of nodes in a policy. Thus, by Equation 6.3

the average number of messages in a component is going to be about the square of the average

number of nodes in a policy; the upper bound isp2

2 messages when the component is a complete

graph.

6.3.3 New policy creation

The next most common message is to set a new policy or to changean existing policy. To set a

new policy requires at most 3p messages, wherep is the number of replica nodes in the policy. The

policy oracle, which creates the policy, requests updates from each of the replica nodes that has been

selected for the policy, resulting inp messages being sent. Each of the nodes responds, resulting in

anotherp messages. Finally, the policy oracle sends out the new policy to each of the participating

nodes resulting in a finalp messages. If the policy oracle believes that it has up-to-date information

about some of the participating nodes, then a fraction of thefirst 2p messages can be avoided.
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6.3.4 Policy Update

Let po be the number of nodes in the original policy and letpc be the number of nodes in the changed

policy. To change a policy requires at most 3pc + po. As before, up to 2pc messages are needed

to retrieve current replica node information from the new replica nodes andpc policy updates must

be sent. However, the old nodes in the policy must also be notified, of which there are at mostpo

nodes.

6.3.5 Failure messages

To restore a failed replica node requires the largest numberof messages. When a node detects

that a replica node has failed, it notifies the leaders of the policies in which the failed node was

participating. If the TopSen algorithm is used for node selection then on average a leader node

would receivep messages wherep is the size of the average policy. On the other hand, if the

Random algorithm is used, then it is possible that a node is connected to every other node and the

leader would then receive a message from every node in the system. If a component is a clique

of size p, there arep or more policies, and every node is a leader of one of thep policies and

participates in all of thep policies then every node sends and receivesp messages.

Once the leader selects the replacement it informs the othernodes of the selection. This is

anotherp messages that are sent and received. The upper-bound on the number of messages sent

and received to inform nodes of a failed node and of its replacement is 2p2.

The selected replacement node then must pull the file data from the other replica nodes. In

this step the number of messages equals to the number of files that have to be pulled and their size

depends on the size of the files.

Other failure scenarios, such as the failure of a leader node, are similar in cost to the failure of a

non-leader replica node. The predominant cost are the notification messages and the re-replication

requests. These other failure scenarios add a small and constant number of messages (a dozen

messages or so) to the general recovery procedure.
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Operation Number of messages

Store request p

Heartbeat messages c2

2
New policy creation 3p
Policy update 3pn + po

Failure messages 2c2

Table 6.2: Number of inter-node messages needed for a given operation in PDR.

6.3.6 Summary

Table 6.2 summarizes the number of inter-node messages necessary to perform some of the major

operations in PDR. The number of messages are presented in terms of either policy or component

size; p represents the number of nodes in a policy andc represents the number of nodes in a com-

ponent. In Section 6.2 it was shown thatp≈ c. For operations such as the store request, new policy

creation, and policy update the number of messages necessary to perform the operation is specified

exactly in terms of policy size. For operations such as heartbeat messages and failure messages

the number of messages necessary to perform the operation isgiven as an upper bound in terms of

component size. The number depends on the connectivity of the component with the upper bound

being attained when the component is a complete graph, everynode is a leader in a policy, and every

other node is participating in all the other policies.

6.4 Applicability

This section presents two case studies that demonstrate theapplicability of PDR. The first is from

the Department of Computer Science at the University of British Columbia and the second is from

Silicon Chalk [14].

6.4.1 Department of Computer Science, UBC

To determine the potential savings that PDR could provide, file system traces for nine users were

gathered and analyzed over a period of a month, September 2003, in the Department of Computer

Science at the University of British Columbia. For each participant a script was executed once a day

that scoured their home directory searching for files that were modified in the previous 24 hours.
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Participants were selected from graduate student, faculty, and technical staff population in the

department. A large number of graduate students, faculty, and technical staff were asked to partic-

ipate and those that agreed were selected as the participants. Administration staff were not asked

to participate because they tend not to be heavy users of the department’s unified file system. This

segment of users was selected because they create and use a wide range of file types and sizes. In

addition, their usage patterns are such that they tend to create large amounts of easily recreateable

data, e.g. object files, and thus would best demonstrate the effectiveness of PDR.

Two replication policies were created. The first replication policy is equivalent to traditional

backup procedures, where data is replicated to the server room once every 24 hours; the replication

policy replicates only important files. The files deemed unimportant are the web browser cache

directory, object files, and auxiliary files generated by applications such as Latex (i.e., .o, .aux, etc.).

The second replication policy is similar to the first, exceptthat in addition, important files, e.g.,

Latex and Word source files (i.e., .tex, .doc), are replicated within 12 hours of being modified.

On average, the nine users generated approximately 500MB ofdata for the nightly incremental

tape backup. Table 6.3 presents the break down of the file system trace by data type. The amounts

are presented as a percentage of the total amount of modified data for a single average user. One

participant owned an unusually large mailbox which contributed 30-40% of the total nightly backup;

on average a user’s mailboxes amounts to 10% of their modifieddata. On average, it was found that

the web browser cache and object files made up for 9% of the databeing replicated. This is data

that is easily re-creatable and does not need to be replicated. Pictures, postscript, and PDF files

comprised another 4%. A large portion of this data probably does not need to be replicated because,

in an academic environment, postscript and PDF files are usually papers that are obtainable from the

web or are generated from source files such as Latex. User’s documents and source files contributed

about 9% of the total. The first policy would provide a savingsof about 10%, and the second would

enable users to retrieve a file that is at most 12 hours old verses 24 hours at no extra cost.

The other 68% of the data is in unclassified files. For privacy reasons the traces only had the

size, name, and extension of the file. The replication policies were created solely based on file

extensions. In addition, no music files were found in the participants home directory. It is believed

the reason for this is that home directories are limited to 100MB, and thus users store large data on

their research group storage servers that provide general storage space and was not part of the file
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Type Amount
Mail 10%
Object files, browser cache 9%
Pictures, .ps, .pdf files 4%
Documents and source files 9%
Unknown 68%

Table 6.3: Break down of the file system trace by data type for asingle average user.

system trace.

PDR would reduce the amount of data that is backed up on a dailybasis. Currently, about 1.5

terabytes of data is backed up to tape on a weekly basis at about a cost of a dollar per gigabyte. By

using PDR, resources on backing up data such as object files and web browser caches would not be

wasted. Other data could be automatically replicated to a variety of local workstations and servers,

thus reducing the amount of tape backup even further. The additional benefit of using PDR would

be the almost instantaneous availability of lost data due touser error such as deletion. Furthermore,

the backups of important data could be done more often and thus be more current.

The first policy, that replicates once a day, provides a savings of about 50 megabytes a day of

backup space and bandwidth. The second policy, that also replicates Word and Latex files every 12

hours, provides a savings of 50 megabytes a day of backup space. The same amount of bandwidth is

used as with traditional backup techniques except that instead of wasting 50 megabytes of bandwidth

on unimportant data, it is focused on providing more currentcopies of Word and Latex files in the

event the files are lost.

In this instance the amount of storage space and bandwidth saved is minimal. The main reason

for this is that it is impossible to automatically determinewhich parts of the 70% of the data that

is classified as unknown are important and which are not. WithPDR, users can control what is

replicated, thus removing the responsibility of classifying the data from the system and the adminis-

trator, making the classification more accurate, and further reducing the amount of useless data that

is replicated.
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6.4.2 Silicon Chalk

Silicon Chalk is a company in Vancouver, British Columbia, Canada that specializes in presentation

software for education. Their development environment is primarily Visual Studio from Microsoft.

Their code base consists of about three gigabytes of source,resource, and object files. On a nightly

basis the entire project is compiled on a build server and an archive (i.e., Zip) is created consisting of

source, resource, and object files. On a daily basis developers retrieve this archive as their starting

point for their development. Although Silicon Chalk does employ a version control system, the

project is so large and takes so long to compile that this is the most efficient route to do development.

A nasty side effect of this practice of distributing a complete build with all the byproduct files

is that for a traditional backup and replication system eachdeveloper generates three gigabytes of

new backup data daily. Thus, not only are large amounts of unnecessary data replicated, both that is

easily re-creatable and that has not been modified, but Silicon Chalk would require extremely large

amounts of bandwidth if they wanted to perform off-site backups.

With PDR, a small number of policies would be sufficient to replicate only the source files,

reducing the amount of data that is replicated. With a small modification to PDR even a greater

reduction in the amount of data replicated can be achieved. Currently, newly created files are repli-

cated as per default or set policies. Further replication can be avoided by keeping track of a file’s

modification time (mtime) and replicating the file only if the modification time has changed. Thus

the restoration of Silicon Chalk’s source archive would result in very few, or zero, files being repli-

cated. This reduction in the amount of replication would make off-site backup feasible since every

developer would not automatically be replicating three gigabytes of data on a daily basis. In addi-

tion, it would be feasible to replicate important source files more frequently than once a day.

The Linux kernel

To provide additional empirical results the Linux kernel isused as a similar example to Silicon

Chalk’s code base. The Linux kernel is a 36MB archive that decompresses to a 227MB source tree.

Compiling a Linux kernel with a configuration file that is usedby the major Linux distributions,

such as Fedora [40] and Suse [41], the resulting source tree with object files grows to 1.7GB. The

configuration file compiles the kernel with most of the devicedrivers and file systems as kernel

modules. Thus, a total of 1.5GB, or 88%, of the data is easily recreatable and does not need to be
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replicated.

Although, this would be feasible to do with a set of custom backup scripts, it does not provide the

flexibility of replicating some file more often than others orspecifying different protection levels.





Chapter 7

Conclusion and future work

Ahh, this is not the end!
This is not even the beginning of the end!
But it is, perhaps, the end of the beginning!

— Sir Winston Churchill

In this thesis the design and evaluation of a novel replication system was presented. This section

summarizes the results, summarizes the contributions, andprovides possible future directions for

PDR.

7.1 Conclusion

Traditionally, replication systems replicate data in its entirety, without consideration of its impor-

tance, or against what failures it must be protected. However, as commodity storage capacity grows

exponentially and is filled at roughly the same rate, the strategy of wholesale replication becomes

untenable. This is because the growth of other resources, such as network bandwidth, are simply

not keeping pace; the cost of putting in another hard drive isdwarfed by the cost of upgrading the

backbone or even the local network routers. Thus, to ensure that important data is protected against

the appropriate failures the degree of replication must be related to the value of the data; this value

can only be determined by the user.

This notion is encapsulated in PDR, a Policy Driven Replication system that allocates replication

resources based on per file policies that can be dynamically set and modified by the user. In PDR

replication policies are treated as invariants, failed nodes are quickly detected and replacement

123
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nodes selected so that policies are followed. To this end thesystem constantly monitors the health

of nodes on which data is stored in order to quickly detect failure.

The PDR system classifies nodes according to a set of node attributes and uses this classification

scheme to decide where to replicate what data, facilitatingthe protection of data against specific

classes of failures. The selection of nodes for new policiesand for replacement of failed nodes

is sensitive to the topology of the system. This ensures thatpoor topologies are not created thus

avoiding message storms or hot spots in the system. Finally,the system avoids inducing additional

overhead on the critical path of file system calls, enabling background replication and minimally

affecting system performance.

7.1.1 Summary

PDR is a peer-to-peer system that has no centralized services and all nodes (physical machines) run

the same software. A node is a client, a replica, or both. Client nodes have no responsibility but to

push data to replica nodes. Replica nodes store data for clients and direct recovery of failed replica

nodes.

The PDR software is composed of two parts: thereplicator and thepolicy oracle. Thereplicator

is responsible for replicating data, storing data for otherclients, and translating, executing, and

enforcing replication policies. PDR hooks into the local file system using a VFS redirector and

receives upcalls whenever a file is created or modified. In this way the number of modifications to

the operating system is minimized and the task of replication is removed from the critical path of

regular file system operations. Although micro-benchmarksshow that PDR is on average an order

of magnitude slower than the local file system, the evaluation also demonstrated that for normal file

system usage the performance of PDR is reasonable. For taskssuch as document processing and

software development PDR performs on par with local file systems.

A significant portion of user’s files are unimportant or easily re-creatable; for example, object

files. With a small set of replication policies a user can eliminate the replication of unimportant

data, and increase the availability and reliability of important data.

There does not exist a single uniform way to express replication requirements. Users have

widely varying views as to the level of protection afforded by a particular backup and replication

approach, the cost for providing a specified level of protection, and what data is worth. Given this
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non-uniformity, PDR provides a plug-in interface that enables administrators of the system to create

a set of tools appropriate for its users to create, set, and modify replication policies. When a policy

is created it is translated by the plug-in into a lowlevel representation that PDR understands.

The policy oracleis responsible for storing the lowlevel replication policies, selecting replica

nodes for new replication policies and for replacing nodes that have failed, communicating with

other policy oracles to maintain up-to-date topology information, and for discovering new replica

nodes. The most important function of the policy oracle is tomaintain a good topology because

doing so is necessary for system scalability. If replica node selection is not done wisely then the

number of nodes involved in the recovery from a single node failure can be very large. In a system

of a million nodes, where the average uptime is 100 days, there are on average about 10k failures

per day. Given that many distributed consensus and electionalgorithms requireO(n2) messages,

wheren is the number of nodes, it could require up to 1016 messages simply to determine who

should lead the recovery process and what needs to be re-replicated; to handle a failed node requires

O(n2) messages. For a system of 10k nodes approximately 1010 messages would be needed and this

does not include the replication of the data itself. Thus, these systems would spend all their time

performing recovery.

PDR performs replica node selection in such a way that a largenumber of small disconnected

components are maintained. When a policy is created the nodes listed in the policy become depen-

dent on each other with respect to monitoring and failure handling. If a replica node has many links

then its failure affects a large number of other nodes. Thus,one goal of selecting replica nodes is to

minimize the number of links any replica node has, thus minimizing the affect of its failure on other

nodes. Another goal is to select replica nodes that provide the desired level of protection, which is

accomplished through a set of node attributes.

PDR uses a set of algorithms, calledTopSen, to perform replica node selection that is sensitive

to the topology of the system. Through simulation it is shownthat TopSen maintains a topology

such that the number of messages necessary to perform recovery is constant. That is, the cost of

recovery is independent of the size of the system.
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7.2 Contributions

The research presented in this thesis makes three contributions. First, a method for describing nodes

and a generic plug-in infrastructure was designed and implemented that enables the translation of

replication requirements into a set of replica nodes. This node description method is able to de-

scribed all physical aspects of a replica node and the plug-in interface enables administrators to

create interfaces that are tailored to users’ views on data value and protection level. These highlevel

policies are then translated, by the plug-in, into lowlevelpolicies the replication mechanism under-

stands and uses to select the replica nodes. In addition, this plug-in interface enables the exploration

of interfaces for managing policies.

Second, an analysis of the network topology created by the PDR system was performed and

a replica node selection algorithm was developed that maintains good topologies. This algorithm

is sensitive to the topology of the system, selecting replica nodes such that a failure of a replica

node affects the minimum number of other replica nodes. The replica node selection algorithm does

not require complete knowledge of the entire system topology to operate, although the more of the

topology the algorithm knows about the better its selections become. Not only does the algorithm

strives to maintain a good topology, but it actively rearranges the location of the data to further

improve the topology.

Third, a prototype of the PDR system was designed and implemented to evaluate the ideas

present in this thesis. The system is mostly portable, it is integrated with the local file system,

requires little or no modifications to the operating system,and no kernel level modifications. A

small amount of latency is introduced into the standard file system operations, but for real-world

tasks this overhead imperceivable.

7.3 Future work

During the design and implementation of PDR a number of interesting issues and questions arose.

There are a number of improvements and enhancements that could be made to PDR and a number

of outstanding questions that deserve further investigation.
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7.3.1 Further improvements

The are a number of improvements to PDR that would improve itsfunctionality and performance.

Currently, PDR employs the Coda [36, 77] redirector to hook into the local file system. The primary

drawback to using the Coda redirector is that it intercepts the majority of the system calls. Thus,

everything exceptread andwrite is handled at userlevel, which adds unnecessary overhead.

A redirector should be developed that acts as a tee rather then redirecting the call up to the user-

level. That is, the local file system should handle all the filesystem operations and only messages

specifying that an operation was executed should be propagated up; similar to thenetlink interface

in Linux for network devices such as firewalls and routers. Inthis way, the user would obtain the

full performance of the file system and the replication aspect would be completely removed from

the critical path of file system operations.

Currently all inter-node communication in PDR uses TCP. Since the majority of the messages

are small using a stream based protocol is unnecessary. Instead a reliable UDP protocol could be

used which would further reduce some of the communication overhead.

7.3.2 Future enhancements

Recently Bell Canada introduced a service called Bell Business Backup which enables users to

selectively replicate their data to Bell’s data centre. Bell Canada provides an interface that is similar

to Windows Explorer where users specify how often a file or a directory should be replicated. There

are several drawbacks to this approach. First, it is relatively expensive given the cost of storage;

ranging from $4.95/65MB/month to $39.95/10GB/month. In addition, the network connection has

bandwidth, upload, and download caps. Thus, to use the full 10GB of storage the user may need

to pay for a higher bandwidth connection. Second, data that is older than 15 days is automatically

deleted, thus this service is only good for files that are constantly being used; one cannot use it as

an archive repository.

The above service brings out an interesting time dimension that PDR currently does not support

but can easily be modified to do so. It would be useful to specify a time constraint for data and then

potentially perform an action on the data; for example, store file x for only t days and then delete

it. To support this functionality it would be necessary to create a thread that would process events

from a priority queue that is sorted based on time. The policyspecifier would need to be slightly
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modified to include a time and action attribute. When a file is replicated an event for the desired

action is created and inserted into the priority queue to be executed at the desired time.

The functionality to execute an action brings forth two questions. First, what actions are useful

and second, where would the actions execute. For example, actions such asdelete fileor keep n

versions of the filecould be implemented as part of a suite of actions that PDR provides by default.

Thus, such actions would automatically be run on the replicanodes and the client or the leader node

would not need to worry about their execution. Other functions could be provided by a piece of

code that is shipped to the replica node during the initial replication of a file.

Finally, in a replication system such as PDR the notion offile groupsor checkpointing[30, 63]

would be useful. That is, either implicitly or explicitly bya user, a file would be marked as being

part of a set of files that form a consistent checkpoint. This functionality would be beneficial for

users such as developers who want to restore a set of files froma specific point in time. Currently

such a mechanism is not implemented in PDR and it is not immediately clear as to the best way to

implement such functionality. The difficulty lies in defining appropriate metadata and maintaining

its consistency when a file belongs to multiple file groups.

7.3.3 Open questions

There are a number of questions that have been left unanswered and require further investigation.

They primarily deal with policy setting interfaces, usefulpolicies, and inter-operability between

domains with respect to node attributes.

The first question is very much a human-computer interactionissue. As more information goes

digital and as more backup services become available I believe that users will become more aware

of the potential dangers to the safety of their data and thus they will start thinking about protecting

their data. Currently, each backup service provider and backup application has their own interface

to specify and manage backup. It is unclear whether there would be a convergence with respect to

replication or backup, or whether users would simply adapt to whatever service they are using.

The second question is also very user centric. If there is a convergence of interfaces then it may

be possible to develop a standard set of useful policies, butfirst it is necessary to define what is

useful and to determine what this set is. This is an area that is only slightly addressed by the policy

plug-in mechanism. For example, consider two users, one that lives in an area of high earthquake
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activity and the other in an area of heavy flooding. Both userswant to protect their data against

natural disasters. Both probably need to replicate to a nodethat is not in the region or that is built

to withstand the specific types of natural disaster. The goals of both users are quite similar but their

needs are significantly different. Is it possible to encompass the users needs with a single policy?

How would it be specified?

The last several questions deal with node attributes, specifically what node attributes are useful

and how to map between them. This relates to the first two questions since the node attributes are

the system level representations of a user’s goal to protecttheir data. For example, nodes in the

earthquake zone may have a property that rates the soundnessof the building they are in, while

the nodes in the flooding area may have a property that specifies the elevation of the nodes or the

amount of precipitation the region receives. In the earthquake zone the higher the soundness the

more reliable the node, in the flooding zone the higher the elevation or the less precipitation the

region receives the more reliable the node. How can these node attributes map to each other so that

nodes in both domains correctly interpret the implied reliability level?

I implemented, I measured, I’m done!

— Norm Hutchinson
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