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Abstract

From the inception of digital storage, ensuring that dataolost due to user error, malicious
acts, and hardware failure has always been, and still remairchallenging open problem. This
problem is exacerbated by the exponential increase ingaaotapacity, the proliferation of new
digital media, and our growing reliance on digital storageday, a typical user stores financial and
medical records, music and movie libraries, photo alburtts,the loss of some of which can be
catastrophic.

The advent of large robust networks has made it possibleplca¢ée data on remote hosts to
protect data from loss. Unfortunately, the growth of netwoandwidth is far outstripped by both
the growth of storage capacity and our ability to fill it. Thosost replication systems that uniformly
replicate all the data are incapable of protecting the ex@easing amount of data.

One important observation is that not all data is create@dledpata such as commercial music
and movie libraries can be, given time, rebuilt. Data suchesisonal, health, and financial records,
are much more difficult to reconstruct. Since resources asatetwork bandwidth are limited, they
should be used to protect the important data.

In this thesis we propose a Policy Driven Replication (PDE}eam that prioritizes data replica-
tion according to user-defined policies that specify wh# @ato be protected, from what failures,
and to what extent. By prioritizing what data is replicatéte system conserves limited resources
and protects high-priority data from high-probabilitylémes.

PDR is a userlevel process that hooks into the file systems rbtified of file creation and
modification events, and replicates the data to the hostsfigakein the file’s policy. In addition, the
replica nodes specified in the policy are monitored for iiegs to ensure the policy is followed.

PDR provides a model to describe replica nodes and a geragerpinterface that facilitates
the creation of appropriate user interfaces to managecedjgin policies and to translate these poli-
cies into a set of replica nodes. Replica node selectionnisitbee to the system topology so that
hotspots and message storms are not created.
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Chapter 1

Introduction

The price of reliability is the pursuit of the utmost simplicity.
It is a price which the very rich find the most hard to pay.

— Sir Antony Hoare, 1980

The primary motivation for thé?olicy Driven ReplicatioPDR) system is based on several
assumptions. First, backup is a tedious, a cumbersome,reexp@nsive process. Second, all data
is not created equal and thus has different replication s\e€mbm the inception of digital storage,
ensuring data is not lost due to user error, malicious antshardware failure has always been, and
still remains, an open problem.

In addition, the improvements in storage density combinét w proliferation of new digital
media are dramatically changing what people store on digkeGre the days when the average
home computer stored only letters and spreadsheets. AatypiC today stores financial records,
tax returns, music and movie libraries, photo albums, andhnmore.

Computer storage is moving to the centre of people’s lives.itAloes, the consequences of
a data-destroying failure become increasingly catasicoprhe digital-storage revolution thus re-
quires not just that storage be cheap, but also that it kebteli

Not all data is created equal. Data such as commercial muasiareovie libraries are, given
time, easily reobtainable. On the other hand, data suchrasnmd, health, and financial records,
are much more difficult to reconstruct if lost. Naturallysoerces should be focused on the data
that is difficult to restore if lost.

Protecting data from loss is not only difficult, it is also exgive. Even though the cost of
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resources such as network bandwidth and storage is deweésey are still not free. In addition,
the cost of administration is constantly increasing. THhse,level of protection afforded to data

should correspond to the data’s importance.

1.1 Motivation

Current reliability technigues typically fail to adequgterotect data, are very expensive, or both.
Reliable-storage administration, for example, is an omdenagnitude more expensive than phys-
ical storage itself [58, 80]. A key reason for this high casthat many existing techniques such
as tape and optical-disk backup require too much humanveréon to scale to modern disk ca-
pacities and reliability standards. RAID [57, 92] and rethtistributed-disk solutions [20, 29, 39]
provide a significant degree of automation, but do not ptalata from site failures and are often
expensive and complex. High-end commercial file systemé4bprotect data from site failure by
tightly coupling to an off-site mirror, using a specialiZeidh bandwidth connection. Some research
systems provide similar protection [4, 47, 86] without neiqg a specialized connection, but they
also tightly couple primary and secondary sites. This taghipling is a major source of complexity
that inhibits scalability, increases cost, and makes tktesy less resilient.

Recent research has examined the use of a collection oft@eeer nodes to replicate or to
erasure encode data and thus protect it from failure [1018367, 69]. This approach has the
potential advantage of low cost, loose coupling, and low gemity. Most recent peer-to-peer
systems are organized as a distributed hash table (DHTBME8hat stores a file, or file block, on
the node whose ID is closest to the file’s. Multiple copies @feaare stored on thenodes closest
to the file’s ID. The fact that node IDs are assigned randomdams that replica nodes are each
stored on randomly chosen nodes with presumably indepéefaikme modes. A limitation of this
approach, however, is that when a new node is added, man dilés stored on its immediate
successor must be copied to the new node, or at least reoirgainters must be used. The DHT
based systems also assume that the cost of replicating tesamal its reliability is uniform across
the system, and that its failure modes are independent ftberso Although this may be true in
an ideal world, these assumptions are generally over dieglj43, 89]. In addition, users never
explicitly know on which nodes their data is stored, whicpiigblematic for sensitive data.

To overcome the limitations of the DHT based peer-to-pestesys, several peer-to-peer sys-
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tems [1, 20, 17, 73] take a different approach to replicatiearsite [1] designates a subset of nodes
to co-operate to store a hierarchical index of the file syst#&rile’s index entry lists the IDs of the
nodes that store it, which are initially chosen at randormfthe entire system. As the namespace
grows, it is automatically partitioned and assigned to neerapping sets of nodes. In addition,
Farsite continuously moves metadata and file data from l@iladility to higher availability ma-
chines to improve data availability. Pangaea [73] stores 6ih nodes that frequently access them. A
subset of these nodes are charged with ensuring that tleediidication leve] the number of copies,
is maintained. It uses information such as available disiceplocation, and network connectivity
to select the nodes responsible for maintaining a file'sicafbn level. Starfish [20] replicates at
the block level. It predominantly uses monitoring to enghet replica nodes are alive and automat-
ically re-replicates the data if a replica node fails. Utiioately, the input of a system administrator
is necessary to select replacement nodes. Pastiche [ITiiardo Farsite except that replica nodes
store chunks rather than files and it uses the Pastry [68]rsitbs0 locate suitable nodes. A node
is deemed suitable if it already holds a significant pergentaf the chunks; this technique was
originally introduced by Muthitacharoen et al. [48] in thew Bandwidth File System

The techniques presented above strive to automate thesgsrotbackup and recovery, but they
are insensitive to the costs of replication. As storage @tpa increase, cost of physical media
decreases, and users create an ever increasing amountapftdacomes infeasible to replicate
everything uniformly and ignore the cost of replication. ®however, provides a system that is
resource conscious and focuses the replication resourcesevthey are most needed and provide

the most benefit.

1.2 Issues

The primary goal of any backup system is to protect data agiss due to user error, malicious
acts, hardware failure, and environmental disasters.dmthjority of cases these systems replicate
the data, that is, make one or more copies of it, and storegpies on different drives, on separate
hosts, and/or on remote sites. The number of copies and ltation determines thievel of
replication of the data, and hence the level of protection.

Protection can be further decomposed iat@ilability and durability. Availability describes

how easy is it to access the replicated data in the event dfiagfaFor example, in a RAID system
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if a disk fails the data on the mirrored drive is automaticalhd immediately available. In tape
backup systems, however, users generally have to wait éoappropriate tape to be mounted and
for the data to be restored by an administrator before thayacaess the data again. Durability
describes the data’s persistence or the robustness ofstesyFor example, the failure of a RAID
controller could cause all the data on the RAID array to beupied and lost. Whereas optical

media, once written and verified, lasts almost forever (igngomedia deterioration).

To ensure availability and durability there must be at least copy of the data at all times, and
the failure of a system component must not cause total dataptamn. Ensuring high availability is
even more difficult because a copy must always be readilyadlai If a copy fails, that copy must
be re-created in a reasonable amount of time. A reasonaldararof time is a period in which the
likelihood of all copies of the data disappearing is extrignsenall or nil. Increasing the availability
and durability generally increases the complexity of thetesy. As the number of copies increases,
the cost of keeping them consistent increases, which calehstalability. In addition, increasing
availability further increases complexity since the syst@ust react to failures faster to decrease

the window of unavailability.

Maintaining the consistency of replica nodes is the printagponsibility of a replication sys-
tem. There are many different approaches to maintainingistamcy. To characterize the different
approaches a five dimensional taxonomy, similar to the oeated by Saito et al. [70, 71], is cre-
ated and used; the five dimensions afeen where wha how, andwhat The whendimension
characterizes how quickly updates are propagatedessimistiadeplication updates are propagated
immediately to the replica nodes when data is modified. Th@a@ach usually tightly couples
replica nodes and processes the updates in a transactemdkner. Optimistic replication, on
the other hand, propagates updates asynchronously in@dedand best effort manner. Optimistic
replication does not require the tight coupling of replicales or the use of expensive algorithms
to maintain strict consistency as in pessimistic replaratand thus is less complex. Unfortunately,
optimistic replication is unable to provide the consisieguarantees of pessimistic replication be-
cause replica nodes are usually not consistent at the moofiafdta modification, but become

consistent eventually as the system quiesces.

The second dimension used to differentiate replicatiorragghes isvherethe replicated data

is stored; including how the replica nodes are chosen. Iryrdatributed hash table (DHT) based
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peer-to-peer systems, replica nodes are selected basedlenDs that are randomly assigned, and
thus the data is always located on a random subset of nodémugh this is beneficial to provide
replica node diversity, it brings forth several securitpcerns. Although blocks can be encrypted,
it does not prevent the administrator of the node to copy #ta dnd break the encryption; one has
to implicitly trust all the nodes in the system. Another aggmh is to rely on a single replica node,
aprimary copy, to receive and distribute all updates. This approadhges system complexity and
alleviates some of the security concerns, but it introducesgle point of failure and can reduce
the availability of the data if the primary copy becomes @ilable and no secondary copies exist.
Thus, it is important to ensure that multiple copies remait t® actively re-replicate data as replica
nodes fail. Partitioning the file system and assigning tis@aasibility of replicating a subtree to
a subset of replica nodes removes the single point of fabuténcreases complexity. In addition,
as subtrees grow it may be necessary to perform replica reassignment which is additional

administrative overhead.

The third and fourth dimensions charactenzi@o andhowupdates are propagated. Replication
systems consist of two parties, tbkent is the creator and modifier of the data and thplica
nodesstore copies of the client’s data. Either the cliesttive replication or the replica nodes,
passive replicationare responsible for update propagation, and updatesthes gishedor pulled
An update being pushed means that the update holder is s@bj@for distributing the update to
the replica nodes. Whereas, pulling means that replicasnoded to contact the update holder
and retrieve it. The simplest approach is for the client tehpthe updates to the replica nodes.
Unfortunately, this approach introduces complexity forimeining consistency when the client
fails. The consistency problem is alleviated if the clieosipes the update to a replica node, and
then the replica node pushes the update to the other remlamsnbut the complexity of the replica
nodes increases since they have to handle a larger numtatuoéfmodes. A middle ground is for
the replica nodes to pull the update from a primary copy. Tie&ibutes the load of propagating

updates but introduces the need to monitor for new updates.

The final dimension that is used to characterize the systertiseigranularity of replication,
or whatis replicated. This is an important dimension because tiseaedirect trade-off between
efficiency and complexity when choosing the granularityegdlication. If the granularity is large,

at the granularity of a volume, then maintaining consisgelocating data, and performing recovery
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is relatively straightforward. The drawback to replicgtiat a coarse granularity is that all data in a
volume is replicated, both useful and useless. Thus, sigmifiamounts of resources are wasted and
there are no controls to reduce this waste. Reducing theilgrédty enables one to be more selective
as to what is replicated but at the cost of increased contglédot only does the complexity of the
system increase (the mechanism) but also the complexitiyeofiser interactions with the system;
that is, the user may need to specify more parameters or rbaramore information with respect
to what and where their data is stored.

Designing a replication system is an optimization problewoliving maximizing efficiency,
minimizing complexity, and minimizing cost. Maximizingfefiency involves reducing the over-
head associated with replication and reducing the amouwtdrofnunication needed for control and
coordination within the system. Complexity includes bdibh system view and the user view. By
minimizing system complexity the system inherently becemasier to scale, to maintain, and to
understand. From the user’s point of view, if the system fificdit to use and reason about, then
it is not going to be used. Finally, the cost is the overallrapieg cost of the system, including
network bandwidth, storage, and administration. Efficgeinduences costs because the amount of
communication overhead is proportional to the network kadth. Complexity influences costs
because a system that is easy to use and understand usgallgsdess administration.

Security is an issue in any system that stores or manipysaitesie user data. A large amount of
work has been done in keeping private data private and tlousigeis not directly addressed in this
thesis. The structure of PDR is such that many differentritgameasures could be used depending

on the needs of the user.

1.3 PDR overview

Policy Driven Replication (PDR) is a peer-to-peer replmatsystem. The key novel features of
PDR are that it uses user-specified, file-grain policies tectlireplication and that it uses a non-
random approach to selecting storage nodes.

The PDR system is a collection of independently operatindeadphysical machines). There
are no centralized services and all nodes run the same seftéanode is either a client, a replica,
or both. Client nodes only push data to replica nodes andareeaponsible for storing replicated

data or ensuring that replication policies are followedplRa nodes, as the name suggests, store
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replicated data for client nodes, and ensure that repdicaiolicies are followed even when nodes

fail, re-replicating data when policy violations occur.

Each node comprises two parts: tleplicator and thepolicy oracle Thereplicator replicates
data, and th@olicy oracleoversees policy creation. These tasks are separated t& B&pnanage
state. The replicator manages the file system state and ttaelate associated with each file. The
policy oracle manages the inter-node connectivity; inipaldr, it tracks system topology created
by the replication policies.

Thereplicator process runs on every node and is responsible for replgcdtata; it interprets,
executes, and enforces replication policies by re-refiigalata if a node fails. It is integrated with
the local file system and receives upcalls whenever a filedated or modified. The replicator
invokes the local policy oracle when node selection is néel®l communicates with replicators

on other nodes for replication or recovery purposes.

Thepolicy oracleis responsible for the majority of the decision making in RBRst, the policy
oracle selects the replica nodes to satisfy both new regic@olicies and existing policies when
a replica node has failed. Second, the policy oracle comrates with other policy oracles to

maintain up-to-date connectivity (network topology) imfation and discover new replica nodes.

When and where afile is replicated is specified by a replingimicy. Users specify replication
policies using either a command-line tool or a graphicalriiaice. PDR provides a plug-in interface
that enables administrators of the system to create a sebldf, tappropriate to the user base, to
create, set, and maodify replication policies. The immedi&plication policies specified by the
users are termed agyhlevel The plug-in is responsible for translating highlevel regtion policies
into a form that the replicator understands; these are tkaséowlevelreplication policies. The
lowlevel policy is a list of pairs consisting of a node andradispecifying when to replicate to the

node. The policy oracle stores these lowlevel policies ardéeplicator is guided by them.

To ease the mental workload of setting replication polieiesechanism is provided to create a
set of default replication policies that are automaticaligigned when a file is created. This set of
default policies are assigned to a directory and are autoatigttinherited by subdirectories when

they are created.

The plug-in is a module that is dynamically loaded by PDR. Pheg-in and PDR provide a set of
functions that each other uses to manage policies.
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Replica node selection is performed in a systematic way 90 asaintain a good topology.
When a policy is created a set of virtual links are estabtidbetween the replica nodes listed in the
policy. These links represent the dependencies with réspeconitoring and failure handling. If a
replica node has many links then its failure will affect glanumber of other nodes. Thus, one goal
of selecting replica nodes is to minimize the number of liakyg replica node has, thus minimizing
the effect of its failure on other nodes. Another goal is tlecereplica nodes that provide the
desired level of protection. This is accomplished througdetaof common and domain specific
node attributes. The domain specific attributes are creageplart of the policy plug-in creation

process. A node is assigned these attributes when it iguntes into the system.

1.4 Thesis

Today it is common to replicate data to a variety of replicaentypes: local workstations, local
storage servers, tape backup libraries, and remote sitessaa wide area network. Unfortunately,
the size of the data continues to increase at a rate muchegitban the storage capacity of these
systems and the throughput of the network. In addition, asitimber of storage alternatives in-
creases, the complexity of managing them (rememberingendmet when data was replicated) also
increases. Although people are storing more data, the anobumportant, irreplaceable, data is
growing significantly slower than the amount of easily repkble, unimportant data Thus, in
the foreseeable future, uniformly replicating data is &t lveasteful, because all data is not equally

valued or equally sensitive, and at worst infeasible.

A system where replication operates at the granularity eéfdnd is specified by users
can be built with only a small increase in complexity and dead. This system reduces
the amount of resources wasted, in terms of network banbwaiuti storage, compared

to existing replication techniques.

This thesis makes several assumptions: first, network bigitidhis not free, storage is cheap
(but not free), and its administration is expensive. Sectimel network bandwidth is an order of

magnitude or more smaller than that of physical storageed ithe network bandwidth increases at

2Users are storing a lot more music and movies which are seweters of magnitude larger than a Word
document or an Excel spreadsheet.
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a rate that is several orders of magnitude less than the trateieh storage capacity increases and
the rate at which people create new data [58, 80].

There is no single or uniform way to explicitly define the valf data. The value not simply
defined by the number of hours it took to create it, or the arhotimoney it took to acquire it.
Other subjective factors, such as sentimental value, lgredliluence the perceived importance of
the data. The adagédeéauty is in the eye of the beholtieapplies to digital data as well.

In addition, user’'s perspectives on backup, replicationd eedundancy vary in three ways.
First, user’s views vary on the protection level (the sgfeifforded by the different backup and
replication options. Second, the value of each option (hawhrone is willing to pay) is different
for each user. Third, not every user knows about all the abviloptions. Thus, there does not exist
an absolute scale for either the protection level or theevédu the different backup and replication
options that is uniformly applicable to all users. Giversttliversity in perspectives about data value
and replication level a generic plug-in interface is preddhat enables one to insert modules that
provide the required interpretations for data value antiaaon level.

Replicating at the granularity of files and having users $péue level of protection can greatly
reduce the cost of replication because only important datpilicated, and thus network bandwidth
and storage is not wasted on unimportant data. These sanegsided for a small increase in both
system and user complexity that arises from having to ke tof more information and requiring

users to specify the desired protection level.

1.5 Contributions

The research presented in this thesis makes three mainbetiuins. First, a system and a frame-
work were developed that enables a user to specify how tladr id to be replicated. Second, a
replica node selection algorithm was created that maistgood topologies. A good topology is
defined as one where a node failure or a major system evenafialits a small number of nodes.

Third, a prototype of PDR was designed, implemented, andiated.

1.5.1 Replication policies

PDR is unique in that replication is driven by user specifielicges. This functionality is provided

by a framework that consists of a plug-in architecture anéxansible model to describe replica



10 Chapter 1. Introduction

nodes.

The plug-in architecture provides a simple way to createrig@tyeof user interfaces for the man-
agement of replication policies. An administrator of a PDd®néin can easily create an interface
that is suitable for the domain’s user base. Also, this phugrchitecture aids in exploring the space
of possible interfaces and hence improve our understaradirig what is an appropriate interface to
manage replication policies. With the plug-in architeet®DR is not tied to any specific user inter-
face or highlevel definition of policies, making it more @iyte and applicable to a wider variety of
users and systems.

A model to describe replica nodes was defined to enable thelation of highlevel replication
policies into sets of replica nodes. This model is extersilnld expressive, allowing administrators
to add domain specific, or custom, node attributes that cacrithe any physical aspect of a replica
node. The plug-in translates protection or node attribafecified by a user through the user in-
terface into an intermediate representation catiede selection constraintshich is a set of node
descriptions. Given a set of node selection constraingsstraightforward to create a set of replica
nodes by matching the required node attributes.

With the model for describing replica nodes it is possibléulty describe where data is to be
replicated. This method cannot specify when data is to bieceged. For example there is no way
to specify that a file should be replicated if it is modified bgaaticular application, or that fil&
should be replicated if fil® is modified. Currently it is only possible to specify whenténms of

time, data is replicated.

1.5.2 Replica node selection

A replica node selection algorithm was created that is feesd the topology of the system. The
algorithm is used to select replica nodes for new policiestammeplace failed nodes. The selection
process is guided by the node selection constraints angsitens topology.

Selecting nodes solely based on the node selection caristraay create undesirable topolo-
gies. A replication policy establishes links, or dependesicbetween the participating nodes. A
replica node participating in many policies is linked to maodes, and thus may encounter a sig-
nificant amount of overhead during major system events ssigk@ica node failure or obtaining

consensus amongst the replica nodes.
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The replica node selection algorithm maintains a good tapolsing two strategies; the idea is
to maintain the topology as a large collection of small, distected components. First, when creat-
ing new replication policy the algorithm strives to createnaall, highly connected component that
is not connected to any other component or reuse an existimgpanent. Second, when selecting
a replacement node the algorithm attempts to split comgsneto smaller components or reuse a
replica node which is already connected. The general gdaliigroduce the smallest number of

new inter-node connections.

The replica node selection algorithm does not require cetafdnowledge of the entire system
topology to operate. The more of the topology the algorithmavis about the better its selections
become. Furthermore the algorithm not only maintains a gopology, but strives to improve it by
moving data to allow inter-node connections to be removdutk rEplica node selection algorithm
is evaluated using simulation in Section 6.2. The evalnatiemonstrates both the effectiveness of

the algorithm and its scalability.

1.5.3 The PDR prototype

A prototype of the PDR system was designed and implementeédligate the ideas presented in
this thesis. The system is mostly portable, it is integratétl the local file system, and requires
no kernel level modifications. PDR is a userlevel processubas the Coda [36, 77] redirector
to hook into the local file system. The system is portable tp @uerating system that supports
Coda and requires only minor modifications to operate witkffarént redirector. PDR contributes
some amount of overhead to file system calls. For applicatimrth as document processing and
software development this overhead is not noticeable. Fosystem intensive tasks that create a

large number of files and directories there is a two to thmaegislowdown.

The prototype was evaluated in two ways. In Section 6.1 rienachmarks were used to deter-
mine the overhead induced by PDR on the file system. In SeGt®oommunication costs, number
of messages sent and received, were used to evaluate thef ceptication and failure recovery.

The analysis of the communication costs was also used to gteoscalability of PDR.
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1.6 What follows

Chapter 2 presents and discusses the research and thatreplgystems that have been designed
and built over the last 30 years. The next three chapteremiréle bulk of the research in this
dissertation. Chapter 3 introduces the Policy Driven Repilbn (PDR) system. It presents the
architecture and discusses the design of the system. Th@arhpredominantly focuses on the
mechanisms for replicating the data and ensuring thatysgeplicated. The policy aspects of the
system are presented in Chapter 4. This chapter discussgsuilrin mechanism and interface,
how nodes are described and compared, and how policies tareasislated, and the effects they
have on the overall system. Chapter 5 discusses the effeotplica node selection on the net-
work topology in a system such as PDR, and how replica nodeddlibe selected to ensure that
the topology remains good. PDR is evaluated in Chapter 6.rdvbenchmarks, simulation, and
communication costs are used to evaluate the performarttecatability of the system. Finally,

Chapter 7 concludes and presents future work.



Chapter 2

Background

Plurality should not be assumed without necessity.
— William of Ockham, 1330

A storage systemtores data for users and usually uses replication to iserttee data’s avail-
ability and durability. Over the last three decades a lagmlrer of these systems have been pro-
posed and built. Their designs vary widely along with thesls\of availability and durability they

provide; some are general purpose while others are agplicgpecific.

A storage system can be categorized byipe how it interfaces with the operating system and
the user, and how it replicates data. Tikipeis predominantly determined by the unit of data, or
granularity, the system works with and how the system rdactr handles, data modifications. To
further aid comparison, and to position PDR within the realnexisting research, a taxonomy of
replication is created. This taxonomy is then used to caiBgstorage systems based on various

attributes of replication.

In the rest of this chapter, Section 2.1 presents the tered tisoughout this chapter and the
rest of the thesis to discuss replication. In Section 2.Zdlie main types of storage systems are
presented. Section 2.3 describes the different interfdmes® systems use to interface with the user
and the operating system. Section 2.4 presents the exstingge systems and PDR with respect

to the taxonomy of replication.

13
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2.1 Nomenclature

The terms used throughout the rest of this chapter and thesidefined here. Although there do
exist storage systems that do not replicate data (RAID-, €iriping), it is assumed that the term
storage systemefers to a system that does use replication. The k@stor noderefers to a machine
or a device that can either create or modify data, store liptn. The terntlient denotes the entity
that resides on a host which creates or modifies data thabesrieplicated. The termeplicadenotes
the entity that stores a copy of the data for a client. A reptiode can either be a host, a disc, or
another storage device; unless explicitly specified acapiode is a host. It is possible that both a
client and a replica node reside on the same host.

An updateis data that was created or modified by a client and that has podpagated to one or
more replica nodes. The termouplingis used to denote a dependence amongst two or more nodes;
the coupling ranges fromight to loose Tightly coupled nodes are highly dependent on each other,
a failure of a node is a major event that is handled immedgiatedosely coupled nodes are mostly
independent and a failure of a node is handled at the systeisise.

Throughout this thesis thmomplexityof a system is discussed. Complexity refers to several dif-
ferent aspects of the system. The first is the physical requénts of the system, which are elements
such as the network connection, storage, special hardamadeadministrative input. The second is
the complexity of the software, and is measured in terms@ftihount of state that is maintained,
communication overhead with respect to the number of messsgnt, and the algorithmic com-
plexity. The third is the complexity of the storage systeteiface to the operating system. This is
measured as the amount of work needed to interface the steyatem with the operating system.
The work entails modifying the kernel, writing a device @ryvor modifying system libraries or
applications. The fourth is the complexity of the user ifgtee, and is measured by the learning

curve of the system.

2.2 Storage system types

This section presents the four main types of storage systdfast research systems are of type
block file system, oobjectstore. A database is also a type of storage system. Theyrailarsin

nature to object stores and thus are not explicitly disait®ee. Most commercial systems are of
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the purelybackupvariety.

2.2.1 Block

Block type (block level) storage systems are equivalenttgd virtual discs. They store data in
equal and constant size chunks that are accessed by spgaiyblock number. These systems
usually provide a simple interface consisting @etBlock() and aPutBlock() method. No additional
metadata is maintained and the data is untyped. These systrally present themselves as a large

block device to the operating system, onto which any fileesystan be placed.

2.2.2 File system

The file system is the most popular type of storage systensuldlly allows both the user and the
operating system to access data through the standard settefmscalls such aspen, close, read,
write, etc.

File-system-type storage systems usually provide avliilabnd durability through replication
and provide the functionality and behaviour of a local filsteyn. They store both metadata and file
data and must maintain the consistency between the two. dii@d they must handle concepts

such as permissions, complex file system operations sucdolagy and concurrent data access.

2.2.3 Obiject store

Object stores take a different approach by storing key-evphirs similar to a database. When data
is written to the store a unique key is generated and assigntée data. To retrieve the data one
has to provide the key, like in a database.

Data in an object store is unstructured and there is no sef@ian object (data). The main dif-
ference between block and an object store is in the way datecesssed. In block storage the block
numbers are assigned sequentially and are independerg dath stored in the block. Accessing
block n accesses a specific location in the block store and thaidocalivays remains the same. In
an object store the key is dependent on the data. For exaagaessing an object with kdyand
then modifying it produces a new object with kky If the key computation is dependent solely

on the data then the same key is returned for multiple stajeests of the same data. If the key
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computation includes a time stamp then a different key iwneid for multiple store requests of the
same data.

The interface to an object store is similar to that of bloakragje. There are two methods
PutObject() and GetObject(). The main difference is tha&utObject() also returns the key for the

data.

2.2.4 Backup

The last type of storage system, termigakckup is usually a userlevel application that is only re-
sponsible for replicating modified data. There is no intégrawith the operating system and the
system simply scours the file system looking for changed slatze the previous scan; once all the
changed data is found it is replicated.

This type of system is becoming less and less feasible aszbeEfile systems continue to
grow. Scouring the file system is an expensive and lengthyatipe that cannot be performed

often.

2.2.5 Summary of storage system types

Table 2.1 presents the relevant research storage systeggsiized by type. The majority are of the
file system type because the concept of the file system hasabeend for a long time. In addition,
the file system is the appropriate place to implement addititunctionality such agersioning[75],
snapshotor checkpointing30, 63], andiournaling [28, 34], which provides additional protection
and faster recovery times from a failure. File system typeasfe systems also tend to be more
complex than their block and object store counterparts ussxéhey also have to provide all the
functionality and semantics of a local file system.

The backup systems listed in Table 2.1 are all userlevelagijans except for HSM [79] (Hi-
erarchical Storage Management). HSM is a policy-basedoapjrto managing file backup and
archiving. An HSM usually consists of a hierarchy of diffierstorage media, such as RAID, opti-
cal storage, and tape. Each level of the hierarchy represetiifferent level of cost and availability
(speed of retrieval). For example, as a file ages in an archideautomatically moved to a slower
but less expensive storage media. The administrator of & Ereates the policies that describe

what data is archived at what level of the hierarchy.
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| Block | File system | Object store | Backup |
RAID [57, 92] | AFS [32, 47] Bayou [61, 84, 85] | Computer Associate’s ArcServe [6]
Petal [39] Archipelago [33]| OceanStore [37, 67 HP Omniback [53]
CFS[18, 83] | Cedar [21] Past [69, 68] HSM [79]
Starfish [20] | Coda [36, 77] Legato Networker [52]
Farsite [1, 11] Netbackup [51]

Ficus [56, 66]
Fragiapani [86]
Intermezzo [62]
Ivy [49]

NFS V4 [46, 59]
Pangaea [73]
Pastiche [17]
Plan 9 [63]
Porcupine [72]
XFS [4, 88]
Zebra [29]

Table 2.1: Storage systems categorized based on their type.

2.3 Interfaces of storage systems

There are five main ways that storage systems interface hittoperating system, three are at
userlevel and two are in the kernel. The userlevel intedfare termedpplication stul andinter-

position The kernel interfaces are termdeviceandVFS(Virtual File System

2.3.1 Application

The applicationinterface is probably the simplest, but also the least efiiigiof all the interfaces.
The client is a userlevel application that is responsibied&termining what data was modified and
replicating the data. It is the least intrusive of all theeiffices requiring no modification to the
operating system. Unfortunately, this benefit is obtaingti@expense of efficiency. The only way
to determine what data was modified is to scour the entireyfgdeesn. Backuptype storage system

are the only ones to employ this interface.
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2.3.2 Stub

The stubinterface is used in applications that have very specificagi® needs. The interface to
the storage system is a proprietary library or a stub thatked into the application at compile
time. A benefit of this interface is that it requires no modifions to the operating system or the

environment.

A drawback of this interface is that to use this system aniegidn has to be modified and
recompiled. In addition, if the interface library or stubaciges then the application may have to be
recompiled for the changes to take effect; a recompilatameicessary if the API changes or if the
library is linked in statically. This interface is usuallged by applications that have specific storage

needs and they usually interface to object store type sysfam 84].

2.3.3 Inter-position

Theinter-positioninterface requires ho modifications to the operating sysiethe recompilation
of applications to connect and use any block, file systembjmob store type storage system. Inter-
positioning works by overriding the standard file systemctions with versions that call into the
storage system. For inter-positioning to work the opegasipstem must support dynamic libraries
and dynamic linking. A dynamic library is created with theedeaded functions and the library
loading order is adjusted such that any previously definedsfistem functions are overridden by
those of the storage system. Thus, when an applicationrpesfa file system call it is automatically

redirected to the storage system.

Mostly file system type storage systems employ this intetfaat usually only during the devel-
opment and testing stages of the system. The reason thiseggbyis not used in production environ-
ments is that it is difficult to control access. A system th&tifaces in the kernel can use the access
control mechanism provided by the operating system; thisotspossible with inter-positioning.
Also, applications that are statically linked cannot use thterface and some operating systems
still do not support dynamic libraries and dynamic linkinginally, there is a small performance

penalty for using this approach.
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2.3.4 Device

The first kernel interface is theéevice in particular a block device, and which is especially appro
priate for all block type storage systems (see Table 2.1 sthrage system attaches itself to the
operating system through a device driver that is compiléal time kernel or is dynamically loaded
as a kernel module. Most modern operating systems suppoitlk@odules, and thus this interface
has become less intrusive since it is no longer necessaegctmnpile the operating system.

The operating system still needs to trust the device driveest is operating within the kernel,
with no protection, and can intentionally or unintentidpahodify kernel data structures. Writing a
device driver can be a tedious and onerous chore becausecexér must be taken not to introduce
bugs that make the operating system unstable and crash.

A significant benefit of this interface is that it allows angfilystem to be installed on top of the
block device. From the point of view of the user this is a goppraach because one does not have

to adapt to a new file system with new semantics and new tools.

2.3.5 File systems

The second kernel interface is tM&S This interface requires the modification of the operating
system and users may have to adapt to a new file system. Incadite developer of the storage
system not only needs to have an understanding of the apgiststem kernel, but they also need
to possess an intimate understanding of file systems to gydpendle issues such as file data and
metadata consistency and concurrent data access.

Most modern operating systems have abstracted away thegdilens layer into what is called
thevirtual file system VFS/FSis an object oriented approach to implementing file systérhsre
is a required set of functions that are implemented andtiedénto the kernel as an object. When a
file system is accessed the kernel retrieves the file systaojest and uses the provided functions
to perform the request operation. This permits a file systebetwritten as a kernel module without
needing to modify the operating system most of the time. Wafately, the kernel module is not
portable and must be written for each supported platform.

A slightly different approach is to implement a thin venesydr in the kernel that pushes file
system calls to a userlevel server; AFS [32, 47], Coda [36, Ihifermezzo [62], and PDR use

this approach. The benefit of using the veneer layer is tlaathount of code that is not portable
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strict <= consistency —> eventual
volume <= granularity = block
primary copy <= replica node selection =— random
passive <= replication strategies —=— active
client <= update responsibility =— replica

Table 2.2: The replication taxonomy.

and specific to an operating system is reduced, the drawlsatlat regular file system calls take
longer to execute because there are additional user—kboueldary crossings and inter-process

communication (IPC) overhead.

2.4 The taxonomy of replication

The replication taxonomy is based on five attributes thatammonly used to describe and com-
pare storage systems. These attributes create a five donahspace that provides a meaningful
frame of reference for categorizing, comparing, and catitrg existing systems. The five attributes
are the consistency model, the granularity, replica notisen, replication strategies, and update
responsibility. This taxonomy is presented in Figure 2&theline is a dimension or characteristic

with the end points of its range.

2.4.1 Consistency

The first dimension positions a storage system based @oliisistency modebr thelevel of con-
sistencywhich ranges betwesdirict andeventual In the strict consistency model data is replicated
immediately, oreagerly upon its modification and systems that keep strict consigtare described
as performingpessimistiageplication. On the other end of the spectrum there is eatntnsistency.
The eventual consistency model does not require that updat@ropagated immediately. Update
propagation is either scheduled [17], performed during $g8tem activity [56, 66], or when stale
data is accessed otherwise [73]. Whereas strict consijstfunarantees that replica nodes always
hold current data, eventual consistency guarantees thattiica nodes are consistent when the
system quiesces.

The level of consistency can be measured on the real lineiby tlsewindow of inconsistengy

which is defined as the maximum amount of time a copy is alloteatiffer from the original. The
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level of consistency is inversely proportional to the windof inconsistency and in most cases is
directly proportional to the coupling of nodes; in geneha tighter the coupling the higher the level

of consistency.

Maintaining strict consistency imposes a non-trivial amoof overhead and forces most of
the systems to tightly couple their nodes. The benefit of tamimg strict consistency is that it
is easier to reason about the system, performance tendshettee (smaller access latency), and
failure recovery is easier. The performance and failurevexry aspects are especially important
for block level storage systems such as RAID [57, 92] (Reduhdrray of Inexpensive Discs) and
Petal [39]. Since these systems present a virtual disc teytstiem, the performance of the virtual
disc should be similar to that of a regular disc. This is noisane for RAID since it creates a large
virtual disc from a number of local discs connected by a tpgks bus. Petal on the other hand
uses a set of machines connected by a highspeed networkievathe same goal. In both cases
failure recovery is vital because the loss of a single blamld render the entire file system useless.
Recovery is simpler with a strict consistency model becaasevery usually involves performing

a simple copy of the data from an existing replica node to aneghca node.

Starfish [20], a recent block level storage system, showadnibt all replica nodes need to be
tightly coupled. Unlike Petal and RAID levels 5 and 6, Stérfi®es not stripe the data across a set
of nodes or discs, but mirrors it (RAID level 1). They showkdttto provide 99.999999% or more
of reliability all that is necessary is for one local repliwade and for one remote replica node to be
tightly coupled to the client by a highspeed link, a thirdliego node can be connected by a high

latency, low bandwidth link without degradation to religtgi

Another benefit to storage systems that employ strict ctersiyg is that they do not require
mechanisms to resolve conflicts during update propagat®ince updates are propagated imme-
diately, synchronously, in a transaction like manner, ita$ possible for updates to be interleaved
or for two conflicting updates to be generated. A number odll@cea network (LAN) and wide
area network (WAN) file system type storage systems [1, 2943217, 86, 88] rely on this behav-
ior. Block type storage systems interface with a single poed of updates, usually the operating
system, and thus conflicts do not occur. Object stores esfoee immutable objects [37, 69] and
thus updates create new objects and no conflicts are creatdlie storage system [84] provides

for mechanisms to resolve conflicts. File systems on ther dtaed, have people as the producer
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of updates. Even though concurrent write sharing is rare§31it may still occur and thus must
be handled. Most file systems already provide some sort ohameem to resolve such conflicts,
for example inFFS [45] the last writer winsrule is used. As long as the communication sub-
strate guarantees that updates are delivered and appl@den and atomically, that is one-copy

serializability [8] is achieved, then additional mechamssto resolve conflicts are unnecessary.

As storage systems expand to the wide area, maintainig&nsistency becomes prohibitively
expensive and it hinders scalability. A number of systergs 8, 85] reduce the need for strict con-
sistency by introducing mechanisms to resolve conflictsdad86, 77] enables clients to randomly
connect and disconnect from the system. The client caches s the ability to modify it, and
then at reconnection propagates the updates to the regldesn This type of behavior can create
conflicting updates and to combat this problem Coda intredumonflict resolvers. Conflict re-
solvers are pieces of code that are either supplied by therayar are inserted by the user that are
executed when a conflict is detected. The choice of resodvekécute depends on the type of the

data. Object store systems are more likely to have resdbamrause they store explicitly typed data.

Ficus [56, 66] loosely couples its replica nodes and new tgsdare propagated via a gossip
style protocol [7, 19, 87]. Although the use of the gossiggrol considerably reduces the overhead
introduced by other update propagation algorithms (sedéd®e2.4.4), it is much more likely that
updates can be delivered out of order, or conflict if conaurspdates occur on two different replica

nodes. For this reason, Ficus also has default conflictvesoand allows users to register their own.

On the other end of the consistency spectrum are systemsrtipby an eventual consistency
model whichlazily propagate updates and perform what is termpgtimistic replication [70, 74].
The biggest benefit of optimistic replication is that replitodes can be loosely coupled. Since an
update need only eventually arrive at a replica node, theailaility or transient failure of a node
is not a significant system event. Replicas need not be aahstaonitored. Only if a replica node
is unavailable for an extended period of time are recovegrafppns started. Another advantage of
looser coupling is that it is easier to scale the system toge laumber of nodes and into the wide
area since the consensus algorithms that ensure stridstanty and require the tight coupling are
not used. A drawback is that conflicts become much more conandtthere is an increasing danger

of reading stale data [24]. In addition, recovery becomesendficult because replica nodes are

1Only the effects of the writer with the latest timestamp arers



2.4. The taxonomy of replication 23

potentially no longer identical, and thus recovery invehgetermining what has to be replicated

and from where it should be replicated rather than just tmpla duplication of a replica node.

Since updates are not eagerly propagated it is necessapnticthe staleness of a replica
node. Algorithms by Saito [72] (Porcupine) and Ladin [38htantee that if there are no updates
for a period of time and each replica node is available at spoig then the replica nodes’ con-
tents convergeView consistency23] provides stronger consistency than eventual comsigtéy
ensuring that a client never sees data older than the detdgiseen. Pu et al. [64] look at creating
staleness metrics for controlling the staleness of dataetleca node. In their model environment,
updates are guaranteed to be delivered, but they are notdiately committed. Pu et al. analyze
the characteristics of updates, and how many uncommittddtap there could be before a request

fails.

PDR uses an eventual consistency model but the issue afaepide staleness is less important
because data is only accessed on the replica nodes if thefdils. Thus for PDR it is important to
have up-to-date replica nodes for recovery purposes rtharfor accessibility. Clients propagate
the updates to the replica nodes, and the replica nodessgrensble to monitor the clients during
update propagation. In the event of a client failure theicaphodes are responsible to bring each

other up-to-date.

Pangaea [73] takes the following approach to maintainingsistency and ensuring replica
nodes do not become stale. First, the replica nodes ardignagti into two setsgold andbronze
The number of gold replica nodes is usually on the order afettar four and they continuously
monitor each other, if a gold replica node fails it is immeelia replaced. When a client modifies
data, the update is propagated to one of the replica nodiéss & gold replica node then the update
is propagated to the other gold replica nodes and the braptiea nodes are informed of a new
update that they are responsible to retrieve. If the updgieopagated to a bronze replica node then
the bronze replica node propagates the update to a gold¢daemiide and the update propagation
process continues from there. In this manner the gold eplades are always current and they
hold the definitive answer as to the state of the data. The mggllica nodes are also responsible
for maintaining the replication level. Depending on the iw@mof gold and bronze replica nodes,
if a bronze replica node fails it may or may not be recoverdédhd system sees that the number

of bronze replica nodes falls below a certain threshold thehooses a new bronze replica node
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and re-replicates from a nearby gold or bronze replica nddlsubtree of the file system is the
responsibility of a set of gold and bronze replica nodes and it is straightforward to determine
what has to be re-replicated and where the data is located.

Monitoring is predominantly used in PDR. Replicas monitacte other and are exclusively
responsible for performing recovery as in Pangaea. Wheiluadads detected all the remaining
replica nodes are brought up to the current state, this wenkgbperformed by the most current
replica node, and then a new replica node is selected andliirmio the fold (see Section 3.7). In
both PDR and Pangaea it is the responsibility of the newaapiode to obtain the data from an

existing nearby replica node.

2.4.2 Granularity

The granularity of replication is the second dimension and describes theofimeplication. The
granularity can easily be discretized based on the typeefktbrage system, thus there are four
granularities, block, object, file, and volume. The smallg=mnularity is the block, and is the
unit predominantly used by block level type storage systiis 39, 57, 92]. CFS [18, 83] is a
distributed hash table DHDased peer-to-peer storage system (see Section 2.4.3 ferdatail)
that replicates at the granularity of blocks. Interesgngilough, CFS has all the properties and
characteristics, and interfaces in the same manner, asafijeet store systems [67, 69, 85]. Ivy [49]
uses CFS as the storage substrate and creates a file systéntetiaces by the inter-positioning
approach. Replicating at the granularity of blocks is a denallged sword. On one hand there
iS no metadata to maintain and recovery is very systematiste8is such as RAID [57, 92] and
Petal [39] use block placement functions that are only dégeinon theBlockID, and thus locating
and re-replicating the blocks is straightforward. Cliecas easily locate the lost data and the re-
replication of a failed replica node is straightforward; IRAdoes it in hardware. Unfortunately, in
most cases all the blocks have to be recovered for the datausdful, since a missing block could
render the file system unusable.

The majority of the file system type storage systems [1, 2132933, 17, 56, 59, 62, 63, 73,
86, 88] replicate at the granularity of volumes. A volume ssially a subtree in a hierarchical file
system, it can be as large as the entire file system or as ssrealingle directory. Replicating at the

granularity of a volume means that the subtree is replicateally on the same set of replica nodes.
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This approach greatly simplifies recovery since the cliamt go to any replica [32, 56] storing the
volume to recover lost data, and the recovery of a replicarshply involves re-replicating the
volume [1, 73]. Another benefit is that creatingapshotor a checkpointf21, 63] of a volume

is simplified since the snapshot can be created from anyceeptbde and only one replica need be
involved if it stores the whole replica node. A drawback gilieating at the granularity of files is
that creating a snapshot of a volume is significantly morepgtera A checkpointor snapshotis a
read-only copy of a volume taken at a point in time. Restoratiith snapshots is trivial since it
simply involves copying the snapshot back and with a sefiesnapshots one can create a history
of the volume. To create a snapshot of a volume one simplysnaesihgle replica node, whereas
with file granularity replication one may need to contacteseal/replica nodes to build the complete
snapshot of a volume. In general the larger the granuldrgyegsier it is to perform recovery and

to reason about consistency in terms of inter-file relatigpss for example, a source tree.

Reducing the granularity of replication and replicatingheg granularity of files brings a differ-
ent set of benefits. First, it permits one to be selective aghat to replicate. Because the system
can focus on individual files, given some user input, theagjersystem can focus its resources on

providing availability and durability where it is necesgaather than spreading it thinly everywhere.

Replicating at the granularity of files also reduces or alges the scalability issues that arise
in storage systems that replicate at the granularity ofmels. Many of the older systems such
as AFS [32, 47], Archipelago [33], Coda [36, 77], Ficus [56],6and xFS [4, 88] require manual
intervention by the system administrator to partition thediystem into volumes and to re-partition
the volumes as they grow in size. This approach does not sedllee system grows in both the
number of nodes and volume size. Systems such as Farsitg][Bédstiche [17], and Pangaea [73]
have gone one step further and automatically re-partitienvblumes as they grow and become too

large; but this adds considerable system complexity.

Replicating at the granularity of files brings some compiewith respect to recovery, for both
the client and the replica nodes. The client has to keep wadtke replica nodes for each of its
files rather than for a single volume, and recover lost data @er file basis. This problem is
easily solved by employing a database that maps replicesrtodiées and files to replica nodes, and
replicating the database on a set of well known and trustel@sioRe-replicating a failed replica

node is also not as simple as re-replicating a replica namangta volume. A replica node stores a
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collection of unrelated files for a set of unrelated cliefisus, with high probability there does not
exist a replica node that is a mirror of the failed node and #ngimple copy cannot be performed
to recreate the replica node. Each client, with their assedireplica nodes needs to coordinate
to determine what data the failed replica node stored amdpigzate it from the available replica
nodes.

Although storage is very inexpensive, it is not free and dimistration cost is high. For this
reason Pastiche [17] uses techniques based on LBFS [48]uoeestorage use. LBFS and Pastiche
store distinct data chunks rather than blocks or files; chamk variable size blocks. That is, if two
files have similar data then they share the common data btatler than duplicating them and in
this way the system saves on storage.

Object store systems replicate at the granularity of objaotl achieve many of the benefits and
drawbacks of systems that do file grained replication. Samcebject, is stored based on its key, the
client must have all the keys to the objects to obtain themmfilee object store. Again, the solution
involves a level of indirection by maintaining an objectttheaps keys to objects and objects to keys
and thus the client only needs to ensure that it does not heskdy to that object. In many object
store systems [18, 37, 69] the location of the object is baseits key. In these systems each node
is assigned a unique node ID and an object is placed on aaemite that has the closest matching
node ID to its key. Past [69] for example replicates an old@thhen nodes that most closely match
the object’s key. On a failure, the other 1 nodes select a node whose node ID is the closest to the
key and re-replicate the data to that node. Again, the neesbime cooperation and coordination
between the replica nodes is the extra overhead incurrepa@u to replicating at the granularity
of a volume, but Past allows the object creator to specify harge n should be for a particular

object, which is a start of selective replication.

2.4.3 Replica node selection

The third dimension in the replication taxonomy descrileggica node selection: what nodes store
replicated data and how they are selected. On one end of datrgm isprimary copy[2]. In
this scheme, used by systems such as NFS V4 [46, 59], Intearjé2], and AFS [32, 47], the
client always replicates to and restores from the sameceeplde which is usually selected by the

administrator. If there are multiple replica nodes thers ithie responsibility of the primary copy
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replica node to propagate the updates to them. Althouglstitieme is simple, the primary copy,
unfortunately, becomes a single point of failure in the eyst If there are multiple replica nodes
then they are usually tightly coupled to the primary so indgtaent that the primary fails one of the

secondary replica nodes can immediately take over the pyisn@sponsibility.

In a number of systems [1, 20, 29, 39, 56, 73, 88] the cliedextthe replica nodes. In systems
such as Ficus [56, 66] and Starfish [20] the set of potentjglio® nodes is predetermined, and
changes to it require the intervention of the administrataithough this approach reduces the
complexity of discovering and selecting replica nodeslsio anhibits scalability and increases the

cost of administration.

In Petal [39], Zebra [29], and xFS [4, 88] all the nodes areptial replica nodes but a single
manager node directs the client as to where to place theaeptide. This scheme is also limited
in scalability and potentially has a single point of failutee manager node. xFS does provide for
multiple manager nodes, but each manager node is respoifsita volume in the file system and

if the manager fails then that volume becomes inaccessible.

Farsite [1, 11] improves on these approaches by automgticaating the replica node sets.
Farsite designates a subset of nodes to store a volume. $hlesets are non-overlapping and are
initially chosen at random. In the event of a node failuresikarsimply selects a random replacement
replica node from the set of available nodes. Although ad thanagement is automated, Farsite
depends on perfect knowledge of the system, that is, Farsites about all the nodes in the system.
This aspect makes Farsite limited to mostly LAN use or sidgimain use where such information

is possible to maintain.

Pangaea [73] further improves the set selection and creatiocess. Pangaea, like Farsite,
automatically creates replica node sets for subtrees di¢tsystem. Instead of randomly, nodes are
selected based on proximifCP TTL(Time To Live), information, available space, and amount of
down time. All this information is disseminated using a gegsotocol. In addition, the gossipping
of information permits the discovery of new replica noded #rus there is no requirement, as in

Farsite, that each node know about all the other nodes irny8tersa.
The approach taken by Pangaea is very similar to that také?D#y. PDR also employs other

node attributes and system topology to perform more réstrinode selection. This has the added

benefit of lowering the cost for recovery since the failur@ oéplica node affects a smaller number
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of nodes.

A large amount of recent research has examined the use dfribbutisd hash tabl€DHT) [68,
83, 93] to build peer-to-peer storage systems [18, 37, 49(obfect stores). Each node is assigned
a quasi-random ID. Data, objects, files, and blocks are madigeys, by a known hash function,
from the same space as the node IDs and are storednales with the closest node IDs to the
key. Thus, the replica node selection and data placementiie or less performed randomly as in
Farsite. The main difference is that there is a relationbkigveen the key assigned to data and the
node IDs the data is stored on. Hence, one knows given thenkagplica nodes on which the data
resides, while in Farsite one needs to query the system ¢ondigte this. The benefit of placing data
on random replica nodes is that diversity is attained priistibally, but not guaranteed, in terms
of location and reliability, as long as there is no relatlipsetween the proximity of the nodes and
the closeness of the node IDs. The drawback is that one hdigitigdo trust all the nodes in the

system and assume that all the nodes are identical, whictoisg§43, 89].

2.4.4 Replication strategies

The fourth dimension of the replication taxonomy describew updates are propagated. Repli-
cation strategies range fropassiveto active and can either beageror lazy. In passive replica-
tion [60] the client propagates the update to a replica nodetlzen the replica node propagates the
update to the other replica nodes. Eager passive replicetionown agprimary backupg25]. The
client—replica node relationship is equally described tiynary copy and primary backup; primary
backup further describes the replica node-replica nodgioakhip. In active replication [60, 78]
the client propagates the update to all the replica nodegerstrategies tightly couple the nodes and
propagate and apply updates in a transaction like mannesel$ystems usually employ protocols
such asabcast[27] (atomic broadcast) to keep state synchronized andstens.

The choice of replication strategy is influenced to somergxby the required level of con-
sistency. Systems that have a strict consistency model itieer @ager passive or eager active
replication.

Storage systems such as NFS V4 [46, 59], Intermezzo [62]A&S][32, 47] use the pure eager
passive replication strategy. Both replicate to a singlsteraeplica node, the primary copy, and

that replica node propagates the updates to one or morerefiliga nodes. This is a natural strategy
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to use given the design, structure, and consistency modkésé systems.

Active replication is predominantly used by storage systsoch as Coda [36, 77], Farsite [1,
11], and Starfish [20]. Starfish uses a combination of botlereagd lazy active replication. Usu-
ally one local and one off-site replica hode are propagateglagerly and the others lazily, thus
minimizing the number of replica nodes that must be tighttymled. In Coda there is no strict
notion of eager or lazy update propagation since clientsopemate in connected or disconnected
mode. While the client is disconnected no updates are patpdgbut on connection the client

eager—actively propagates the updates to all the Codars€reelica nodes).

A number of storage systems, Fragiapani [86], Petal [39F §& 88], and Zebra [29], use a
version of eager active replication that is termedgagled In these systems the client directly
replicates to one or more replica nodes but the set of repbdgs is dependent on the data. These
storage systems have a replica node manager that the cligallyi contacts to determine which
replica nodes the data should go to. This approach is sitoilaager passive replication except that

the actual work of replication is off-loaded onto the client

The Ficus [56, 66] and Pangaea [73] storage systems emptbyelager and lazy replication
strategies. Ficus uses a passive replication strategysthath eager and lazy. In Ficus the client
selects a replica node from a predetermined set of nodesaayadly propagates the update to that
node; this is known asulti-master Then that replica node gossips to the other replica nodast ab
the existence of a new update. It is then up to the other eeplozies to contact the replica node
with the new update to retrieve it. Pangaea is similar exttegitthe receiving replica node eagerly

propagates the update to the gold replica nodes and la&lgossip, to the bronze replica nodes.

PDR uses both lazy active and eager passive replicaticiegiea. During normal operations it
uses lazy active replication to propagate the updates teefiieza nodes. The replication of a file
is a time-based, per replica node, scheduled event thatcsfigal by the file’s replication policy. If
there is a failure then the replica nodes eagerly propadiaieer new updates to the other replica
nodes. In this way during normal operations the systems doekave to maintain tight coupling.
But in the event of a failure all replica nodes quickly becaroasistent so that recovery operations

become simpler.
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2.4.5 Update responsibility

The fifth and final dimension defines who is responsible foppgating the update. If the creator
or the originator of the update is responsible for the pragiag then the update jgushedto the
receiver. Note, if a node is responsible to propagate antepdaen if it did not physically create
that update, then it is still considered the originator @& thpdate. If the receiver of an update is
responsible for initiating the propagation then the reeeis said tqoull the update from the creator
or the originator. The main benefit of pushing updates isitigéasier to maintain consistency since
the update can be pushed immediately after it is createdhifuthough places a large responsibility
and potentially a large amount of overhead onto a single nodeplicate to a potentially large
number of replica nodes. By having updates pulled it is fs$0 reduce this overhead by reducing
the amount of state that a replica node must maintain andbdighg the responsibility onto the
other replica nodes. The availability of a new update canissechinated either directly, or by a
gossip protocol, and then it is the responsibility of theereers of this information to ask for the
update. The drawback is that it is hard to bound when thevexsewill ask for the update and thus
it is impossible to maintain strict consistency.

Storage systems such as NFS V4 [46, 59], Archipelago [38rimezzo [62], and AFS [32, 47]
rely on the client to push the update to the primary replicdenddnce the update hits the primary,
its safety becomes the responsibility of the storage systdrma primary replica node is responsible
for pushing the update to the other replica nodes. FicusgBalso relies on the client to propagate
the update to a replica node in a set of replica nodes. Theath®s replica nodes in the set are
responsible for pulling the update from that replica nodaispproach distributes the load and
responsibility, and as a result reduces the coupling amumgades in the set.

Other storage systems, such as Coda [36, 77], Farsite [[LP&ahpaea [73], Pastiche [17], and
Starfish [20], the client pushes the update to all of the capipbdes. This has the benefit of removing
the overhead and responsibility of update propagation ttumreplica nodes, but it adds overhead
onto the client and potentially makes recovery more diffjce$pecially if the client fails in mid-
stream. In the event of a failure the replica nodes take orrgbponsibility of propagating the
updates to ensure consistency. This is also the approaeh talPDR.

An approach taken by some systems is to only rely on the ctemush the update. This

approach is popular with systems that usually have a fewcaeplodes and employ a manager
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node to tell the client where to replicate; for example Fapgni [86], Petal [39], XFS [4, 88], and
Zebra [29]. The nodes are tightly coupled and are connecyed figh bandwidth, low latency
connection and update propagation is assumed to be an adpemation. Thus, a failure of a client
in the middle of an update propagation is assumed to be afd@saction, and the entire update

is lost.

2.5 Summary of replication systems

Table 2.3 summarizes the storage systems presented iois2cti Each system, and PDR, is pre-
sented with respect to the five dimensions of the replicatimonomy. The first column presents
the consistency model used by each system. Although censisis on a continuous spectrum, it
is quantized astrict, scheduleandeventual Systems that are classified as strict immediately prop-
agate updates upon creation or modification of data. Evkolassified systems lazily propagate
updates based on some criteria that differs from systemdi®isy Schedule consistency is lazy
propagation of updates, but the criteria for propagatiantime based schedule.

The second column is the granularity of replication. Thimelision is quantized into the four
main granularities described in Section 2.4.2. The thildroo presents the replica node selection
dimension of the replication taxonomy. This dimension iamjized into six categoriegrimary,
manager DHT, set-manualset-random andset-smart Storage systems that use primary backup
replication are classified as primary. Systems whose @it is directed by a manager node are
classified as manager. Peer-to-peer systems that are haskstributed hash tables are classified
as DHT. For systems that are classified as set-[manual masduwart] the clients replicate to one or
more replica nodes in a chosen set of replica nodes. How thpbea nodes are chosen is described
as manual, random, or smart. Manual selection implies thetiaf an administrator is necessary,
random selection means the nodes are selected at randosmanidselection means that nodes are
selected based on some criteria, such as node and netwrinktat.

The fourth column summarizes the replication strategyitht@ken by the storage systems. The
format of the description is a tuple consisting of two lettét for eager ot for lazy andA for active
replication,P for passive replication, dvl for manager replication. Manager replication means that
a single manager node is responsible for directing theaaidin process. If two different replication

strategies are used between clients and replica nodes ameldoereplica nodes then a second tuple
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Consistency | Granularity | Replica Replication | Update
Selection Strategy Responsibility
| PDR | schedule file | set-smart | LA-FEP CP-FRP |

AFS [32, 47] strict volume primary EP CP-RP

Archipelago [33] strict volume primary EA CP

Bayou [84, 85] eventual object random LA-LP CP-RP

CFS [18, 83] strict block DHT EP CP-RU

Cedar [21] eventual volume primary LA CP

Coda [36, 77] strict volume set-manual| EA CP

Farsite [1, 11] strict volume set-random| EA CP

Ficus [56, 66] eventual volume set-manual| EP-LP CP-RU

Fragiapani [86] strict volume manager | EM CP

Intermezzo [62] strict volume primary EP CP-RP

Ivy [49] strict volume DHT EA CP

NFS V4 [46, 59] strict volume primary EP CP-RP

OceanStore [37, 67] || strict object DHT EA CP

Pangaea [73] eventual volume set-smart | EA-LP CP-RU

Past [69, 68] strict object DHT EA CP-FRP

Pastiche [17] schedule volume set-random| LA CP

Petal [39] strict block manager | EA CP

Plan 9 [63] strict volume primary EP CP-RP

Porcupine [72] eventual volume set-manual| LA CP

Starfish [20] strict block set-manual| EA CP-FRP

XFS [4, 88] strict volume manager | EM CP

Zebra [29] strict volume manager | EM CP

Table 2.3: Summary of storage systems, presented withiretilieation taxonomy.

is used to describe the strategy between the replica nofikee $econd tuple is preceded bykn
than the strategy is only used during failure mode recovpgrations.

The fifth column summarizes who is responsible for propagatie updates in the system. The
format of the description is similar to the one used in coluimur. The first letter in the tuple
specifies whether it is the clieng, or the replica nodeR. The second letter specifies whether
updates are pushe#, or pulled,U. If the method differs between client-replica node andicapl
node—replica node update propagation then there is a ségpled If the difference is only during

recovery operations then the second tuple is preceded By an
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Selective replication

Simplicity is prerequisite for reliability.
— Edsger W. Dijkstra, 1975

The design of PDR is decomposed into three components:tigeleeplication, policy creation
and instantiation, and replica node selection. The nsahective replications given to the mech-
anism that determines what data to replicate, when to @dplit, and where to replicate the data.
In this chapter the design and operation of the selectiviicedipn mechanism is presented. Both
normal and failure operations are discussed, along wittclieat-to-replica node and the replica
node-to-replica node interactions. For the purpose of ktitypand clarity of this discussion the
replication policies are in their lowlevel representat{see Section 3.2); how they are set, the user
interface, and how they are translated into the lowlevehfar discussed in Chapter 4. In addition,
the node selector is a black box for this discussion; how siede selected is described in detail in

Chapter 5.

3.1 Design overview

PDR is a peer-to-peer system. Nodes are independent ogeptysical machines, there are no
centralized services, and all nodes run the same softwaeeHjgure 3.1). A node is either a client,
a storage, or both. Clients create and push updates toadptimrage) nodes. Storage nodes store
data for client nodes and ensure that replication policiesa@lowed.

PDR is predominantly structured as an event driven systemealls block waiting for events

33
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Figure 3.1: Global view and interaction of PDR with the opi@gsystem.
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that arrive either via queues or sockets; inter-thread conication is primarily done using queues.
Each thread is responsible for a particular stage in thecegmn process, making this architecture
similar to SEDA [91]. This architecture provides for a lot mdirallelism and asynchronous pro-
cessing. In addition, a lot of complexity that is usuallyradtuced by concurrency is removed since
data structures are mostly not shared between stages adshréhe need for locks is reduced, thus
making the system also easier to reason about.

All PDR nodes, client and storage, are implemented by theesaserlevel process. Client
nodes also use an in kernel file systeedirector that hooks into the file system via tM&=Slayer
and notifies the userlevel process of file system events (geeeR3.1). The userlevel process is
responsible for all operations in PDR that are related tdiaagon, copying file data, recovering
failed nodes, etc. PDR does not require any special furaitgnirom the underlying operating
system or file system. PDR stores file data and metadata darégs in the local file system.

The userlevel process is composed of three main modulegelieator, thepolicy oracle and
thecommunication managésee Figure 3.2). Theplicator is responsible for all operations related
to the replication of data. Th@olicy oracleis responsible for overseeing the creation and translation
of replication policies. These tasks are separated to Help Panage state. Thmmmunication

managerprovides support for all inter-node communication. Thdicapor manages the file sys-
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Figure 3.2: The components that make up the userlevel PDéegso

tem state and the metadata associated with each file. They mokcle manages the inter-node
connectivity; in particular, it tracks system topologyated by the replication policies and actively

discovers other nodes in the system 3.6.3.

The replicator process is responsible for replicating data; it interprexecutes, and enforces
replication policies by re-replicating data when a nodésfailt is connected with the local file
system and is upcalled whenever afile is created or modifiee r@plicator invokes the local policy
oracle for replica node selection, and communicates wjghaa&ors on other nodes for storage and

recovery purposes.

The policy oracleperforms the majority of the decision making in PDR. Priyathe policy
oracle is responsible for selecting replica nodes to gabsth new replication policies and existing
policies when a replica node has failed. It communicatef wiher policy oracles to maintain

up-to-date connectivity (network topology) informatiomdediscover replica nodes.

Thecommunication managerovides support for all inter-node communication. It pdes for

asynchronous message delivery, retransmission, andeféiandling for undeliverable messages.
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3.2 Replication policies

Replication policies control where and when data is ref@ida In PDR there are two notions of
replication policies, highlevel and lowlevel. Users spetiighlevel policies and assign them to
files. PDR provides a generic interface that enables usespdoify highlevel replication policies
in a wide variety of ways. A highlevel policy usually consigif two types of information. The
first describes the desired attributes of the replica nagled) as location, available storage space,
and network connection. The second is a replication budg#teodesired protection level. An
example of a highlevel policy iseplicate the data on local and offsite storage nodes, thkesess
of the document should be no greater than t minutes, and ttigdbis ¢ a monthThis information

is transformed into an optimization problem that maximittes protection level given a budget or
minimizes the cost given the desired protection level. Tolkcy oracle performs the translation
and stores them as part of a file's metadata. The replicats tiese lowlevel policies to guide
replication. The translation process is a multi-step psecand is described in greater detail in
Chapter 4.

The lowlevel representation of a policy, shown in Figure, 2@nsists of a number of fields
and lists. Theeplica node listis a set of pairghost,SF) consisting of a hosthame andstaleness
factor ((SF)). The staleness factor bounds the datedness of data fotiearepde. A staleness
factor ofx seconds means that data should be replicated no latek $egonds after it is modified.
The staleness factor can also represent a specific time, he@ period (e.g., 3:13am), when
replication of modified data should occur.

In addition, each lowlevel replication policy stores a n@mbf other pieces of information.
First there is a version number that the policy oracle inenets when a user or PDR modifies a
policy; PDR modifies the policy when a replica node fails akplaced. Second there is taicy
specifierl, which is the intermediate representation of a highlevatgollhe policy specifier is used
by the replica node selection algorithm to select the swregles and create the lowlevel replication
policy. The policy specifielL is a set of pairgK,k) that specify thenode selection constrair¥
and a non-negative integkifor the number of nodes required. Mode selection constrairi is a
set ofnode attributessuch as location, CPU, and network connection, that descithe physical
attributes of a replica node. Policy specifiers, node deleatonstraints, and node attributes are

presented in greater detail in Chapter 4. The policy orautkthe replica node selection algorithm
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Figure 3.3: The replication policy as stored as part of thtadeta.

use this information to select nodes.

In PDR replication policies are only applied to files; dim@s are not explicitly replicated.
Since replication occurs at the granularity of files it isleac what it means to replicate a directory.
If replicating a directory involves replicating its contsrthen the benefit of file grained replication
is lost. This approach has the benefit that directory mesadiats not need to be replicated, which

reduces system complexity.

Directories are implicitly replicated, from the root to tfiee’s parent directory, when a file is
replicated. A directory structure provides location imi@tion and context for file data; a directory
that never had or will have file data is pointless and does eedi o be replicated. If there is a need
to preserve an empty directory structure it is possible steintiate a special replication policy to

replicate an empty directory.

In PDR default replication policies are created by assigriiem to directories. A directory
stores a list of policies that are keyed by file type, whichuiigently determined by the extension of
a file; the extension is the string that follows the last dahmfilename. When a file is created it au-
tomatically inherits the appropriate default replicatmslicy from the parent directory. Directories

inherit the entire list of default policies from their patelirectory.
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Figure 3.4: The communication manager manages all the cancation in PDR.

3.3 Communication manager

The design of theommunication managéocuses on providing a simple and efficient asynchronous
message delivery system that handles both retransmisstbmraeliverable messages. The commu-
nication manager employs standard BSD sockets, two thi@adsfor sending and one for receiv-

ing), and a number of queues to provide the desired behasderKigure 3.4). The threads enable the
communication manager to operate independently of theofdbe system and the queues enable

the communication manager to provide asynchronous dglad notification of failure.

3.3.1 Sending messages

The communication manager uses a thread and a number ofgjteegeable its clients to asyn-
chronously send messages; a client is a thread within theepso Clients submit messages to be
sent by enqueuing them onto a queue of regular priority oreaigwf low priority. There is a queue
of regular and low priority because the gossip messagesdoowkring new nodes and keeping the
topology up-to-date are less important than replicatioth rcovery messages and thus should not
impede their transmission. The send thread blocks on them@eg until there is a message to send.

When a message becomes available the send thread attengaibvér the message. If suc-
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cessful the thread goes to deliver the next available messiaglocks if the queues are empty. If
message delivery is unsuccessful (a connection could nestablished or the message was par-
tially delivered), the message is put onto the failed quédter a period of time, which is globally
defined, the failed message is placed back on the appropredsage queue so that another attempt
can be made at delivery. After a number of failed attemptsrieesage is said to be undeliverable
and is put on the client’s undeliverable queue. Currentiytmber of attempts is specified globally

but it is straightforward for the number of delivery attemfi be specified on a per message basis.

A client of the communication manager provides a queue iticivundeliverable messages are
placed. Usually a client uses a separate thread that waiteaqueue and handles the undeliverable
messages as they are returned by the communication marigssages are typed to enable the

communication manager to place the undeliverable messgéhe right queue.

3.3.2 Receiving messages

To receive messages the communication manager uses aedpegad. On startup a client registers
with the communication manager and specifies the incomimty gud the message type of the
messages it is expecting to receive. For each pair of portnaegbage type a receive queue is

created within the receive thread.

The receive thread listens on all the registered ports. Wheressage arrives it is placed on
a queue that corresponds to the port number it arrived on tendnessage type. To retrieve the

message the client queries the appropriate queue.

Currently only TCP type connections are supported and aestiom is established and torn
down for each message. Although, this approach is ineffigitaen it comes to sending many small
messages, it is sufficient to show proof of concept for the PBdRotype and removes the neces-
sity and complexity for implementing an efficient and releatvansmission protocol on top of UDP
or other connectionless protocol. The communication manegsufficiently extensible such that
adding support for different types of connections and cotioe behaviors is straightforward. The
client would need to register with the communication man&geboth sending and receiving mes-
sages and specify the type of connection desired. Erroragessvould be propagated as messages

via the undeliverable message queue and the receive quetlatfarticular client.
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Figure 3.5: The structure of the replicator component inRBRR userlevel process.

3.4 Replicator

Thereplicator provides two distinct functions, one for client nodes and for replica nodes. First,

running on a client node, the replicator is responsible faicessing the file modification events
it receives from the kernel redirector, interpreting thelkvel replication policies, and scheduling
replication events. Second, running on a replica node,epkcator is responsible for processing
storage requests from other PDR nodes, monitoring otheesntitht replicate files it stores, and

assisting or coordinating recovery of failed nodes.

The replicator (see Figure 3.5) is composed offtleesystem controllerthereplication contro)
and thereplica store The file system controller communicates with the kerneiregtor and pro-
cesses the file creation and modification events. The filesysontroller informs the replication
control when a file is created or modified and the replicatiomtil| then executes the lowlevel pol-
icy for the file and schedules it for replication. The replgtare receives requests from other PDR
nodes to store file data. In PDR a node participating in acapdin policy is responsible to monitor

and to assist in recovery of all nodes listed in the policy.
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3.4.1 File system controller

Thefile system controlle(see Figure 3.5) is responsible for processing upcalls tiwerin kernel
redirector. The redirector propagates all file system calsept forread andwrit e, to the file
system controller. The interface between the redirectdrtha file system controller is operating
system dependent. In Linux the file system controller compates to the redirector through a
pseudo device instantiated by the redirector. This devase dimilar properties to that of a unix
pipe [82]. The communication is synchronous and is the stahgend-receive-reply pattern.

The file system controller is thus in the critical path of dk ffystem operations. To induce
the smallest amount of overhead and latency it is neceseamyduce the amount of processing
performed in the file system controller. To this end, the filstem controller is run on a sepa-
rate thread from the other parts of the replicator to deaotipé file system operations from the
replication operations.

When the file system controller receiveslaose for a modified file it creates a replication
request, and inserts it into a queue for the replicationrobi pickup and process. In this manner
replication is taken out from the critical path of regulae fdystem operations and the induced

overhead and latency is minimized.

3.4.2 Replication control

The replication control is responsible for interpreting/level replication policies, scheduling repli-
cation based on the policies, and propagating updates. Wieereplication control receives a
replication request it must retrieve the file’s replicatmoiicy from the policy oracle and determine
where and when the update should be sent. The replicatidnottimen creates a number of repli-
cation events that are inserted into a time based priorigugu The replication control employs
the services of the communication manager when it is tim¢h@update to be sent to a particular
replica node.

The replication control is composed of three threads (sger€i3.6), two for normal operations
and one for handling failed updates. By placing failure hiagdon its own thread and decoupling
replication and failure handling the process of repliaati® not retarded and thus data is not in
danger of being lost due to possible delays in replication.

The replication process is partitioned into two threadsemication scheduleand anupdate
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Figure 3.6: The structure of the replication control congrarin the replicator.

dispatcher The tasks are partitioned because the operations of datngdeplication and dispatch-
ing updates are disjoint and can be overlapped to achiewdlglmm. Thereplication scheduler
waits for file modification events from the file system coriénl On reception, the lowlevel policy
for the file is retrieved from the policy oracle and the reglion events are created and inserted
into thereplication event queydf similar events already exist then new events are notedeawo
events are considered similar if they only differ by thesiitch time. Similar events are not created
because a replication event always replicates the cureraton of the file at the time of dispatch.
Thus the second replication event becomes unnecessagytlacurrent version is replicated within
the required staleness factor. In addition, the replicatieents are written to a persistent queue so
that if the node crashes temporarily then replication essarg not lost and data is not in danger of
being lost.

The replication event queue is a priority queue that sopkaaion events based on the sched-
uled time of replication. Thepdate dispatcheblocks until the next scheduled replication event.
If the replication scheduler creates a replication eveat tieeds to be dispatched before the next
scheduled replication event then the replication scheduiblocks the update dispatcher, and the
update dispatcher re-evaluates the next scheduled riemlicavent. The dispatching of an update

involves replicating the latest version of the file specifiethe event to the replica nodes listed in
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the event. This mechanism enables PDR to avoid all unnegesgadication since not every version
(modification) of a file is replicated.

The progress of the replication control is never impeded tdug node failure. If an update
cannot be delivered by the update dispatcher the updatassega@nto théilure handlerthread in
the replicator. Depending on the replication policy theatpds reinserted into the replication event
gueue a number of times for additional delivery attemptge®d number of delivery attempts (the
number depends on the policy) the replica node is deemedvinfaded and a new replica node
is selected. The update is rescheduled and the new updgiézhtien policy is propagated to all

affected replica nodes, see Section 3.5 for more detailolicypupdate propagation.

3.4.3 Replica store

Apart from replicating data, the replicator is also respigesfor storing data for other PDR nodes
and ensuring that it stays replicated; these duties falhupe replica store The replica store
performs three tasks. The first involves processing thes steguests themselves and storing the
file data. To ensure that replication policies are followeg@lica node participating in the policy
monitors the other nodes listed in the policy for livelinedss is the second task. The third task
entails assisting in the recovery of a failed node. Thessethaisks are split amongst three threads
(see Figure 3.7) in the replica store.

Thereplica storereceives requests from other PDR nodes to store data orbtelf. The data
is stored in the same form and with the same path name as otight @ replica node creates a
separate file system hierarchy for each client for whicloitet data, with the root being demarcated
by a unique client ID. This approach simplifies both the ptaeet and the recovery of data.

Each replication policy haslaadernode that has several additional responsibilities. Thadea
is implicitly chosen as having the smallest staleness fdigtoause it always receives the first update
from a client and thus is most likely to have the most up-tedde data and metadata. Leader
election protocols are unnecessary. By examining a raicgolicy a replica node can directly
determine the leader of the policy. The leader is assignede$ponsibility of monitoring the client
until the complete replication policy is executed. In thisymf the client fails the leader can assume
responsibility for ensuring that the replication compdete every node. The benefit of this is two

fold, first the data’s protection level is brought up to thguieed level, and thus the probability of
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Figure 3.7: The structure of the replica store componenfOR P

losing data is reduced. Second, all the replica nodes beconmsistent and if necessary the client
can restore from any replica. The other responsibility efldader is to coordinate failure recovery
in the event a replica node fails.

Clients are never leaders for their own replication pofidiecause it is not know if they are
highly mobile and if they have a high bandwidth connectioig.(@ laptop). A leader node should
not be mobile and have a permanent connection so that it cauresthe replication policies are
followed and to coordinate failure recovery.

The heartbeat monitor tracks the liveliness of replica sdtiat are linked to the node through
the replication policies. For a node to be monitored it hdsetoegistered. The registration is a three-
tuple consisting of the host, the desired transition, aedriguency of the heartbeat. The transition
is either from up-to-down or from down-to-up. The rate of Heartbeat messages depends on the
staleness factor for that node, which helps to reduce théauof heartbeat messages. In addition,
heartbeat messages are not duplicated for nodes that &icegading in multiple policies.

Thefailure handlerin the replica store either coordinates, if it is a leaderepant assists in the
recovery of a failed node. Depending on the monitoring fegmy of the failed node, the failure
handler is notified of the failure by the heartbeat monitobypmnother replica node. The reasons

for decoupling the failure handling from the replica store the same for decoupling replication
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Figure 3.8: The structure of the policy oracle componentiirRP

and failure handling. These two tasks are relatively digjand the recovery of a node should not

hinder the ability of other nodes to continue to replicaté.to

3.5 Policy oracle

Thepolicy oraclehas three primary tasks. First it selects replica nodesdarneplication policies,
second it selects replica nodes for the replacement ofifaites, and third it transforms highlevel
replication policies to their lowlevel representation. eTpolicy oracle also has a number of sec-
ondary tasks. It stores policy information for the node araigles an interface for the replicator
to query this information. It also communicates with polmacles on other nodes to gather and
disseminate topology information.

Both clients and replica nodes have policy oracles. In tlentlthe policy oracle selects the
nodes for new replication policies, translates highleeglication policies to their lowlevel repre-
sentations, and stores policy information that maps filegplica nodes. In the replica node the
policy oracle selects replacement nodes for the replaceaidailed ones and communicates with
other policy oracles to maintain and track the topology. urég3.8 presents the structure of the

policy oracle.
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Figure 3.9: The policy oracle data structures, the nodestmy and the node-to-node maps.

This section primarily discusses tpelicy managerand thepolicy oracle coordinatorwhich
are responsible for the secondary tasks. The primary tdgh@lioy translation and node selection
are discussed in Chapter 4 and Chapter 5 respectively.

The policy oracle functions as the database for replicatiolicy information. Each policy
oracle has its own, local, database implemented by the Bgrkd [81]; this database is configured
to be thread safe, transactional, and recovetahlerder to provide consistency and fault tolerance.
The database stores three types of data. First it storegplieation policies (see Figure 3.3). Each
policy is keyed by golicy keywhich is a MD5 hash of the full path of the file, including théeait
ID for the root; there is an entry for every file. Second, théiggooracle stores two maps. The
first (see Figure 3.9a) maps nodes to policies. For each itogteres a record that contains a list
of policy keys for the policies the node is responsible fdnisTmap is predominantly used during
failure recovery to quickly determine the policies a faitemtie was responsible for.

The second is a node to node map (see Figure 3.9b), the link®de nodes. A link exists
between two nodes if they are both named in a policy. Nodeshaieadjacent if they replicate
the same file. This topology, or connectivity, is best repnésd as a graph where the vertices are
nodes and edges are the links. Thus, the second map creadmeency list for this graph and is
predominantly used by the topology manager to select namgxoficies.

The policy manageiprovides concurrent access to the information the polieglerstores and
is the interface to the node selection module. One of theairlients of the policy oracle is the
replicator and the policy manager is the interface. Thecgotianager is also the interface for the
policy oracle coordinatar Both the replicator and the policy oracle coordinator emhe policy

manager to create, update, and manage replication pofizsmation.

1The Berkeley DB uses journaling to aid recovery in the evéatarash.
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The policy oracle coordinator is responsible for sending eeteiving requests to and from
policy oracles on other PDR nodes. The three types of commguessts are for participation in
a replication policy, for node information, and for topojomformation. Node and topology in-
formation is propagated in two ways. Nodes explicitly quinythis information if it is required
immediately either for policy creation or for node recovefpe information is also propagated via
a gossip protocol [19, 87] in order to maintain up-to-dajgotogy information on the PDR node.
Maintaining current topology information improves the asdability to perform node selection; as

a secondary benefit less topology information needs to biecilpretrieved.

3.6 Normal operation

The rest of this chapter focuses on the operations of PDReTdre three types of operations, those
performed by a client node, those performed by a replica ran those that are performed by the
policy oracle. Sections 3.6.1 and 3.6.2 describe the dpesabf client and replica nodes and the
interactions between them. Section 3.6.3 focuses on thextimes of the policy oracle. Finally,

Section 3.7 discusses the failure modes of all three typep@rations.

3.6.1 Client operations

The client performs four main operations. It sets replaragpolicies, services file system upcalls

from the redirector, schedules replication events, anpadibies the updates.

Instantiating policies

Files acquire replication policies in two ways. One, a setaffult replication policies are assigned
to a directory. A file created in a directory inherits one daf ttefault policies; files can only have
a single policy. A subdirectory inherits the entire set ofadét policies from the parent directory.
Two, users explicitly set and change the replication pedidor files and directories.

Files inherit the replication policy from their parent ditery based on the best matching type.
Currently types are based on file extensions since traditidnix file systems do not explicitly have
the notion of file types. When a file is created the system exesnihe set of default replication

policies available from the parent directory and seleasotie that matches the extension of the file.
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For example, if the extension of the file ist’kt ” and there are policies for. txt ” and “. *” then
the policy for “ t xt ” is selected. If there is no exact match then an empty pofi@ssigned to the
file.

When a policy on a directory is modified the changes are nainaaitically propagated to the
contents of the directory; only newly created files or diogiets inherit this new policy. To change
all policies in a directory, the user must explicitly spgdifiat the new policy should be recursively
applied to all the existing policies in the directory. Thensatics are identical to that of treticky
bit for directories.

Users also have access to a set of tools to enable them todsehange replication policies for

files and directories (see Chapter 4).

File system upcalls

The file system controller receives all file system calls gptcead andwr i t e which are serviced
in the kernel, propagated by the Coda redirector. A reptiogpolicy is instantiated for a file or a
directory when the replicator receivesieeat or ankdir file system call. The initial replication
policy is either the default policy from the parent diregtar empty. The file system controller
marks a file as modified if it is newly created or opened foringit On the reception of el ose,
the file system controller creates a replication requestpasdes it to the replication control if the
modified flag is set.

Ideally, only thecl ose, renmove, rndi r, andr enane file system calls should be intercepted by
the replicator and only if the file has been modified, createdjeleted and a directory removed.
This would not only reduce the file system call overhead atehty but it would significantly
reduce the complexity of the replicator. One operation thatild need to be modified is how
default replication policies are set for directories. @utly, they are set on the reception of an
nkdi r call. One approach is to lazily set the default policies whdite is created for the first time
in a directory. On file creation, the directories that makeheofile's path would be examined and
default policies would be set if none were set before. This smple and elegant approach that
would work well because directories are not replicated ilRPD

On the reception of andi r the replicator removes the associated entry for the dingdtom

the policy oracle’s database. On the reception dreve the entry for the file is marked as deleted
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in the policy oracle’s database. Thenane does not just rename the file or directory. If a file or a
directory is set to use its parent directory’s default potizen on a rename the file or the directory
acquires the default policies from the parent directoryheirt new location. If they had explicit
policies set then those policies are maintained. The réagdor this is that if the file or directory
has the default policy set then the user has not focused ditettoe directory and thus probably has
the expectation that it is handled by the default policiese €onverse is also assumed true that if
the user focused on the file or directory then it must be spaoid the desired level of protection

should be maintained as set by the user.

Scheduling replication

When the file system controller receivesraat 2 or anopen call with the intent to modify the file,
the file is flagged and a temporary copy of the file is createthatgpreviously scheduled replication
events can proceed instead of waiting for the file to be clo3éis decoupling means that no file
system requests are ever blocked due to a pending rephicatiace versa. The file is moved if the
file is truncated on open, and copied otherwise. On recewirigse call the file system controller

creates a replication request and passes it to the replhcatintrol.

Upon receiving the replication request the replicationtcgi{see Figure 3.5) retrieves the repli-
cation policy for the file. The replication control then exags the replication priority queue to de-
termine if existing replication events for the file exist. épfication event is defined by a three-tuple
(filename (host;, SF;),dispatch timé consisting of the file, an entry from the replica node lise(se
Figure 3.3), and a dispatch time; the dispatch time is coatpas the staleness factor plus the cur-
rent time. The replication queue uses the dispatch timederdhe replication events and schedule
the sending of updates. The modification of a file generates@emore replication events. A new
replication event is not created if one already exists irréipdication priority queue. Two replication
eventau andv are considered to be equivalentiiéname = filenameg and(host, SF),, = (host, SF)y.

The creation of a replication event is a two stage processt, Hie event is written to a persistent
gueue so that in the event of a crash the replication eveatsaidost. Second, it is inserted into the

replication priority queue that orders them based on di$ptitne from soonest to latest.

2Thecreat function is the same amen with theO_CREAT| O_TRUNC| O WRONLY flags.
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Dispatching updates

Updates are propagated by the update dispatcher in theagpii control. Dispatching a replication
event involves sending the file to the indicated replica nddee update includes the modified file
plus a small amount of metadata that reflects the changestbldls attributes and the version
number of the replication policy. Transmitting the entide fs not necessarily the most efficient
approach but it is the simplest. One could propagate the firadddlocks or chunks, as done in
Pastiche [17] or LBFS [48], but that adds overhead and ise®aomplexity. Upon the completion
of a replication event, the update dispatcher removes thesmonding entry from the persistent
gueue and goes to sleep until it is time to dispatch the nexitev

If an update cannot be delivered because the replica nodeeschable, the replication event
is pushed to the failure handler. The failure handler hdidsupdate for a period of time and then
reinserts it back into the replication queue for anotheivdgl attempt. The length of time the
failure handler holds the update depends on the stalenets far that replica. The number of
retries is currently globally set but it can easily be spedifbn a per replication event basis. If after
a number of delivery attempts the update cannot be deliviredailure handler asks the policy

oracle for a replacement node. Failure recovery is thetestdor the failed node (see Section 3.7).

3.6.2 Replica operations

Replica nodes are primarily responsible for storing dath emsuring that replication policies are

followed.

Storing data

Replica nodes receiv&@orerequests from clients. Tretorerequests consists of the file data and a
small amount of metadata that specifies the file’s attribamekits replication policy version number.
The version number is used to ensuring policy consistentwdsn client and replica nodes.

On reception of a store request the replica node stores é¢tagfid in a temporary file and records
the reception of the event in a persistent log. Again, thidoise to simplify recovery in the event
that a node crashes temporarily or is rebooted. The reptida retrieves the replication policy for

the file and compares the version number of the local copydwdinsion number that is specified
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in the store request. If the two numbers match then the =it policy state is consistent and the
replica node moves the temporary file to replace the prewetsion of the file. Otherwise, either
the client or the replica node is using a stale replicatiolicpo The procedure to deal with stale
replication policy data is described in Section 3.7.2.

On reception of a store request if the replica node is theelefaal the replication policy then it
starts to actively monitor the client. The monitoring caags until the client has finished propagat-
ing the update to all the replica nodes in the replicationicgolThe length of monitoring depends
on the replication policy and the largest staleness fadthis monitoring is performed to quickly
catch a failed client and complete the replication policythie event of this type of failure (see
Section 3.7.3).

Monitoring nodes

Replica nodes monitor their peers to quickly detect failangl minimize the amount of time a
replication policy is not followed. The set of replica nodleat a node is responsible for monitoring
is easily determined through the node-to-node map that istenaed by the policy oracle.

The set of nodes that need monitoring could be large and thentia overhead would be
significant. This problem is mitigated in two ways, first,dbgh intelligent node selection (see
Chapter 5) the number of nodes that have to be monitored camraingained at a reasonable number;
roughly equal to the number of nodes in an average politwo, unnecessary heartbeat messages
are suppressed. If two nodes are communicating then tharerieed to send a heartbeat message
to determine liveliness. In effect, the heartbeats areyiggked on top of regular communication.
The heartbeat mechanism provides an API call to cancel tbeming heartbeat message for a
particular node.

In addition, nodes are not automatically monitored, they @mly monitored when they are
storing data to satisfy a replication policy. When a newiogpion policy is created, the nodes in
the policy do not automatically start monitoring each att@nly when they receive the first store
request for the policy do they start the monitoring. Thidroj#ation follows from the observation
that a node that is not storing the data cannot help in theveeg@rocess, since it has nothing to

re-replicate from.

3From our simulation results, this is around 6-9 nodes.
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The heartbeat mechanisms (see Figure 3.7) ping each ottleteionine liveliness. Each client
of the heartbeat mechanism registers the node to moniwfrélquency at which to send the heart-
beat messages, the transition, and a callback functionltorcdhe transition. The transition can

either be from alive-to-dead or from dead-to-alive.

3.6.3 Policy oracle operations

The policy oracle has three duties. First, it performs nadecsion for new and existing replication
policies. Second, it stores replication policies. Thitdnaintains topology and connectivity infor-
mation and propagates it to the other policy oracles to naatly build up a consistent view of the

system topology.

Replication policy store

The policy oracle uses the Berkeley DB [81] for its storagedse The replication policies, the node-
to-policy map, and the node-to-node map are stored in theparate databases. The replication
policies are indexed by policy keys which are MD5 hashes effile’s full path. The other two
maps are indexed by node ID, which is the node’s IP address pdlicy manager (see Figure 3.8)
provides the access and the synchronization for theseatapwhich are used by both the client
and the replica nodes; the client relies on this store taraete which files reside on which replica

nodes.

New policy creation

In PDR, policy creation is always performed by the client @nsla multi-step process. For the rest
of this discussion assume that a highlevel policy has ajrbadn translated to a lowlevel replication
policy.

First, the client’s policy oracle queries each replica nbsted in the new replication policy
and the current information about the node is obtained. iiqodar the oracle retrieves, the nodes
attributes, the policies that the node is responsible fod the nodes that are adjacent to it. In
this way current and consistent node and topology infomnais obtained and maintained for the
replication policies the node is participating in. In addit if a node fails then this information aids

in performing recovery.
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Second, the client’s policy oracle incorporates the newbamed information with its own. The
node-to-policy and the node-to-node maps are updated. thiegolicy oracle sends the new repli-
cation policy and the updated topology to the replica notited in the replication policy. Third,
on receiving the new replication policy the replica nodedaip their replication policy database,

the node-to-policy, and the node-to-node maps.

Updating existing policies

To improve efficiency and to avoid unnecessary replicatienupdating of replication policies is
a two phase process. First, the old policy is temporarilyedawn the archived policy list (see
Figure 3.3). Second, the new nodes being added to the riemticaolicy are queried for their
information. Third, the nodes being removed from the regian policy are removed but are not
informed of their removal. Finally, the version number oa thplication policy is incremented and
the existing nodes and the new nodes are sent the updatezitiepl policy. This is the end of the
first phase. No data copying is performed at this time. Iféhgm failure before the file is modified
again then the old saved replication policy is used. Oncdillés replicated based on the new
replication policy the old replication policy is removeddatie nodes that were removed from the
policy are informed of their removal. This approach allowsd& smooth and efficient move to an
updated replication policy without performing data comyibut still maintaining a consistent view
as to where the data resides.

The saved replication policy is actually a list of replicatipolicies. In most instances the list is
of length one since policies are not modified often. In thenetleat a replication policy is updated
and then updated again without the replication policy bdinly executed then the affected file
may be fully replicated under the old policy, partially nepted under the first modified policy, and
partially under the last modified policy. Thus, to ensurd theta is not lost due to node failure
and can easily be found, all three policies are kept untictireent replication policy is completely

executed; there is no limit to the number of policies thatloarn the archived policy list.

File creation and modification

The replication scheduler in the replication control (segife 3.6) uses the policy manager to get

replication policies. When a file is created, the repliaasoheduler queries the policy manager for
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the default set of replication policies assigned to themadeectory. The most suitable replication
policy is chosen, based on the file extension, and it is aghpdi¢he file. The creation of a directory
is similar except that the entire set of default replicatimticies is inherited by the new directory.
Finally, the replication policy is sent to all the replicades. Since a new policy is not being created,
instead an existing policy is being applied to a new file cecliory it is not necessary to query the
replica nodes listed in the replication policy for inforriaait The replica nodes just have to update
their replication policy databases, the node-to-policg #re node-to-node maps are unchanged.
When a file is modified the replication scheduler queries ey manager to obtain the file’s

replication policy to create the replication events.

Remote requests

The policy oracle coordinator (see Figure 3.8) processestypes of remote requests from other
policy oracles. The first is a request for information, whagmsists of the node attributes, the
replication policies the node is participating in, and theal topology or connectivity. The second

is a replication policy creation or update request.

When a request for information is received, the policy aadordinator calls the policy man-
ager to obtain the information. By maintaining the nodgdtdicy and the node-to-node maps the
policy manager can quickly and efficiently gather this infiation. It is important for the policy
manager to satisfy these requests quickly because theitpabthis information is dynamic. De-
pending on the activity of the system the information carckiyi change, and thus a node can

receive a significant number of these requests for infoonati

Replication policy creation and update requests are qunitges but are treated differently. On
reception of a replication policy creation request thegyotiracle coordinator updates the node-to-
policy and the node-to-node maps and inserts the new paltoythe database. On reception of a
replication policy update request the policy oracle cawathr updates the maps and the replication
policy, but also archives the old replication policy untietnew replication policy has been executed

at least once.
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Topology updates

The policy oracle is also responsible for distributing togy updates to the other nodes in the sys-
tem. This enables the nodes to maintain a relatively cangisiew of the topology or connectivity.
A gossip style protocol [19, 87] is used to accomplish thikta

On aregular basis the policy oracle builds an adjacencyixithtit represents the topology and
sends it to a small, random subset of the nodes it knows alyoparticular, it focuses on the nodes
it recently discovered through gossip messages from otiags Along with the adjacency matrix,
the static attributes of the nodes in the adjacency matexaéso sent. This approach reduces the
amount of information sent, since a portion of it can becomelated relatively quickly, and if a
node is chosen for a policy then its full attributes are otadi

On reception of a topology update the policy oracle upddtesbde-to-node map. New nodes
are added and inter-connections between existing nodegdeted.

Gossip messages also piggyback heartbeat messages bidene¢nsa and they are not a sub-
stitute for the monitoring. First, heartbeat messagesearete everybody verses a random subset.
Second, heartbeat messages are usually sent at a higheerfoggthan gossip messages. Failure

would not be detected quickly enough if only the gossip protevas used.

3.7 Failure operations

An important aspect of any distributed system is the abidtirandle failure conditions; the design
of PDR assumes that nodes fail in a fail-stop manner, and tdmject corrupted information into
the system. It is important for PDR to quickly recover froniuee conditions because it must
maintain the replication level of the data and no redundaplication is performed.

Given that replication is performed asynchronously at trenglarity of files and that PDR’s
architecture is peer-to-peer, special care must be takendore consistency is maintained. PDR
considers two general failure modes. The first is transigihires such as network partitions and
temporary node failures. The second is permanent nodedailu

For transient failures the main issue that needs to be ashids the consistency of policy
metadata. The design of PDR assumes that transient fadueeshort term and replication policies

are always followed. To deal with transient failures, thsetegn must handle updates, both data and
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policy, that are late, lost, or delivered out of order.

For permanent failures there are three additional issuiest, the system must quickly handle
the failure of a node so that replication policies are fokokwSecond, the corrective process should
not put excessive load on the system. Third, the detectiennafde failure could potentially cause
a message storm during the recovery process. The topolothe afystem must be maintained to

prevent such storms from occurring, or ensure that theyoaadired (see Chapter 5).

3.7.1 Transient errors

Transient failures, such as network partitions and rebgaif nodes, are handled by a combination
of heartbeat messages and re-transmission of unsent ragsstga nodeA is unable to send a
message to a nodg it initially retries several times. If after several atgi®A is still unsuccessful,
the heartbeat monitor is invoked to moni®mnd informA whenB becomes reachable again. At
some point, ifB is still unreachable, then it is considered to have failednamently. Similarly, if
the heartbeat monitor does not hear from a node for a peritichefthen that node is considered to

have failed permanently.

3.7.2 Stale replication policy data

During transient outages it is possible that some data epdative late or out of order. In partic-
ular, this can be problematic during replication policy ajss. For example, a node is added to a

replication policy but is not informed of this until it reegis the first store request from a client.

Assumptions

The recovery procedures for stale replication policy datéired below are predominantly for typ-
ical failure modes. There are several atypical scenariatsate briefly discussed here, along with
accompanying brute force solutions, but in general it isiiaesl that these scenarios very seldom
arise.

A primary assumption is that the composition of a repliaatimlicy, that is, the set of replica
nodes, does not quickly and drastically change. Specifjca# require that at any time if a node
discovers that it has a stale policy then there exists a Baddoth the old and the current policies

that it can query to obtain the current policy. More formalflyp is the set of nodes in the old policy
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and?’ is the set of nodes in the current policy, then\ 2’| > 1. If the above is not true then the
node can resort to broadcasting the policy key to find theeotiversion of the replication policy
and determine the policy’s members.

It is felt that the above assumption is valid because in lam@nizations machines, such as
workstations, are permanently connected and have uptiméeirange of hundreds of days [11]
and even longer lifespans. In addition, the mean time bdé&ae for present day hardware, such
as disks, is rated for 300K to 1.2M hours. Servers have an leveger life span than workstations
because they are generally built with higher grade compsraerd are administered. Given a policy
composed of three workstations, with an average lifesp&90fays, the above assumption would
be valid for about one and a half years before the node mehiparisanges completely. The client
would have to resort to broadcasting only if the data is nodiffed for that period of time.

The above assumption is more important for clients thandplica nodes. Whether or not a
replica node possesses stale policy information or notlitewentually be contacted with either a
policy update or a store request and its policy informatiolh lve brought up-to-date at that time.
Clients on the other hand are much more problematic bechagenhly push updates to the replica
nodes and replica nodes do not explicitly push updates to.thé&us, without the above assumption
it is possible that at some point the replication policy om ¢hent and on the replica nodes diverge
to the extent that the client does not know and is unable todmdof the current replica nodes
in the policy. At this point the client would need to do a broast to attempt to locate the current

replica nodes in the policy.

Stale replica

PDR relies on the version number contained in the replingpiolicy to determine if the policy a
replica node is holding is current; the policy version numiseattached to all store requests. On
receiving a store request, a replica node compares theveglceersion number with the version
number it already stores. If the two match then the storeasigand the replica node are using the
same policy, which might, in fact, be stale. If the receivedsion number is bigger, then the replica
node contacts the leader or one of the other nodes in they@oit requests the current policy. This
case relies on the assumptions presented above. The expeptg from the leader or one of the

replica nodes is a replication policy with the version numbat is equal to or greater than that of
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the store request. If the received number is smaller, thewlibnt is using a stale policy and needs

to be updated.

Stale client

A client will hold a stale replication policy when the lead®rthe replication policy changes the
policy due to a replica node failure. There are two scendhiascan occur when a client holds stale
replication policy data. The first is when the client holdgaesreplication policy but the replica
node has the current version. In this case the replica ndders the client about the inconsistency
and the client rereplicates based on the updated policy.

The second is when both the client and the replica node hdlae replication policy. In this
case, the client continues to replicate based on the stdleaton policy until it encounters a replica
node with the current replication policy; this is where tlsswamptions made above are extremely
important. At this point the second case turns into the fashario and the client rereplicates based

on the updated policy.

Disseminating stale information

To avoid disseminating stale information the policy oraali® not send detailed node information
or node attributes that are dynamic when gossipping to gibkecy oracles. If a node needs the
attributes of another node it contacts that node directlithcugh node attributes do not change
often, by forcing nodes to obtain this information diredtig potential to disseminate and use stale

information is reduced.

3.7.3 Client failure

PDR handles both transient and permanent client node dailuiransient failures are those on
which the PDR process has died and was restarted; for exanpbdee was rebooted. Permanent
failures are those on which the PDR process has died and reduens. There are three client node
failure scenarios that need to be handled.

In the first scenario the client’s replication queue is emptiiere are no pending replication
events and all replication activity is up-to-date. In thistance it does not matter if the client fails

permanently or eventually restarts, no recovery actioasiacessary.
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In the second scenario the client’s replication queue isengbty and no replication policies
are partially satisfied. That is, one or more files were matiied replication events were inserted
into the replication queue, but no replication events weéspaiched before the node crashed. If
the node fails permanently then the modifications are Idgtel node eventually restarts then the
modifications are recoverable because the replicationeayjigepersistent. On a restart the client
re-builds the replication queue and immediately dispatcikreplication events that were missed
while the client was down.

In the third scenario the client’s replication queue is mopgy and some replication policies are
partially satisfied. That is, one or more files were modified @plication events were inserted into
the replication queue. In addition, several of the replicaevents were dispatched to the replica
nodes before the node crashed. As described earlier, tHerleade monitors a client node until
in-progress replication policies are satisfied. On datgch client failure, permanent or transient,
the leader node immediately replicates the latest upddbetother nodes in the policy. If the client
returns, on restart all replication events that were pawd péartially satisfied policy are removed
from the replication queue since the leader node has alrpaapagated the updates to the other

replica nodes.

3.7.4 Client failure to contact a replica

When a client fails to contact a replica node it anticipatgsmolicy change. If the failed replica
node is not a leader then the client contacts the leader woaolatéin the current replication policy.
If the failed replica node is the leader then the client coistéhe replica node that is elected the
replacement for the leader (see Section 3.7.5). The leantler @ways holds the current replication

node.

3.7.5 Replica failure

The bulk of the failure handling machinery is used to handiked replica nodes.

Non-leader replica nodes

When the failure of a replica node is detected, the leadeh@fréplica node group is informed

by the node(s) that detected the failure. If the leader thid#m a new leader should take over the
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restoration process. In order to quickly detect the failofra leader the other nodes in the policy

start to monitor the leader at a higher frequency.

Upon receiving notification of a node failure the leader tgethe policy oracle to find a re-
placement node. Once a new node is selected the leader spotsyaupdate message to all the
nodes listed in the replication policy; a policy update ragssis sent for all replication policies af-
fected by the node failure. Note, that the failure of a regphode may affect a number of replication
policies, each of which may have their own leader. The leadeach replication policy may select
the same or a different replacement node, depending ormpitdagy and connectivity information.

Thus, a failed replica node may be replaced by a number ofsnode

Once a replacement node has been selected and all affeptiedtien policies are updated, the
leader starts the re-replication process for the data thathested on the failed node. The leader
gueries the policy oracle for a list of files it is responsifile and propagates the list to the newly
selected node. The newly selected node pulls the requitedrdan the available replica nodes and
then informs the leader when finished. The newly selectee seticts replica nodes from which to
pull the data based on two criteria. First the replica nodstrhave an up-to-date copy of the data.
Second, if there is a choice the replica node that is clogemi a local LAN verses off-site, and has
the higher bandwidth connection is selected. These piiepate part of the defauttode attributes
that each replica node possesses (see Chapter 4). If the seletted node receives a store request
for afile it is supposed to pull from a replica node, it accepesstore request and removes the file

from the list of files that have to be pulled.

Leader nodes

The procedure for handling leader node failures is simdahat for regular replica node failures.

When the failure of a leader node is detected, the node wem#éxt smallest staleness factor is
automatically selected as the temporary leader. Then toeeey process described in Section 3.7.5
is performed. As a last step, if the newly selected node hasrtiallest staleness factor then it takes
over the duties of the leader. If there are multiple node$ Wit same staleness factor then the

current policy is to select the leader as the node that hasntiadlest IP address.
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Client node notification

Client nodes are notified by replica nodes of changes tocain policies as a result of a replica
node failures. These notifications are primarily done yawihen the client contacts the leader or
some other replica node. Leader nodes immediately noténichodes of replication policy changes
if the leader is already monitoring the client node.

Changes to an in-progress replication policy affect boibntland replica nodes. When the
client node receives a notification that a replication gotias changed, it examines what part of the
replication policy has been satisfied. If the change doesiff@tt what already has been replicated,
then the existing replication entries in the replicatioreyg are simply updated. Otherwise, the
client node immediately replicates the data to satisfy thaated policy.

Client nodes cannot be notified of changes to the replicatlity if the leader node fails.
Instead a client node is informed of changes to replicatalicies when it sends a store request to
one of the other replica nodes. This scenario only occurdients that have in-progress replication

policies that have already replicated to the leader node.

Failure during recovery

Finally, the system must handle recursive failures wherphlcae node fails while the system is in
recovery mode. Currently, PDR simply re-computes and péeages. Some work could potentially
be salvaged that was done in the previous attempt to redmuethis adds substantial complexity to
the system.

It should be noted that transient failures, such as netwarttjpns, are still expected to occur
during recovery. These transient failures are treateddarsééme manner as when the system is not
in recovery mode. Thus, it is assumed that the recovery psog®y take some time to complete

during a storm of transient failures.

3.8 Data recovery

Depending on the severity of data loss, data recovery igredlone or two step process. In the
first scenario file data is lost but the policy oracle datalms#act; for example accidental deletion

or minor file system corruption. In this case the user emphloyserlevel tool to restore the lost
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data. The most recent version available of the file is detegthby contacting the leader node in the
replication policy. In addition, the leader returns the e®adn which this version is available, since

the current version could still be in the process of beindicatzd.

The userlevel restore tool communicates to the local paregle through the plug-in interface
to obtain the necessary replication policy informationeTdol then communicates to the replicator

on the replica nodes directly to restore the necessary data.

The other scenario is the loss of both the file data and theypotiacle database; for example a
total disc failure on the client (the loss of the database oeplica node is irrelevant because it is
automatically rebuilt when the replica node is replaced)this case the first step is to recover the
database and the second step is to recover the file data. Tityegracle database is also replicated.
During system setup the administrator and/or the user fipeei set of replica nodes to which the

database is replicated. This set of nodes are well knowsteiniyiand reliable.

The replication policy for the policy oracle database delseon the replication of newly created
files. When afile is created, and a new replication policy itt&n to the policy oracle, a replication
event is scheduled for the policy oracle that correspondisedirst replication event for the newly
created file. If a replication event already exists for thiiqgamracle database and a replication event
is inserted for a newly created file that is to be replicateghesooner, then the replication event for
the policy oracle is rescheduled for the earlier replicatime. In this way, the information in the
policy oracle database is current as to what is replicatbérd may be file data that is listed in the
policy oracle database that was not replicated but therevisrran instance when there is replicated

data that is not listed in the policy oracle.

To recover the policy oracle database the PDR userleveicatiph is started in recovery mode.
In recovery mode the replicator retrieves the policy oratdéabase from one of the well known
replica nodes and starts pulling file data for all the filetetisn the database. The choice of replica

nodes from which to pull the data is made as in the first scenari

A client can recover a large portion of its data without resring the policy oracle database but
there is no guarantee that all file the client’s data is re@mleTo recover file data one can broadcast
the client’s root to the system. If a replica node has a dirgdtierarchy with that root then it stores
some set of files for the client. At this point the replica nogleirns the list of files it stores for the

client along with the replication policies. The client caen recover the files and rebuild the policy
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oracle database. This approach is considerably slowerrdwmvering the database, it adds more
overhead to the client and the replica nodes, and the ckembt guaranteed to restore all its data

since a node may be down at the time of the broadcast and thusosive the message.






Chapter 4

Replication policy

Raise a lot of money for me, I'll give you good architecture.
Raise even more money, I'll make the architecture disappear.

— Yoshio Taniguchi, MOMA architect

Replication policies drive the replication of data in PDRhege policies affect replication at
the granularity of a file, and the level of protection (reation) that is provided is proportional to
the value of the data. Users specify policies using an iaterthat is appropriate for them and the
operating system. Unfortunately, specifying this infotima in a consistent and uniform manner
is extremely difficult because users have a very widely varyperspective on the definition of
protection level or replication, and on the value of data.

The adage Beauty is in the eye of the beholdiequally applies to the definition of data value
as it does to art. The value of data is not simply defined by tmber of hours it took to create
it, or its monetary worth. Other subjective factors, suclsetimental value, greatly influence the
perceived value of data. Thus, there is no single or uniforely W explicitly define the value of
data.

Users’ understanding of what backup and replication optame available, how much protection
(safety) is provided by each option, and their relative abBers to the extent that there is not
a single, well understood, representation for either oaheariables. Given the greatly varying
perspectives on these three factors it is extremely difficutreate a uniform interface to specify
these two variables. Instead, PDR provides a generic plugterface that enables the administrator

of the system to create a module that provides a custom usefaice to create, set, and modify

65
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highlevel replication policies. In addition, the plug-impides the necessary mapping functions to
map highlevel replication policies into lowlevel repretsgions that PDR understands. In this way

the system can be tailored to fit the needs of its users.

4.1 Overview

The translation of a highlevel policy into a lowlevel polisya multiphase process. A user specifies
a highlevel policy using the user interface provided by tbécg plug-in. This highlevel policy
usually consists of two types of information. The first egply describes the desired properties of
the replica nodes. For example, for video editing it is ggse to have replica nodes that have high
bandwidth connections. The second is a replication budgéteodesired protection level. This
information is transformed into a optimization problemtthaximizes the protection level given a
budget or minimizes the cost given the desired protectival leThe highlevel policy is translated
into apolicy specifiell. which is a set ohode selection constraint3 his sefl. of constraints is then
used by the node selection algorithm to select a set of naddkd lowlevel policy; the selection is
based on theode attribute®f the nodes.

Section 4.2 presents thde attributeghat define nodes in PDR and are primarily used for
replica node selection. Section 4.3 presentstide selection constraingsd describes how replica
nodes are selected using these constraints and nodetatitil8ection 4.4 presents thelicy spec-
ifier. In Sections 4.5 and 4.6 the mechanics and the API of theyppliog-in are discussed. In
Section 4.7 the concept of highlevel policies is defined aweiml examples of utilities to set, cre-
ate, and modify highlevel policies are presented. Secti8rdédscribes how a highlevel policy is
translated to a lowlevel policy. Lastly, in Section 4.9 tleenapping of node attributes between

domains is discussed.

4.2 Node attributes

Replica Nodes in PDR are described by a@aif properties calledhode attributes These node
attributes are used extensively in node selection for beth replication policies and replacement
nodes when replica nodes fail.

The setc consists of static and dynamic node attributes. For exanspddic properties such
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Default node attributes
reliability
connection
location
policy load
node degree
available space

Figure 4.1: The default set of node attributes.

as the CPU or the network connection usually do not changmgidine life time of the node,
while dynamic properties such as location, the availaldeage space, or node utilization change

depending on the node’s relative location or workload retpaly.

There is a default set of node attributes that all PDR nodesgss (see Figure 4. Beliability

is a static property that specifies the dependability of tieenand is one of the following values: a
workstation aserver or adata center Workstations are desktop machines, they are abundant and
inexpensive, but they are the least reliable since userdumayhem off or reboot them at any time.
Servers are machines that are locked away in a secure roomhenmrdis an administrator to take
care of them. They are more reliable than workstations, tay still be affected by local network
and power outages. Servers are generally more expensieplicate to than workstations because
of the administration overhead and they are less likely tedramodity machines. Data centers
are the most expensive type of replica node but they are ladgsmbst reliable. Not only are they
professionally administered but they are likely to be cated by multiple links, have uninterrupted

power supplies, and have a large amount of redundancy.

Connectioris a static property that describes a node’s connectioretoett of the world in terms
of the upstream/downstream bandwidth. This node attritakes on the following valuesd/0,
56Kb/56Kb(modem),128Kb/1.5Mb(ADSL or cable),1.5Mb/1.5Mb(T1), or 45Mb/45Mb(leased
T3 or better). Thdocationis a dynamic property that describes the relative locatioa pair of
nodes. Local nodes are co-located and are usually connected by a sirgjebaindwidth LAN.
Remotenodes are considered to be offsite and connected by a thitd parvice provider that
charges for the bandwidth. Thus, in general, remote nodemare costly to replicate to because

there is an additional cost of bandwidth. The node attribptdicy load node degregandavailable
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Node attribute
domain ID (DID)
property ID (PRID)
property type
value v;
value Vo

Figure 4.2: A node attribute.

string  character string

enum  enumeration

int32 signed 32-bit integer
uint32  unsigned 32-bit integer
int64 signed 64-bit integer
uinté4  unsigned 64-bit integer
float32  32-bit float

float64 64-bit float

Table 4.1: The eight property types.

spaceare all dynamic properties, and describe the number ofipslithe node is responsible for,
the number of nodes that are dependent or connected to tkeanudithe available storage space on

the node, respectively.

The system administrator of a PDR domain may also add cusbola attributes. For example, a
more precise location may be required and thus a propertgplezifies the node’'s GPS coordinates
can be added. If an organization has offices in multiple lonatthen it may be beneficial to also
specify the node location with respect to office locationm8mode attributes, for example location,
are relative to another node and are remapped as necesa§gstion 4.9). For example, if replica
nodesa andb are on the same LAN, then froais point of viewb’s location islocal. If nodec is

attached by the Internet and knows abaaindb, thena andb are listed asemoteto c.

A node attribute (see Figure 4.2) is a five-tuple that dessréoproperty of a replica node. The
domain IDspecifies the domain a particular property belongs to, ordedised in. The domain
ID is a unique identifier across all instantiations or dorsawfi PDR. Theproperty ID uniquely
identifies the node attribute within the domain. The comtiamaof the domain ID and the property

ID uniquely identifies a property across all domains of PDRe Homain ID and the property ID
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Node selection constraint K

(IDo,®())
(ID1,@1())

(IDn, @n())

Figure 4.3: A node selection constrairifs

equal X=V

not equal X #Vq

less or equal XxX<vp

greater or equal X>V;

in the range Vo < X< v

out of therange X< VoorX2> vy

Table 4.2: Several examples of constraint functipns

are used to uniquely identify node attributes when they emeapped from one domain into another
domain (see Section 4.9). Theoperty typedefines the type for, andv,; v; andv, are always the
same type anu, is optional. The valueg; andv, specify the value of the node attribuig;is used

to specify a range of values for a node attribute. The typedisted in Table 4.1.

4.3 Node selection constraints

In PDR node selection constraintpecify the criteria by which replica nodes are selectedhéo
replication policies and for replacement of failed repligades. Anode selection constrair{see
Figure 4.3) is a seK of pairs(ID,@()) consisting of arlD, and a constraint functiop(). ThelD
is a pair(DID, PRID). The constraint functio() takes as input; andv,, if v, exists, and returns
true if v; andv, satisfy the constraint. Several examples of the constfainttion ¢() are listed in
Table 4.2.

Determining if a replica nodeatisfiesa node selection constraint is straightforward. Given a
nodex with node attributeg’, and a node selection constraiitwe say thak satisfiesK, denoted
Cx CK, if for all k € K there existx € ¢, such that{DID,PRID). = IDx and@(({v1,V2)¢) is true.

Similarly, given two node selection constraififsand K/, K satisfiesK’, K C K/, if for all ¢, if
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Policy specifier L
(Ko, ko)
(Kq,kq)

(Km, km)

Figure 4.4: A policy specifiet..

¢ CKthenc CK'.

4.4 Policy specifier

A policy specifielll. (see Figure 4.4) is the result of the translation of a hig#llpelicy by the policy
plug-in. Itis a set of pairs(K,k), consisting of a node selection constrdiband a non-negative
integerk. Given a set of replica nodds, N satisfies policy specifidL if there is a function that
maps the nodes iN to the tuples irL, such that for eackiK, k) € L at leastk nodes satisfyindk

are mapped to it.

4.5 Policy plug-in

The policy plug-in has three primary responsibilities. sEiit provides the user interface for users
to create and modify replication policies (see Section.438cond, it maps the highlevel policies
specified by users into a policy specifie(see Section 4.8). Third, it performs remapping of node
attributes from one domain into another (see Section 4.9).

In most modern operating systems, application plug-insuatelly supported as dynamically
linked libraries that are explicitly loaded by the applioat the policy plug-in is a dynamic library
that is loaded by the userlevel portion of PDR on startup. idéme of the policy plug-in is ex-
plicitly specified which allows a single domain to use diffiet plug-ins. The plug-in exports two
functions; thenameof the plug-in is prefixed to the function name. Tieme_initfunction, as the
name suggests, initializes the plug-in. At initializatiiime the interface to the policy manager (see
Section 3.5 and Figure 3.8) is passed into the plug-in to iigecess to the services provided by

the policy oracle.
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The other functionpname_node_desc_rewrijtes used by the policy oracle to remap the node

attributes from a foreign domain to the local domain (sediGed.9).

4.5.1 Plug-in example

A brief example of a simple plug-in is presented here; themta is based on thetool plug-in (see
Section 4.7.1). The two functions that the plug-in impletseameptool_initandptool_node_desc_rewrite
When PDR loads the plug-in it maps tpol_initandptool_node_desc_rewrifeinctions and calls
ptool_init with a reference to the policy oracle. This enables the piug-call the policy oracle to
create and modify replication policies.
During initialization the plug-in loads a remapping, omrs&tion, table that thetool_node_desc_rewrite
function uses to remap node attributes; this file is genéitayahe administrator. The file consists of
a list of four-tuples(DIDy, PRID,, PRIDy, ¢,) whereDID, andPRIDy is the original domain ID and
property ID,PRID), is the new property ID, and is the remapped node attributes. In addition, the
default policy for the root is created if one does not exidie ptool plug-in establishes a listening
socket so that the command line portion of the tool can conwatmwith the plug-in.
Theptool_node_desc_rewriteinction takes as input a setof node attributes. For each entry
c € ¢ the function looks up the origindDc, ID; = (DIDy, PRID,). If ID¢ is in the remapping table
then the corresponding new attributg is added toc. When the policy oracle discovers a new
replica node from a foreign domain it cafigool_node_desc_rewrit® remap the node’s attributes

from the foreign to the local domain.

4.6 User interface

The user interface for creating, setting, and modifyinggie$ can either be part of the policy plug-
in or a stand alone application that communicates with thig-pl. The decision as to where to
place the interface depends on the operating system ang#ratmg system’s user interface. In
Microsoft Windows there is aystem traywhere icons of constantly running applications, such as
virus checkers or configuration panels, are placed. Thudjénosoft Windows it is appropriate to
include the user interface as part of the plug-in and hawsitle in the system tray.

In operating systems where the predominant user interfam@mmand line, any Unix for exam-

ple, itis more appropriate to create a stand alone applitdtiat houses the interface than to include
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the user interface in the policy plug-in. If the user integas included in the policy plug-in then
the user interface would be constantly running since thg-pius loaded at startup. This is not the
desired mode of operations and does not conform to the useface of the system. The approach
taken by the example policy plug-in is to create a threadingnim the plug-in that listens to a local
socket and then have a standalone application communizdke tpolicy plug-in via this socket.
Although there is some overhead for packetizing all of thwwnication between the plug-in and
the user interface it creates a generic solution that egatifferent user interfaces to use the same

plug-in with potentially different interfaces.

At the present time, to develop a policy plug-in the admmatstr or the user has to write it in C.
In the future, depending on the platform and operating systevould be possible to use a higher
level language such as Visual Basic, or any language thdieanmpiled into a dynamically linked

library.

4.7 Highlevel replication policies

There are many different ways to specify a highlevel poliejow policies are specified greatly
depends on the needs and ability of the users, the operatstgns, and the user interface. In
general, the interface for specifying replication polscéhould be consistent with the user interface
of the system and appropriate for the user base. For exaogtguter savvy users, such as faculty
and grad students in a computer science department, tenefter po have more control. Thus,
they could be asked to select the replica nodes for the eglit policies, either by node type or
explicitly specifying hosts. Less computer savvy usersjildiprefer a simpler interface, probably

consisting of a single slider that relates cost to protedivel.

Next, two different approaches, or user interfaces, arsgmted for managing replication poli-
cies. The first is a command line tool callpol that was implemented as an example plug-in and

interface for PDR. The second is a commercial package dffieyeBell Canada.

Theptool utility is used as a running example for the rest of this chaps a way to demonstrate
the process of transforming a highlevel policy to a policgafier L. In addition, an example of a

simple user interface consisting of a slider that represstna replication budget is used.
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ptool (filename) [-p t:number:type:staleness factor[:a]] [-f (policy file)]

ptool (filename) [-p s:host:staleness factor[:a]] [-f (policy file)]

Figure 4.5: ptool command line arguments. Multiple replica nodes are specifie multiple -p
command line options. Thea option specifies that the time is absolute. User can alsdfgpbe
policies in a flat text file using thé option.

4.7.1 ptool

The ptool application is a command line utility to manage replicatmiicies. Users specify repli-
cation policies in two ways. First, users specify a repliodentype, the desired number of nodes of
that type, and the staleness factor (see Figure 4.5). Glyrtbe set of replica node types dozal
workstation local server remote workstationremote serveranddata center The classes define
the location and the reliability of a replica node. Secorsra can explicitly specify a set of hosts

and associated staleness factors.

4.8 Translating policies

A primary responsibility of the policy plug-in is to map higkiel policies into policy specifiers.
The plug-in is not responsible for arriving at the actual &gfeteplica nodes, that is the job of the
node selection algorithm (see Chapter 5). The amount areldfmapping done depends on the
information that the user is required to provide.

There are predominantly two types of conversions or mappingt are performed. The first is
a direct mapping from the information a user supplieadde selection constraint$-or example,
the ptool utility (see Section 4.7.1) requires the user to supply théentype and the number of
nodes of that type. From the node type it is straightforwarextract théocationand thereliability
properties. Node selection constraints (see Figure 4e@jiegctly created from these two properties,
one for thelocation property and one for theeliability property.

Each constraint has two entries and each entry has a definsttaiat functiong(). Figure 4.7
shows two such functions for thecal workstationtype. The first function checks the location and

the second checks the reliability of the node.
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ptool Node selection constraint K
<<D|D>PRlDlocation>Oa¢b()>

((DID, PRIDretiability ) 1, @1.())

Figure 4.6: A node selection constralfitfor the ptool utility.

@o(v1)
IF (vp == local)
RETURN TRUE
ELSE
RETURN FALSE

A W DNEFEL O

@r(v1)
IF (v, == workstation)
RETURN TRUE
ELSE
RETURN FALSE

A W DNEFEL O

Figure 4.7:ptool ¢() node selection constraint functions.

ptool Policy specifier 1L

<Kloca| workstation I<IocaI workstatior}

Klocal server kIocal server>

Kremote servearkremote serve>r

(
<Kremote workstationkremote workstatio%
(
(

Kdata centre kdata centre}

Figure 4.8: A policy specifielt. for the ptool utility.

Since there are five node types, there can be up to five nodeiseleonstraints. Figure 4.8
shows the policy specifidt that theptool plug-in generates. This policy specifier is then used by
the node selection algorithm to generate the lowlevel polic

The second type of conversion or mapping is an optimizatroblpm that maximizes the pro-

tection level given a budget or minimizes the cost given are@grotection level. For example,
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Policy specifier 1L
(Kworkstation W)

(Kserver,S)

Figure 4.9: A policy specifielt. for the slider interface.

consider a user interface that consists of a slider thatfsggethe amount a user wants to spend
on replication; the level of replication is directly progional toc. Assume that there are only two
types of replica nodes, workstationsand servers. The cost to replicate to a workstation is two
and the cost to replicate to a server is seven. Furthermueasetiability of a server is four times
that of a workstation. Given these parameters the optimizgiroblem becomes a simple linear

programming problem.

MAX 4w+s
such that
4.2)
2w+7s<c
dw=s

Once the values fow ands are determined it is straightforward to created the poljpsgctier
L (see Figure 4.9). The node selection constraint&{@kstationanNdKserver are the node attributes
for the workstation and server replica nodes respectivEhe number of each type of nodes is of
coursew for workstations and for servers.

In general terms, the optimization problem can be expreasddllows. For each node type
i=1...m, letc be the cost to replicate to node typand p; be the protection level afforded by
node typd. The protection levep; is a non-negative integer and protection levels are additiVe

want to choos&; nodes of type to:

MAX 3T pin
such that (4.2)
Xin;l CiNi < Cotal
The valuecyoig is the budget for the replication policy. It is the respoiigibof the administrator to

specify the replication cost and the protection leved; for each type of node.

One way to determine the cogtfor each replica node type is to decompose the cost based on
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the node attributes; for example, the cost of the admittistrathe bandwidth, and the hardware.
A similar approach can be taken to determine the protectieal b for a particular type of replica
node. The level of reliability can be composed of severakraittibutes and depend on aspects such
as the level of administration, the hardware, and the lonati

Another guideline for determining andp; is to ensure that Equations 4.3 and 4.4 are satisfied.
Let o; be the number of nodes of tyge o; is a non-negative integer. If the protection leyglof
node typd can be expressed as a linear combination of other node types:

m
pi = P;O;j. (4.3)
J'leJ#J'

Then the cost; for replicating to node typeshould be:
m
G < Z C;jO0;j. (4.4)

If this is not the case, then node typis too costly for the specified level of protection it prowsde
and will not be used.

The above two approaches for translating highlevel pditielowlevel policies are orthogonal
and thus can easily be combined and extended. Imagine afaggdhat is similar to the one with
the simple slider except that there is also a checkbox, awy éietd, and a pull-down list. The
checkbox tells the plug-in to minimize the bandwidth usage #e entry field enables the user to
enter their bandwidth budgét The pull-down menu is a list of countries and allows the user
specify the country in which they would prefer the replicadles to be located. In this scenario,
the plug-in would create the initial policy specifierby casting it as an optimization problem and
increase the cost of each node typelddyased on its connection. Then for ea€le L the plug-in
adds a constraint t& specifying the preferred country.

In some instances the cost of replication is a function ofibeate frequency of the file. That is,
a file that is modified infrequently can be replicated righ¢amodification to an expensive destina-
tion, but frequently changing files must either be repliddéss often or to a less expensive location
to keep the costs the same. That is, cost is a function of thewidth used and/or per update
charge. At the present time PDR does not handle cost furscobthis type. To handle such cost
functions the system would need to monitor the update fregyyehe file size, or both and adjust

the replication policy accordingly. This would not only aclomplexity because of the monitoring,
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but maintaining consistency of replication policies wolkdmuch more difficult because they could
change much more quickly (see Section 3.7.2).

Currently only static cost functions can be used. Thus, piathe cost of replication is the
cost of the network connection, rather than the bandwidéu usVe also assume that all files are
equally likely to be modified and thus the update frequengyedds on thestaleness factofsee
Section 3.2). Hence, if the cost of replication is a functidrihe bandwidth used, then a constant
multiplier, based on thetaleness factoris applied to the cost of replicating to a particular node
type. The above approach is a reasonable simplificatiorsindgticompletely accurate because as a
file grows older it tends to be accessed less often [76]. Afitesfehis approach is that it provides
an upper bound to the cost of replication since the updatgiémrecy is dependent on the staleness
factor.

The cost of translating a highlevel policy to a lowlevel pglby casting it as an optimization
problem is not affected by the number of nodes in the systemstedd, the cost is affected by
the number of node types, which is usually small. A well knaalgorithm for solving such opti-
mization problems is theimplexmethod. Although it performs well in practice, its worst eas
exponential. In 1979 Khachyan showed that these optinsizgitroblems can be solved in polyno-
mial time by using thellipsoid methodaninterior point methodl There are a number of free and

commercial libraries available to solve the above optitgraproblems.

4.9 Remapping node attributes

The other responsibilities of the policy plug-in isemapnode attributes. When a policy oracle
discovers a node, the node’s attributes @mappedbefore it is inserted into the policy oracle’s
node-to-node map. Given a nod@nd a nodéy, whena discoversh, a remapsthe node attributes
of b so that they are relative to thoseass.

If the discovered node is part of the same domain then thepeimgiis usually straightforward.
During the initialization of the policy plug-in, the plugrimay read in, or have hard coded, some
remapping information. For example, an installation maysist of two sites connected by a lower

bandwidth connection than the internal network at eachesiteeach site is considered to be remote

For a partial list seét t p: / / ww uni x. nts. anl . gov/ ot ¢/ Gui de/ f ag/ | i near - progr anmi ng- f ag.
ht M #Q2.
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to the other. Thus, i& is from one site and is from another site then whendiscovers it changes
b’s location property toremoteandb’s connectionproperty to the external connection. There may
also be some domain specific custom properties that are padap

There are no explicit rules in the policy oracle to remap nattabutes. It is felt that the
administrator of a domain knows best as to which node atggshould be remapped and which
ones should not. A default plug-in could be provided to trkéep thelocation and connection
properties relatively correct by computing the latencywesstn the nodes using ICMP packets or
other more complex approaches [26]. In addition, if theegpmoperties that are a straight remapping
from one to the other, then it is possible to have a generiapger within the plug-in where the
map is specified in a flat text file and read in during initiaii@a.

Remapping node attributes of nodes from different domaimsdre complicated because there
may be domain specific custom properties that have no remgppigain the remapping is com-
pletely the responsibility of the policy plug-in. For allfdelt properties the remapping is done as
described in the previous paragraph. For the custom piepgit a remapping exists, the original
custom property is retained and a new property is added. Apeed property is inserted under
the remapper’s domain ID. In this way the original node ltieés of the node are maintained. This
is important for two reasons. First, if the remapping changds possible to change the previous
remapping. Second, during the gossiping of node topologyonnectivity only the original node

properties are propagated, allowing for each policy orsxto its own remapping.
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Topology aware replica node selection

To put it bluntly, we simply do not know yet what we should be talking about,
but that should not worry us, for it just illustrates what was meant by
“intangible goods and uncertain rewards”.

— Edsger Dijkstra, 'The End of Computer Science’

Over the last few years the popularity of peer-to-peer gmisystems has increased at a phe-
nomenal rate. Many systems [16, 22, 35, 50, 55] were creatsdply to share information, while
other systems [3, 15, 37, 42, 65, 90] were designed to fumetsodeep archival repositories.

In general, with today’s peer-to-peer storage it is possiblprotect data at a level that is com-
parable to traditional replication systems but at reducest and complexity. Peer-to-peer storage
systems provide the needed flexibility, reliability, andlability to operate in present day environ-
ments, and handle present day loads.

Most recent peer-to-peer systems [18, 67, 69] select gepbdes using a quasi-random process.
Systems that randomly select nodes assume that the cogilicht®n and the level of reliability
are uniform across the system. In addition, they assumethibafailure modes of the nodes are
independent. Although, these assumptions may be true irdé&a¢ world and are reasonable for
simulation purposes, they are generally over simplified §93.

To overcome the limitations of random node selection, sgv&ystems [1, 12, 20, 73] take
a more systematic approach, selecting replica nodes basedde attributes such as replication
costs, reliability levels, location, and bandwidth. Thegstems are thus able to effectively place

replicas to maximize the data’s safety while minimizing tiverall cost of replication.

79
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We believe that node selection should not only depend on attdeutes, but also on the topol-
ogy of the system, because a system'’s topology can greéltheince operation. The effect of poor
replica node selection is twofold. First, the safety of datgeopardized by placing it on poorly
suited nodes. Second, a large number of inter-node coonscéire created which can greatly in-
crease the cost of recovery. These inter-connectionsjqatiy20] or virtual [12], are created when
a set of replica nodes cooperate to store an object. Eacttohgy potentially create new inter-node
connections. Thus, as the system evolves (nodes fail andgleeed) and objects are created, every
replica node may become connected to every other replica, moaking group communication and
recovery costly.

This chapter presents an algorithm, callEmpSenthat performs replica node selection for a
peer-to-peer storage systemopSerselects replica nodes for data based on the topology of #ie sy
tem and node attributes. The algorithm selects replicas\tus satisfy user specified constraints,
such that the number of new inter-connections between ttiesis minimized. This minimizes the
potential increase in communication necessary to handidwad. The driving goal offopSens
that the number of nodes affected by a failure of a node sHzilginimized.

The TopSenalgorithm is executed once the policy specifier is createdafaew policy or a
replacement replica node needs to be selected for a failedReplication policies enable users to
specify a set of constraints as to when their data is replicabhd what type of node stores it. Given
these constraints, tHBopSeralgorithm selects replica nodes, using additional coimggaso as to

maintain a good topology.

5.1 Overview

A peer-to-peer storage system consists of a collection dés@physical machines) that store data
(files or blocks). Data is replicated or erasure encoded amreber of hosts to ensure its availability
and reliability in the event of node failure. When a new objecreated, the system selects a set
of nodes to store the object. When a sufficient number of nbdes failed, the system selects
replacement replica nodes for the objects on the failed, @mekre-replicates the data.

The number of inter-connections between a node and the tigers directly impacts the num-
ber of nodes affected when the node fails; a large numbetefaonnections implies a large num-

ber of nodes involved in the recovery. If node selection isqumed haphazardly then eventually a
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(a) Random (b) TopSen

Figure 5.1: Topology after ten years of simulation of 100e®dsing Random and TopSen replica
node selection algorithms.

single node failure could affect a very large number of nodes

DHT based peer-to-peer storage systems [18, 69] fix the nuafilirer-connections by explic-
itly specifying the replica nodes a node replicates to basedode IDs. Unfortunately, this same
mechanism does not allow these systems to select repliesrm@bed on node attributes; thus, they
must assume that node reliability and failure modes ar@tmificross the entire system. Removing
the assumption of uniform node reliability and failure mgdesults in a system, similar to [1], that
more or less randomly selects replica nodes.

In a peer-to-peer storage system where replica nodes axetexblat random (see Figure 5.1a)
the topology after simulating 100 nodes for ten years is shiahnodes are highly inter-connected.
Thus, a single node failure affects a large number of nodesohtrast, our approach, shown in
Figure 5.1b, minimizes the inter-node connectivity suct t replica node failure affects only a
small number of nodes.

Thus, the first goal of TopSen is to minimize the number ofriatnnections among replica
nodes so that the result is a set of small components. Nod&sipating in a replication policy
forms a clique; a component consists of one or more cliquesKEgyure 5.1b). The second goal of

TopSenis to balance the load. Otherwise, if all we wantedtavasnimize the number of inter-node
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connections then a clique the size of the maximum policy wizeld suffice.

We achieve the above goals in three ways. First, when sajentides to replicate a new file
or to replace a failed replica node TopSen attempts to usesnibit are not connected to any other
nodes gingleton¥. The selected nodes thus form a small disconnected companeder-utilized
nodes are used, and new inter-connections to existing coemt® are not created.

Second, if no singletons are available then an existing fsebaes is reused if they satisfy the
replication criteria. Although, this imposes additionzédl on that set of nodes, it does not introduce
any new inter-connections.

Third, TopSen splits apart components when replacing adaiplica node and during peri-
odic topology maintenance. Components are sometimegjamnsatisfy replication requirements.
In many instances though, a single nedeins two or more mostly independent components. The
topology can be improved by splitting these weakly conreectenponents. Thus, if noddails and
there are singleton nodes available, then TopSen replagith two or more singletons; attaching
each singleton to one independent component. In additi@n{dpology is periodically examined
and weakly connected components are split. By combinirgettieee methods the algorithm main-

tains a better topology than other simpler approaches agrsimoSection 6.2.

5.2 Algorithm

This section describes the TopSen algorithm, which is pteseas three separate algorithms. The
first algorithm, presented in Section 5.2.3, is used to sébecset of nodes to store a newly created
file. The second algorithm, presented in Section 5.2.4, &gl us select a replacement node for
one that has failed. The third algorithm, presented in 8edi2.5, is used to perform the periodic

maintenance on the topology.

5.2.1 Perspective

The node selection algorithm is presented as an algorithia gmaph. The algorithm descriptions
provide no explicit point of reference or context as to whitie algorithm is run. In addition, the
amount or quality of the topological information availakéethe algorithm is not specified. As
described in Chapter 3, the policy creation portion is rurtf@client nodes when a replication

policy is created. The second part of the algorithm that spoesible for selecting replacement
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Figure 5.2: Before and after results of independent nodegeh.

nodes runs on both the client and the replica nodes. On cligthés the second part is executed
when a replication policy is modified by a user. On replicagwthe second part is run by the

leader of the replication policy when a failed node is deté@nd needs to be replaced.

Nodes do not possess a global view of the system topology @de’s topology view depends
on the replication policies it is participating in and thesgip information it has received so far.
Node selection is performed independently, thus, givenrtedaes that are affected by the failure of

the same node, their selection of a replacement node cagrificzintly different.

For example, Figure 5.2a shows two policies | and Il thatslaacommon nodé If f fails then
the leader nodes andb for | and Il respectively must select a replacement nodé. fBrepending
on the topology information they possess, they may not séecsame node to replaée In the
scenario where each leader can replace the failed node withleareplica node (see Figure 5.2b)
then ideally the node selections faandb should be different since it improves the quality of the
topology by making it one step closer to separating a largepoment into two or more smaller
components In the scenario where no idle nodes are avatlableplacement node should ideally
be the same far andb so that components are not further intertwined by the nemections. This

is further explained in Section 5.2.4

As described in Section 3.6.3 the approach taken to projppagapdates ensures that all nodes
know about all the other nodes in a component, in partictity know the node-to-node connec-
tivity and all the policies each node is responsible for. 9eesing this knowledge enables a leader
node not only to make intelligent decisions about the pedidi controls, but to affect the topology
of the component in beneficial ways. As mentioned, updatatsatfe propagated by gossiping only

contain static node attributes. Thus, before the node tgmbealgorithm is run, the node obtains
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Figure 5.3: Cut vertex

the missing dynamic node attributes from all the nodes foicvit does not have complete node

attributes.

5.2.2 Definitions

We use the ternvertexto denote a node. Edges (undirected) represent inter-ctbong between
nodes. The ternopology7 refers to the graph made by the vertices and the edgegefers to
the number of nodes in the system.

The termsingletonis used to denote a node that is storing no data and is not ciathi any
other node. We use the tercat vertex(see Figure 5.3) to describe a node that if removed increases
the number of connected components in the graph. A comptafehgs created on the nodes in a
replication policy. Every node, that is not a singleton, astf at least one complete graph. Thus,
a cut vertex must be part of two or more distinct policies.

Let K be anode selection constraimnd ¢ anode attributessee Section 4.2 for full definition.

A policy ? (see Figure 5.4) consists of a 8&0f nodes, golicy specifiell., and doad property.
The policy specifierllL specifies the composition af and is defined as a set of paif&, k), con-
sisting of a node selection constraifitand a non-negative integlkfor each type of node required.
Theload specifies the number of files that use the policy. A set of ndtlsatisfies policy specifier
LL if there is a function that maps the nodes\irto the tuples irlL, such that for eackiK,k) € L at
leastk nodes satisfyind are mapped to it. A policy specifiérsatisfies policy specifidt’, denoted
L C L/, if every set of nodes that satisfibsalso satisfied.’. A policy 2 satisfies policyr’, denoted
? Ce if Ly CLy.

Two policies specifier§. andL.’ can be combined, denotéd+- 1.

L+L = {(K,k+K)|({K,k) € L or k=0) and ((K,K') € L' or K = 0)}.
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Replication policy P
file name
policy key
file size
version number
archived policy list
policy specifier 1L

(Ko, ko)

(Km, km)

replica node list N
<hOS’E()7 SFO>

(hostn, SFn)
load

Figure 5.4: A replication policy .

Two policies? and®?’ can be combined, denoted+ »’, to create a new policg”. Np» =
pr U pr/ andep// == pr +]L’T/'
To compute the difference between two policy specifiers @di® function is defined between

two policy specifierd. andL’ is:
DL(L, L)) = ¥ [k —Kgl,
R

where

kif (K,k) €L
kx = and ki =
0 otherwise 0 otherwise

Kif (K,K) €L’

5.2.3 Policy creation

The algorithm for creating policies follows the generalipegpresented in Section 5.1 and consists
of three phases. The input is a policy speciliela set of existing policiek,, and the topologyr,

the output is a set of nodes that satisfiesAs mentioned earlier a node’s knowledge about existing
policies depends on the number of policies it is particigain and the information it has gathered
through gossiped updates. Thus, existing policy knowlelikgethe topology, is not uniform across

all the nodes.
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0 PROC_POLICYCREATE_I(S L)
L'=L
nodeset= 0
FOREACHsE€ S
FOREACHI € L
IF(k >0AND ¢s CK))
k=k-1
ADD s TO nodeset
BREAK
IF(k==0,VIlel)
10 RETURN (TRUE, nodeset
11 RETURN (FALSE, nodeset

© 00N O WD PP

Figure 5.5: Phase | of the policy creation algorithm.

Phase | — using singletons

In the first phase (see Figure 5.5) the algorithm attemptatisfg the policy using only singleton
nodes. The input is a s&of singleton nodes and the policy specifier The output is a tuple
consisting of a boolean and a set of nodes. If the set of natesdissl. thenTRUE is returned or
FALSE otherwise. The variableodesestores the nodes selected for the policy.

The algorithm iterates through the set of singletons. Fohe®mdes € Sthe node’s attributes
are compared to the node selection constraint specifiéd(iime 5). If the node attributess of s
satisfies one dK|, | € I, and the required numbkr of nodes of typeK is not yet reached then that
node is added to the output seidese(line 7). If the required number of singletons are not found
then the second phase of the algorithm (see Section 5.22¢dited.

The complexity of this phase 9(|S - |L|). In general|L| tends to be small and constant, less
than ten entries, thus the algorithm is mostly linear in teber of singletons.

This is a greedy solution and although it is linear the phaagdrithm may not return the
optimal solution. For example, suppose there are two dimgleodesa andb and two constraints
Ko andKi. Let ¢, € Ko, ¢b € Ko, and ¢, € K. Then the optimal assignment is noador
constraintky and nodeb for constraintk;. Depending on the order efc Sphase | may not arrive

at the optimal assignment. One possible solution is toRlee Networkswhich is guaranteed to
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0 PROC_POLICYCREATE_II(E,, L)
1 FOREACH? cE,

2 IF(L, CL)

3 0 =MIN_SIZE(Q, ?)
4 Q = MIN_LOAD( 0, ?)
5 load, =load, +1
6 RETURN Q

Figure 5.6: Phase Il of the policy creation algorithm.

arrive at the optimal solution but has a higher complexityeims of runtime and implementation.
This suboptimal selection does not affect the results ptedein Section 6.2 because the above

scenario of multiple node types satisfying the same canstiiaes not occur.

Phase Il — reusing policies

If L. cannot be satisfied with singletons, the second phase ofdbdathm (see Figure 5.6) is exe-
cuted which attempts to satisfywith an existing policyr. The input is a s, of existing policies
and the policy specifidl.. The output is a reference to an existing policy

The idea is to select such thatr satisfiesL and® has the smallest number of nodes. The
second constraint is used to balance the load in the systémenfse, a large policy could be used
to satisfy both large and small policies causing it to be loagted while under-utilizing the smaller
policies.

Two functions are defineMIN_SIZE(2,Q ) and MIN_LOAD(#, Q ), both of which take two
policies as input. The functioMIN_SIZE(®,Q ) returns the policy with the smallest number of
nodes. The functioMIN_LOAD(%, Q) returns the policy with the smallest load.

Each existing policyr is compared to the policy specifiér (line 2). If 7 satisfiesL then it
is compared to a previously selected poligyand the policy with the smallest number of nodes is
selected (line 3). Ifr andQ have an equal number of nodes then the policy with the sndlad
is selected (line 4). Once a policy is selectedatd is incremented to reflect the increase in the

amount of data the policy is responsible for. The compleadtthis phase i9(|E;|).
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0 PROC_POLICYCREATE_III(S E,, L)

1  policyset=0

2 nodeset= PROC_POLICYCREATE_I(S L)

3 CONVERT_NODESET_TO_POLICY(nodesetz )

4  nodeset=0

5 FOREACH®? cE,

6 Q=P+R

7 IF(Ly CL)

8 0 = MIN_SIZE( 0, Q)

9 IF(0)

10 EXTRACT SELECTED s € Ng , ADD TO nodeset

11 RETURN (2 ,nodeset

12 FOREACH? € E,

13 IF (DL(L,Ls) <DL(L,Lg))

14 Q="

15 ADD @ TO policyset

16 LOOP

17 FOR EACH 7 € E, \policyset

18 0 = policysett P

19 Q=0+%

20 IF(Lo, CL)

21 2 = MIN_SIZE(],0)

22 IF(Ly CL)

23 v = MIN_SIZE(V,Q)

24 IF (DL(LL,L,) < DL(L,L,,))

25 W =0

26 IF(u)

27 RETURN (7 ,NULL)

28 IF(%)

29 EXTRACT SELECTED s € Ng , ADD TO nodeset

30 RETURN (%, nodeset

31 ADD % TO policyset

32 IF (E,\policyset=10)

33 RETURN (NULL,NULL)

Figure 5.7: Phase Il of the policy creation algorithm.

Phase Ill — combining policies

If no existing policy satisfie§. then the third phase (see Figure 5.7) is executed. To sdltisfie

algorithm first attempts to find the closest matching exgspiolicy and extend it using singletons.
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Second, it attempts to combine several existing policied,third it attempts a combination of the
two. The input is a seb of singletons, a sdf, of existing policies, and the policy specifier The

output is a set of existing policies and singletons thasiati.

The algorithm presented below is greedy. It always seléetsinallest existing policy to com-
bine in the attempt to satisfiz. One drawback of this approach is that it does not guarahtge t
the resulting component will have the smallest number ofesodlhe optimal selection requires
the examination of all combinations of all components. Thisnpractical because the algorithm

becomes exponential in the number of existing policies amgletons.

First, phase | of the algorithm is used to build a set of notle$ ¢an be used to extend an
existing policy or a combination of existing policies (li@g From this set of nodes a policy is
created (line 3). The creation gf provides for an efficient method to compute the contributibn
the extension the singletons provide. Second, the algoritérates through all the existing policies
to determine if there exists an existing poligysuch that if? is extended by the singletons it is
going to satisfylL (lines 5-8). If such a policyr exists (lines 9-11) then the singletons that form
the extension te are extracted from the node $¢} in % into the sehodese(line 10); then the
policy # and the sehodesebf singletons are returned. Otherwise, a poligyis determined that
partially satisfied. the best (lines 12-15). That is, the difference betwiegrandLL), is minimized.

This is the starting point for the second part.

In the second part (lines 16-33) the algorithm loops thraoinghexisting set of policies looking
for three types of combinations. Given the current set atjs, policyset one, is there an existing
policy 2 such thatpolicyset+ ¢ satisfiesl (lines 20-21). Two, is there a s8tof singletons such
that policyset+ 2 + S satisfiesLL (lines 22-23). Three is there’ = policyset+ 2 such thafl is
not satisfied bubDL(LL,/,1LL) is minimized (lines 24-25). The selection of the policy iséd upon
the same two constraints described in the second phase afgtethm. The contribution of the
selected policy during each iteration should contributertiost to satisfying the policy specifiier

and have the fewest nodes necessary to do so.

If there exists a simple combination of policies that sasii (lines 28-29) then that set
policysetof policies is returned. Else if there exists a simple coratiam of policies plus sin-
gletons that satisfids (lines 28-30) then that set of policies and singletons dremed. Otherwise,

the policyw’ , that was chosen (lines 24-25), is added to thgektysetof policies and the process
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0 PROC_REPLACENODE_I(n,S T,K)
1  match=10

2 components= FindCutVertex( n, T )

3 IF(|components==1)

4 components= FindAuxilaryCutVertex( n, T )
5 FOREACHseS

6 IF(Cs CK)

7 ADD s TO match

8 IF ( |components== |match )

9

BREAK
10 IF (|matcH==0)
11 RETURN failure

12 SORT_BY_SIZE( component$
13 FOREACHCE components

14 IF (|match > 0)
15 match= matchm, m € match
16 ReplaceNode( C, n, m)

17 RETURN success

Figure 5.8: Phase | of the replica node replacement algmorith

starts again. The loop iterates until there are no moreiegigblicies to combine.

The main loop (line 16) iteratd&,, | times. For each iteration of the outer loop the inner loop
(line 17) iterates througk, \policysettimes, orO(|E,|). The overhead of determining if a policy
satisfies a policy specifier is considerably greater thaatitey through the singletons to create

Thus, the complexity of this phase@|E, |?).

5.2.4 Node replacement

The algorithm for selecting a replacement for a failed ndde eonsists of three phases and follows
the general recipe presented in Section 5.1. The input tthtee-phase replacement algorithm is
the failed noden, the node selection constrailt a set of existing policiek,, and the topology,

the output is one or more nodes that replace the failed node
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Phase | — singleton

In the first phase (see Figure 5.8) the algorithm attempteptace the failed node with one or
more singleton nodes; more than one singleton is usedsifa cut vertex. The benefit of replacing
n with multiple singleton nodes is that the topology is imgFd\by splitting a large component into
several smaller ones.

As stated previously, the goal of TopSen is to maintain a gopdlogy by minimizing the
number of inter-node connections so that a failure of a nads dot affect a large number other of
nodes. To this end, TopSen attempts to maintain a large nuofisenall disconnected components.
Although large components that have few edges do not ettplicieate bad topologies, dealing
with large components adds complexity to the algorithm. @pproach allows TopSen to operate
at the granularity of a component verses edges and locakzeftects on the topology.

As edges are added a component becomes a complete graphmgbents are kept small
then this is not a problem and the algorithm just has to awmiitijg components. The size of a
component is a natural repulsion force for adding edgesusecat some point no more edges can
be added without combining components. This is not the caiskafge components. Imagine a
topology that consists of a single loosely connected compbnin this case the algorithm must
operate at the granularity of edges and be able to calcuiataftect of adding an edge on the
topology.

The input to phase | is the failed nodethe connected componehtthatn was part of, a set
Sof singletons, and the node selection constr&iniThe output is success if the failed nod&vas
replaced by one or more singletons. First the algorithmrdetes if n is a cut vertex (line 2),
if it is not, the algorithm proceeds to find an auxiliary cuttest n’? (line 4); the result is one or
more components stored @mponentsTo determine ifn is a cut vertex a breadth firMinimum
Spanning TredMST) algorithm is used. Ih is a cut vertex then multiple components, two or
more, exist once is removed. To determine if there exists an auxiliary cutesethe algorithm
iterates through the nodes in the component, removing eaelaad running the breadth first MST
algorithm. If multiple components are created then theist&an auxiliary cut vertex. Next, the

algorithm iterates through the available singletons aetsea number of nodes, up to the number

LAn auxiliary cut vertexn’ is a vertex such that andn’ are part of the same component, and #&ndn’
fail then the component would become disconnected. Thisn®dh anticipation of node’ failing, so that
whenn’ does fail the component can be split into several smallepoomants.
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0 PROC(T, E,, K)

1 FOREACH? cE,

2 U=UN,

3 A=T-U

4 FOREACHaceA

5 IF(caCK)

6 node= MIN_LOAD( hode a)
7 RETURN node

Figure 5.9: Phase Il of the replica node replacement alyuarit

of components, that satisfy the node selection constiaiftines 5-7). If no singletons are available
the algorithm proceeds to the second phase.

The components are then sorted from largest to smallestir ¢o split off the largest compo-
nents first; thus maximally reducing the overall size of tbmponents. This is only important when
the number of available singletons is less than the numbeomfponents. For each component,
is replaced by one of the selected singleton nodes (line6L3When there is only one selected
singleton left, it is used to replaeein the remaining components.

Determining the cut vertex and the auxiliary cut vertex duatés the runtime of this phase. To
determine the cut vertex requir€%|T|). To determine the auxiliary cut vertex, it is necessary to
iterate through all the nodes T, removing each one and running the cut vertex algorithig the

complexity isO(|T|?).

Phase Il — internal component

When no singletons are available to replace the failed moale attempt is made to find a replace-
ment node from amongst the nodes in the compomero increase utilization and to load balance
the singletons are used first and this step is done secondriga® 5.9). Although components
would grow smaller if done in the first phase, the selecteceneduld be responsible for storing
more data, since it is already some storing data, and théetimg, that could replace and store
no data, would be under utilized.

The input is the failed node, the connected componemtthat n was part of, the seE, of
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0 PROC(G, K)

1 FOREACHQgeG

2 FOREACHreg

3 IF(c CK)

4 node= MIN_COMPONENT( nhode r)
5 RETURN node

Figure 5.10: Phase Il of the replica node replacement hgor

policies that node was responsible for, the node selection constidintet N, be the set of nodes
listed in a policy? € E,. The output is the replacement node.

First the nodes that cannot be selected as a replacemantferdetermined. These nodes are
easy to categorize as those that are adjacemtaind are determined by taking the union of all the
nodes listed in all of the policies that the noal@vas responsible for (lines 1-2) and subtracting
it from T (line 3). Next the algorithm iterates throughand selects nodes that satisfy the node
selection constraink (lines 4-6). If there are multiple possible selections thenode with the
smallestioad is selected in order to distribute the load. At worst, thiagghhas to iterate through

all the nodes ifT, thus the complexity of this phase@|T|).

Phase Ill — combining components

The third phase (see Figure 5.10) is executed only when #tefio phases have failed to select a
replacement node far. In this final phase the algorithm joins two components to imeplacement
node forn. The input to the algorithm is the failed nodea setG of all the components in the
system, and the node selection constr&intThe output is a replacement node for This phase
is performed as a last resort because it worsens the topblp@ining components, making them
bigger, and reducing their number; contrary to our initie&lg. A functionMIN_COMPONENT is
introduced that given two nodes returns the node that isgbdine smaller component.

In this final phase the algorithm iterates through all theasedhat are listed in the components
g € Gto locate a node that can replacelo avoid growing the component any larger than necessary,

the node that replacesis chosen such that it is part of the smallest possible coemtofine 4).
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0 PROC(S G)

1 FOREACHQeG

2 FOREACHreg

3 components= FindCutVertex(r, g)

4 IF ( |components> 1)

5 match= NULL

6 FOREACHs e S

7 IF(Cs CKy)

8 ADD s TO match

9 IF (|match > 0)

10 SORT( component$

11 FOR EACH ¢ € components
12 IF (|match > 0)

13 match= matchm, m € match
14 ReplaceNode( C, r, m)
15 RETURN success

16 RETURN success

Figure 5.11: Periodic maintenance algorithm.

The complexity of this phase B(|7 |) since it iterates through all of the nodes in the system.

5.2.5 Periodic maintenance

In addition to selecting replica nodes for policies and figdieplacement nodes, an algorithm (see
Figure 5.11) is provided to perform periodic maintenancierprove the topology. This algorithm
is similar in nature to the first phase of the algorithm présernn Section 5.2.4 which selects
replacement nodes. The algorithm finds cut vertices antd sgimponents into smaller components.
The input to the algorithm is a s8tof singletons and a s& of components.

The algorithm iterates through the nodes all of the componentg € G to find a cut vertex.
Once a cut vertex is found, the algorithm iterates througtsthgletons to see if there is at least one
singletons that satisfies the node selection constraint.dDne singleton is sufficient since at least
one component changes from using s and the others can continue to useOnce the singletons
are selected the process of component splitting is perfdrreiilar as in the first phase of the

replica node selection algorithm (see Section 5.2.4). Dneptexity for this part i<O(|7 |- |r|).
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Evaluation

The wonderful thing about standards is that there are so many to choose from.
— unknown

The evaluation of PDR attempts to demonstrate that the eaerbf the system is reasonable,
that the system is scalable, and that there is a benefit tg BEMR. To show that the overhead added
by PDR is reasonable, micro-benchmarks of the common fitesysalls are used (see Section 6.1).
In addition, two common tasks are performed, untarring amdgsling, to demonstrate that normal
file system usage is not hindered by PDR.

First, system scalability is demonstrated by evaluatimgrtbde selection and topology mainte-
nance algorithms in Section 6.2. Next, the cost of replicatind failure recovery is evaluated in
terms of the communication costs, i.e., the number of messag Section 6.3. Micro-benchmarks
are not used to evaluate these costs for several reasorss, leith replication and failure recov-
ery are handled off the critical path and thus they do notctliyeadd any latency to file system
operations. Second, the incurred overhead depends on aenurhfactors, such as the network
bandwidth, the workload of the replica nodes, and any othetiofs that are dependent on the op-
erating environment rather than the implementation. Thuasgvaluation metric is needed that is
invariant to these factors and just focuses on the impleatient The communication costs, the
number of messages, is just such a metric. It is invarianadtofs such as the network bandwidth
and the workload of the replica nodes, and focuses on theitdlgs used to perform replication
and failure recovery. This metric is only dependent on thelber of nodes that are participating

in the operation. Thus, not only can the overhead be evaluaig also the scalability of these

95
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Operation PDR | EXT3
(bs) | (W)
| statfs | 283.0 | 2436 |
creat 602.5 | 186.9
open (truncate) 200.6 | 36.0
open (append) 119.8 5.2
open (read only) | 118.9 4.8
cl ose 90.8 1.8
mkdi r 511.0 | 215.5
rdir 528.8 50.4
renove 690.7 55.5
rename 1601.5 | 304.5

Table 6.1: Micro-benchmarks fet at f s, creat , open, cl ose, nkdi r, rndi r, renove, andr ename
file system calls.

operations with respect to system size.
Finally, in Section 6.4 the applicability of PDR is discuds@ qualitative analysis is performed
on file system traces and on several usage scenarios to detdhm savings that PDR can provide

compared to traditional backup approaches.

6.1 Micro-benchmarks

A combination of micro-benchmarks and real-world tasksusesl to demonstrate that the overhead
of PDR is reasonable. The micro-benchmarks are acquiredPeméum 111 PC running at 650MHz
with 512MB of memory. The machine was running Linux with kalrgersion 2.6.9. All numbers
reported as the median of 1000 trials on an otherwise untbadehine.

PDR is compared to the standard Linux in-kernel EXT3 file exyst Table 6.1 presents mea-
surements for the basic file system operations. Stta f s operation is the simplest operation in
PDR which just callst at f s and returns the information. This operation is used to dater the
overhead of using an in-kernel redirector and performinggoall for most file system operations;
there is about a 46 cost for this context switch. All operations excaptt f s andcl ose implic-
itly perform al ookup operation. The ookup operation consists of an upcall that performs at
on the file or directory being looked up. Thus for most operetithere is an additional cost of an

upcall plus the cost of st at , 3.2us for a total of about 4@3s
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Most file system calls require that metadata be modified in FE2IRoperations such aseat ,
nkdi r, andrenane there is an additional 3& overhead for creating a directory entry. Directory
entries are stored in flat files containid@ent structures. The Coda [36, 77] redirector accesses
these entries by requesting an open file descriptor to thas fHor operations such agnove,

rndi r, andr enane there is an additional 288usoverhead for deleting a directory entry.

File system calls such ag eat, nkdir, renove, rimdi r, andrenane add and delete entries
in the policy oracle database. An add or delete operatioestalbout 2273t the database is
configured to be transactional for consistency purposeghatequires the transaction log to be
continuously flushed to disk. The majority of the work is ddesed to be house-cleaning, and is
performed by a different thread and after PDR has replieidaddirector and thus does not affect

the latency of operations (see Table 6.1).

To determine the impact of PDR on normal file system usage tlddianal measurements are
done. First, the source for the Linux kernel which is 227MBsofirce in 17500 files is untarred.
The newly created files were scheduled to be replicated ifuthes, no replication occurred during
the untarring process. Second, the PDR system which cerafi&30KB of source in 70 files is
compiled. Both measurements were done with a cold cachetarffige of the Linux kernel source
is compressed using thzip2compression algorithm and utility. Untarring the Linux Kef while
simultaneously decompressing the archit@ok 76s. If the archive is decompressed before hand
then just the untarring process took 17s. On PDR decompgessid untarring took 104s and just
untarring took 41s. Tar is a file system intensive task; dafigavhen creating a large number of
small files. The factor of 2.41 slow down is attributedcteeat being about three times slower,
cl ose being slower because it creates and inserts a replicateagee$sr the replicator, and the
smaller file system throughput. The EXT3 file system, moumiithl standard options, does not use
synchronous writes, thus the cost of performing the physicie is not felt during the untarring
process. Notice that decompression adds a sufficient anoduverhead to mask the majority of
the overhead introduced by PDR; a slow down of 1.36 is seemwh&arring and decompressing
is done simultaneously. Compiling PDR took 40.6s on PDR absl @h the local file system.

Compiling is not a file system intensive task, and thus PDRhipar with the local file system.

bzcat linux-2.6.9.tar.bz | tar -xf -
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6.1.1 Redirector overhead

The overhead introduced by the redirector can be mitigagecing a redirector that performs more
of the work in the kernel. Currently, the redirector acte l&kdetour and PDR performs the bulk of
the work for file system calls, and returns the result of theragion to the redirector. If file system
operations were entirely performed in the kernel and PDRsivaply informed of their occurrence,
then a significant amount of the overhead would be elimindted is, the redirector should behave
like a tee.

Using the Coda redirector is sufficient for the PDR prototjgoe it is not the ideal solution.
The benefit of using the Coda redirector is that it is alreadijten, debugged, and tested. The
disadvantage is that it is considerably heavier than nelegd®DR. An alternate but similar approach
is to use a loop-back NFS server as many other research sydtenin this scenario the client is
the standard NFS client that communicates to a userlevel 9¢R&r whose backend is PDR. The
problem with this approach is that NFS is stateless and thsisd explicit notion obpen orcl ose;
PDR needs to be informed of ose calls in order to operate efficiently and correctly.

Coda is too heavy because most file system calls, all exaspot andw it e, are intercepted
and must be handled at userlevel. Although this is not detntal it does add additional overhead
and latency to all file system operations. Ideally, the emdor should only intercept four file system
calls. Thecl ose call should only be intercepted when afile is created or mexdtitihat is, thel ose
call should not be intercepted for a file that is opened fodirea Ther enove and ther mdi r calls
should be intercepted when a file or a directory is deleted: rEhanme call should be intercepted

when a file or a directory is renamed.

6.2 Replica node selection

Simulation is used to evaluate the policy creation and capiode selection algorithms presented in
Chapter 5. The objective is to evaluate the effectiveneiseadigorithm in maintaining the topology
as the system evolves over time; i.e., nodes fail, new nodize aand new replication policies are
created. The evaluation shows that the algorithm perfortteithan simple naive approaches, that
it is scalable, that the algorithm is insensitive to the Htpolicy creation, and that it is insensitive

to the size of the system.
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6.2.1 Simulation

A simple discrete event simulator is used to perform the kitians. There are four events that are
generated in the simulation: node failure, new node irmeripolicy creation, and periodic main-
tenance. There are several different classes of nodes. iffledaion assumes that nodes of the
same class are independent, have similar failure modeshahdheir lifetimes are exponentially
distributed; different classes have different failure m®dnd different expected lifetimes: for cer-
tain peer-to-peer systems this assumption has been shdvenvilid [9]. Although not perfect, the
assumption of exponentially distributed lifetimes représ a valid approximation, especially given
that the subject of interest is the evolution of the systeimarathan specific events.

The probability of a node failure during a period of lengtlis 1— e ", where Yu is the
expected lifetime of a node. In the simulation there are tlasses of nodes having an expected
lifetime of 100 and 300 days; higher expected lifetimesdiate to more reliable nodes. A study
done by Bolosky et al. [11] showed that in a large organizatguch as Microsoft Research, the
average uptime of a workstation is approximately 300 dagsioBs of 100 and 300 days are chosen
because a high frequency of events provides for a bettenati@h of the evolution of the system,
which is the predominant point of interest. Although thetiifines may seem short, they roughly
correspond to the upgrade pattern in the department of CamBuience at the University of British
Columbia where a machine is upgraded a couple times a yeait @aviped before doing the
upgrade.

A similar distribution is used for policy creation wittyft being varied between one and 120
days. The number of policies created at each policy creatient varied uniformly between one
and five. A file system trace is not used to simulate policytaasbecause the pattern of policy
creation does not affect the system and is not a point ofaesterThus, it is sufficient to use a
synthetic trace to evaluate the evolution of the system amdthe rate of policy creation affects the
system.

Each policy specifies that data be stored on three to severel@bility (100 days) nodes and
one to four high reliability (300 days) nodes. Although 8&dr[20] showed that three replica nodes
are sufficient, it also assumes that at least two of the treplkca nodes are tightly coupled to the
primary. We do not make this assumption and thus we incrdasaumber of replica nodes to

achieve the same or a greater level of protection.
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After each event the state of the topology is recorded. $palty, the total number of nodes,
the number of components, and the number of singletons ieytstem are computed. In addition,
the minimum, the average, and the maximum node degrees amguted; the same statistics are
computed for the number of cliques a node is a member of. mMfosmation is then used to compute

the quality of the topology.

6.2.2 Metrics

The evaluation of the system topology is based on three ¢setthe average node degree, the
average number of cliques a node is a member of, and the nushlsemponents in the system.
The node degree is equivalent to the vertex degree. Theal@gfea nodea is the number of nodes
itis linked to, and represents the overhead, in terms of tineber of nodes affectedaffails and the
number of message8(d), necessary to perform the recovery. The smaller the detiredewer
nodes affected by the failure of This metric measures the effectiveness of both the poliegton
and the replica node selection algorithms.

The number of cliques a nodes is a member of is representdtiigevirtual load. A node that is
a member of a large number of cliques is responsible for &taamount of data and must interact
with a potentially larger number of nodes to keep the data.s@hus, the goal is to maintain the
average number of cliques a node is a member of small, andestisui the policies are distributed
across all the nodes. A node that is responsible for manyedepslicies must still manage more
data, but does not incur more overhead with respect to paotiapagement, since two identical
policies are managed as one policy that simply encompassesdata. This metric predominantly
measures the effectiveness of the policy creation algarighnce the majority of the load on a node
is instantiated when a policy is created.

The last metric is the number of components in the system ifgooent is a disconnected
subgraph of the graph created by the system topology). Thisaris an overall measure of how
well the policy creation and the replica node selection rtigms are performing together. When
the number of components is large then the individual coraptmare relatively small, the node
degrees are small, and a failure does not affect a large nushbedes. In addition, the majority of
nodes are participating in replicating data. A smaller nends components means that either only

a few nodes are participating in policies, and thus somesade heavily loaded while others are
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Figure 6.1: Comparison of TopSen, Random, and Least: Nogieedeerses Time in years.

idle, or the components are large, the number of inter-ottiores between nodes is large, and thus
a node failure may affect a large number of nodes.
In Section 5.2 two algorithms were presented, one for palieation and one for replica node

selection. Unless explicitly mentioned otherwise, thayearaluated as a single entity.

6.2.3 The three algorithms

As part of the evaluation of the TopSen algorithm it was corag#o two other algorithm$&andom
andLeast TheRandomalgorithm selects a random node of the same type when ragladiailed
node and selects the nodes at random when creating a polhel ebstalgorithm selects a node
of the same type that has the smallest node degree to repfadecanode, and selects the nodes
with the smallest degrees when creating a new policy, afiktis a tie, the node with the smallest
number of policies is selected. The simulation consistsO801nodes, over a ten year period, and
initially stores 100 policies. The initial number of pobsi may seem low but this is necessary to
demonstrate the decline of the number of components in &g If the initial number of policies
is increased then the initial starting point for tReandomand Leastalgorithms becomes a single

component, and thus a decrease in the number of componemistdze observed.
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Figure 6.1 presents the average node degree for the threetlalgs. The light-gray region
denotes the optimal range, defined [b|min, |? |max, for the average node degree which occurs
when the number of nodes in a component equals to the numineides listed in a policy. Of the
three algorithms, the TopSen algorithm maintains the loviles most consistent, and uniform node
degree throughout the simulation. In both the Random and.élast algorithms the node degree
increases over time. After a few years the average node elégiabout ten times higher for the
Random algorithm and three to four times higher for the Lafgirithm. That is, compared to the
TopSen algorithm, ten times as many nodes are affected bygafadure with Random selection,
and three to four times as many nodes are affected by a nddeefaiith Least selection. Both
Random and Least algorithms create topologies with higlierage node degrees because they
do not attempt to reduce the number of inter-connectionserdten replacing failed nodes. The
reason the Random algorithm has the highest node degres isltlen a node is added to a policy,
its node degree increases by the size of the policy. Thusctsgl a node at random, and adding
it to a policy, increases the node’s degree (on average) davbrage size of a policy. And this
increases the average node degree much more than selettinglagree node (Least) or a node
with the majority of the inter-connections already in plé€epSen) and inserting it into an average

sized policy.

Figure 6.2 shows the average number of cliques a node is a emeoflfor the three algo-
rithms. The TopSen algorithm performs best since it triesverlap and reuse existing policies
as much as possible. Thus, the number of completely newigmlizvith new inter-connections,
created is significantly less than that of the Random and #estLalgorithms. The Random and
the Least algorithms create unique new policies signifiganbre often because they do not take
into consideration the underlying topology. In additidme fopSen algorithm has the ability to split
components thus further reducing the node degree and tleemethbership in cliques.

Figure 6.3 presents the number of components, on a log;sndtee system for the three algo-

7| 7]
[ min? |2 |max

of components which occurs when the number of nodes in a coempaquals to the number of

rithms. The light-gray regions denote the optimal rangéindd by[ ] for the number
nodes listed in a policy. The TopSen algorithm does sigmiflgebetter than the Random or the
Least algorithm. Whereas with the Random and the Leastitigm the number of components

quickly drops down to one or two, the TopSen algorithm manstdhe number of components at



6.2. Replica node selection 103

90

go L _ Least ----mn

70 E

60 F e

50 | 1

40 + L e |

L

20 l

Number of cliques (per node)

10 e .

0 1 2 3 4 5 6 7 8 9 10
Time (years)

Figure 6.2: Comparison of TopSen, Random, and Least: Nodeb®eship in cliques verses Time
in years.

1000

100 P\

Number of components

Time (years)

Figure 6.3: Comparison of TopSen, Random, and Least: Numibeomponents verses Time in
years.

a relatively constant level; the discontinuity for the Liealgorithm is due to the steepness of the

curve and the data smoothing function, there is always at ls@e component. This result is in-
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line with the other two metrics and confirms that the TopSegorihm is maintaining the topology
better than the Random or the Least approach, with the reEbliving many small disconnected

components.

6.2.4 Scalability

The scalability of TopSen is compared to the Random and thastladgorithm by performing sim-
ulation runs of 100, 1k, and 10k nodes, for a ten year peridith, an initial policy load of 10, 100,
and 1k policies respectively. Two sets of simulation runsenserformed. In the first set the system
load, the policy creation frequency, was kept constant fidheee system sizes. In the second set
the system load was scaled proportionally to the system $haat is, the policy creation frequency
for the 10k node system is ten times higher than for the 1k mydtem. Please note that there is
no data for the Least and Random algorithms for the 10k naadgoptional load, simulation; this
is due to the unreasonably long B0 day) runtime.

Figure 6.4 demonstrates that the TopSen algorithm scatesdeyably better than the Random
algorithm and noticeably better than the Least algorithriihwespect to the node degree. For all

100, 1k, and 10k node simulation runs the node degree is lmwtasix, and constant. The TopSen
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algorithm is not affected by the number of nodes in the systaroe its focus is strictly at the
topology and component level. No matter how many nodes aiable it always selects a node
that induces the fewest number of new inter-connectionkérsystem. The Least algorithm is the
next best performer. It maintains the node degree relgto@bstant but it is about three to five times
higher than that of the TopSen algorithm. Since the Leastriffigm uniformly spreads the policy
load by always selecting a node with the smallest node degreeperformance of the algorithm
slightly improves as system size increases because tharanger selection of replica nodes. The

Random algorithm performs the worst since it pays no atiartt the node degree or the topology.

Scaling the system load, policy creation frequency, propaally to the system size further
demonstrates the scalability of TopSen (see Figure 6.9S&o is completely unaffected while the
node degree for both the Random and the Least algorithmeases as the system size and load
increases. On average, if the system grows by a factartbén the node degree increases by a
factor of 3x.

For the Random and the Least algorithms the node degree andithber of cliques a node is a

member of is directly affected by the number of nodes in tletesy and the rate of policy creation

(see Figure 6.6 and Figure 6.7). If the number of nodes inythiem is small and the policy creation
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rate is high then both the node degree and the number of slguede is a member of is also large.

This is due to the Random and the Least algorithms being sitsento the underlying topology.
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In Section 6.2.5 the affect of policy creation rate on thaeystopology is discussed. The TopSen
algorithm is sensitive to the system topology and attempteverlay and reuse existing policy
definitions as much as possible. Thus, TopSen is practigahnsitive to the number of nodes in
the system and the policy creation rate.

The scalability advantages of TopSen are most clearly sdemvooking at the number of
components in the system. TopSen maintains the number gbmuents relatively constant and
higher than the Random and the Least algorithms (see Fig8je Bor the TopSen algorithm the
average number of components is about an order of magniégddaHan the number of nodes in the
system. In the Random and the Least algorithms the numbemgpanents drops to just a couple,
irrespective of the number of nodes in the system. AgainTtpSen algorithm’s superiority comes
from being sensitive to the topology and avoiding the coeatif new inter-connections between

nodes.

6.2.5 Policy creation

Next, how the rate of policy creation affects the policy ti@aand replica node selection algorithms

is examined. The rate of policy creation is varied from 12@sdo seven days between policy
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creation events. For each frequency a simulation run iopadd with 1000 nodes for a period of
ten years.

Policy creation frequency does not have a significant affacthe topology when the TopSen
algorithm is used for replica node selection compared t&éredom or the Least algorithms. Under
the TopSen algorithm the average node degree varied §liggeé Figure 6.9). Under Random and
less so under Least as the frequency of policy creation aseethe node degree starts increasing
almost exponentially. With Random and Least there is a higlvability that every new policy
creates additional inter-connections. Thus as the rateases so does the node degree. TopSen
strives to reuse connections, and succeeds, thus the ngaeedaays relatively level.

As with the node degree, the average number of cliques a soglenember of is maintained
relatively constant with TopSen. Under Random and Leasatieeage number of cliques a node
is a member of grows almost exponentially with the incredsbepolicy creation frequency (see
Figure 6.10). Under TopSen the rate at which the clique meshiincreases on a node approx-
imately doubled, from 0.74 to 1.21 per year, the increasdlissall given that the frequency of
policy creation increased by two orders of magnitude.

The average number of components in the system were ureffégtthe policy creation fre-

guency under TopSen (See Figure 6.11). This is due to Topstesing existing policies and mini-
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mizing creating new inter-connections. The Least algorith considerably more affected in terms

of average number of components as evident from the grapb.a¥érage number of components
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slowly declines as the policy creation frequency increaRemdom seems to be unaffected but that

is because the average number of components quickly cas/&mgpne and stays there.

6.2.6 Splitting and Periodic maintenance

This section evaluates the benefits of splitting componeddtting is attempted when a node has
failed and is a cut vertex and during periodic maintenancenadn cut vertex is encountered. To
aid the evaluation and comparison a baseline is providedlfaf the results. The baseline is the
TopSen algorithm that performs no component splitting wdnende fails and performs no periodic
maintenance. For each metric two versions of the TopSemitidgoare run. The first is the regular
TopSen algorithm and the second performs no componertirsphthen a node fails. The frequency
of the periodic maintenance is varied between daily and §8.daach simulation run was for 1000
nodes over a ten year period with an initial policy load of padicies.

The average node degree (see Figure 6.12) is not significaifticted by either type of splitting
unless the periodic maintenance is performed on a daily bBsirforming periodic maintenance on
a daily basis is not practical because a significant amoub&odiwidth is necessary to re-replicate

a node. Performing component splitting when a node failspamfbrming periodic maintenance on
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a weekly or bi-weekly basis does reduce the node degree te sgtant but not significantly.

The average number of cligues a node is a member of (see FogLBE behaves in a similar
fashion to the average node degree. Employing both typaditifrey shows a small but consistent

improvement over not using component splitting for a faiede.

The benefits of component splitting and periodic mainteaasw® much more evident when
looking at the average number of components in the systerforReng periodic maintenance on a
daily basis provides a 45% improvement in the number of carapts, which is unfeasible as men-
tioned above. Performing periodic maintenance on a weekdjstprovides a 13% improvement in
the number of components, which is still significant. As tlegtiency of the periodic maintenance
decreases, the contribution of the component splittingneheode fails becomes more evident. In
fact, without the component splitting the periodic maiatece becomes very quickly ineffective.
In addition, the frequency at which benefits are seen fronpén@dic maintenance is dependent on
the expected lifetimes of the nodes. The longer the lifetineesmaller the frequency necessary to

see benefits from periodic maintenance.
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6.2.7 Comparison to DHTs

In peer-to-peer systems that are based on distributed hbEst(DHT), such as Past [69, 68], the
topology is such that the node degree is uniform across alhtdes in the system. Replica node
selection is solely based on node IDs. Given a node with tbe IDs of the corresponding replica
nodes are the closest ta (see Figure 6.15a); the IDs of the replica nodes are alsabitpgni.
Given this replica selection process each node in the syisésna maximum node degree of-22,
wheren is the number of replica nodes (see Figure 6.15b). With TopBe average node degree is

n, wheren is the number of replica nodes.

Although the above replica node selection process creatastgpologies, where areplica node
affects at most2— 3 other replica nodes if it fails, it does not permit the sttecof replica nodes
based on node attributes. To enable the system to selear@pldes based on node attributes the
original selection process is modified to be theeplica nodes with node IDs closestitand that
have the desired node attributes. Given this modificatidhd®election process the maximum node
degree is no longer bounded by 2 2. For example, a system has two types of replica nogesl
r, and all policies must have one node of typeln this case, all node of typethat are between

nodesr; andr; rely on noder;j and raise the node degree beyomd-2 (see Figure 6.15c).
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Figure 6.15: (a) The replica nodes for node withil(b) The topology with the maximum node
degree foti; all policies have four nodes. (c) Potential load imbalanoghe DHT.

A greater problem with the above modification is that somécapodes become heavily loaded
while others are under-used. This is most likely to happeanitvo nodes of a rare type are adjacent
in the node ID space; i.e., there are no nodes between theimg the policy just described above,
assume that two nodes of typeave adjacent node IDsandk, i.e., nodes; andry in Figure 6.15c.

In this case, all nodes of typethat are between nodesandr; will user; to satisfy the policy. If
the number of nodes is large then the nogis going to be heavily loaded and a potential hotspot if
it fails. The nodery is not going to be used and it will only be responsible for glk&molicy. This
type of load imbalance does not occur with TopSen becausesribdt are similar and nearby are
equally used and selected based on their workload. The lpifitpa@f an imbalance and its severity
depends on the distribution of node types.

To remove the above problem the modified DHT replica nodecBeteprocess has to be mod-
ified again such that the first node of the desired type is notédiately selected. Instead, several
nodes should be considered and the node with the least |l@adidsbe chosen. This selection al-
gorithm is just a special case of theastalgorithm used to compare against TopSen. Thus, the

expected performance of this algorithm is similar to thathefLeastalgorithm.

6.3 Communication costs

To partly demonstrate the scalability of PDR, the numbentdrinode messages required to com-

plete common tasks in the system, such as replicating diaterdinating policy information, and
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handling failure is analyzed. For normal PDR operationgdbeoperations that induce a non-trivial
number of messages are propagating updates, the heartbelaamsm, creation of a new replica-
tion policy, and the modification of an existing policy. Dugifailure operations, the recovery of the

failed node is the main inducer of inter-node messages.

6.3.1 Propagating updates

The most common message that is sent, apart from a heartlesaage, is a store request from a
client node to a replica node. The number of store requedds pex file modification is proportional
to the number of nodes in the file’s replication policy. Starquests differ from most of the other
messages; while the size of other messages is at most del@gtes, the size of store requests can
range on the order of megabytes because they contain thdiedaiie in its entirety. Thus, under
normal operations, the amount of data semnt tsnes the size of the file, whemgis the number of
nodes in the policy.

The frequency of an store message for a particular replida nmoa policy is governed by how
often the associated file is modified and the staleness fémtdhe node. If the file is constantly
being updated then the maximum frequency that an updatatisostihat replica node is the staleness

factor.

6.3.2 Heartbeat mechanism

The number of heartbeat messages sent is dependent updreth@d topology of the system. Let
the topology of the system be represented as a ggphhe vertices are the replica nodes and the
edges are the inter-connections between nodes; replicatilicies create these inter-connections.
In particular, a replication policy creates a cliquedn

LetN andM be cliques irG and letn = [N| andm= |M|. If N is a disconnected component then
the number of heartbeat messages contributed by that ccanp'mﬁ‘@, which is approximately
n2.

Now, a number of edges betweBhandM are introduced. This induces additional heartbeat
messages which depends on the number of edges introducesitofth number of messages is

bound from the bottom when there are no edges, and from theshep N andM form a clique.



6.3. Communication costs 115

Thus:

n+nf <t < (n+m?, (6.1)

wheret is the number of messages. leebe the number of edges betwelrandM. Then total

number of heartbeat messages in a component is:
t=n’+nmf+e (6.2)

In general the number of heartbeat messages is equal toitiigenwf edges in the graph. This is an
upper bound on the number of heartbeat messages per héantbeal assuming that all the nodes
in a component have the same interval. Replica nodes thabatieipating in the same policy have
the same heartbeat interval but not necessarily if theyustepprt of the same component.

Given a seD of connected clique®),...Or, letog. .. o; be their respective sizes, to compute the
total number of heartbeat messages all that is necessargusit the number of heartbeat messages
generated within each cliqgue and the number of edges beteammpair of cliques. Thuss:

r r
2
t= Zoi +Wj: #ja,,. (6.3)
The node selection algorithms in PDR strives to maintainlisdisconnected components. The
average size of a component is that of the average numbedesiin a policy. Thus, by Equation 6.3
the average number of messages in a component is going tool thie square of the average
number of nodes in a policy; the upper bouna%zismessages when the component is a complete

graph.

6.3.3 New policy creation

The next most common message is to set a new policy or to clemgeisting policy. To set a
new policy requires at mosi@messages, wheneis the number of replica nodes in the policy. The
policy oracle, which creates the policy, requests updates €ach of the replica nodes that has been
selected for the policy, resulting immessages being sent. Each of the nodes responds, resnilting i
anotherp messages. Finally, the policy oracle sends out the newypiieach of the participating
nodes resulting in a fingd messages. If the policy oracle believes that it has up-tedtdormation

about some of the participating nodes, then a fraction ofitee2p messages can be avoided.
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6.3.4 Policy Update

Let p, be the number of nodes in the original policy anddebe the number of nodes in the changed
policy. To change a policy requires at mosi:3- p,. As before, up to B. messages are needed
to retrieve current replica node information from the neplioa nodes angb. policy updates must
be sent. However, the old nodes in the policy must also béemtiof which there are at mosgt,

nodes.

6.3.5 Failure messages

To restore a failed replica node requires the largest nuroberessages. When a node detects
that a replica node has failed, it notifies the leaders of tieips in which the failed node was
participating. If the TopSen algorithm is used for node c@@ then on average a leader node
would receivep messages wherp is the size of the average policy. On the other hand, if the
Random algorithm is used, then it is possible that a nodernsexied to every other node and the
leader would then receive a message from every node in thiensydf a component is a clique
of size p, there arep or more policies, and every node is a leader of one ofpghmlicies and

participates in all of theo policies then every node sends and recejyvasessages.

Once the leader selects the replacement it informs the oibees of the selection. This is
anotherp messages that are sent and received. The upper-bound ourttieenof messages sent

and received to inform nodes of a failed node and of its repiant is 2.

The selected replacement node then must pull the file data fine other replica nodes. In
this step the number of messages equals to the number ofiieldve to be pulled and their size

depends on the size of the files.

Other failure scenarios, such as the failure of a leader,rard@esimilar in cost to the failure of a
non-leader replica node. The predominant cost are thecaitdn messages and the re-replication
requests. These other failure scenarios add a small andacbmsumber of messages (a dozen

messages or so) to the general recovery procedure.
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‘ Operation Number of messages
Store request p
Heartbeat messages %

New policy creation 3p
Policy update 3pn+ Po
Failure messages 2¢2

Table 6.2: Number of inter-node messages needed for a gpenation in PDR.

6.3.6 Summary

Table 6.2 summarizes the number of inter-node messagessaegdo perform some of the major
operations in PDR. The number of messages are presentetnis ¢ either policy or component
size; p represents the number of nodes in a policy amépresents the number of nodes in a com-
ponent. In Section 6.2 it was shown that- c. For operations such as the store request, new policy
creation, and policy update the number of messages negdsgaerform the operation is specified
exactly in terms of policy size. For operations such as beattmessages and failure messages
the number of messages necessary to perform the operatioweisas an upper bound in terms of
component size. The number depends on the connectivityeatdmponent with the upper bound
being attained when the component is a complete graph, avelyis a leader in a policy, and every

other node is participating in all the other policies.

6.4 Applicability

This section presents two case studies that demonstragpftiieability of PDR. The first is from
the Department of Computer Science at the University ofidriColumbia and the second is from

Silicon Chalk [14].

6.4.1 Department of Computer Science, UBC

To determine the potential savings that PDR could provide sfistem traces for nine users were
gathered and analyzed over a period of a month, Septemb8r @0the Department of Computer
Science at the University of British Columbia. For eachipgrant a script was executed once a day

that scoured their home directory searching for files thatweodified in the previous 24 hours.
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Participants were selected from graduate student, faaiy technical staff population in the
department. A large number of graduate students, facuitytechnical staff were asked to partic-
ipate and those that agreed were selected as the partgipadministration staff were not asked
to participate because they tend not to be heavy users okepherrtinent’s unified file system. This
segment of users was selected because they create and we rmnge of file types and sizes. In
addition, their usage patterns are such that they tend &dectarge amounts of easily recreateable

data, e.g. object files, and thus would best demonstratdféwtieeness of PDR.

Two replication policies were created. The first replicatmolicy is equivalent to traditional
backup procedures, where data is replicated to the sergar omce every 24 hours; the replication
policy replicates only important files. The files deemed yonmant are the web browser cache
directory, object files, and auxiliary files generated byli@gfions such as Latex (i.e., .0, .aux, etc.).
The second replication policy is similar to the first, exctt in addition, important files, e.g.,

Latex and Word source files (i.e., .tex, .doc), are replatatihin 12 hours of being modified.

On average, the nine users generated approximately 500MBtaffor the nightly incremental
tape backup. Table 6.3 presents the break down of the fileraysace by data type. The amounts
are presented as a percentage of the total amount of modditadar a single average user. One
participant owned an unusually large mailbox which comtielol 30-40% of the total nightly backup;
on average a user’s mailboxes amounts to 10% of their modifiel On average, it was found that
the web browser cache and object files made up for 9% of thelbdatg replicated. This is data
that is easily re-creatable and does not need to be remlicRéetures, postscript, and PDF files
comprised another 4%. A large portion of this data probablschot need to be replicated because,
in an academic environment, postscript and PDF files ardlygapers that are obtainable from the
web or are generated from source files such as Latex. Usexsytnts and source files contributed
about 9% of the total. The first policy would provide a savingabout 10%, and the second would

enable users to retrieve a file that is at most 12 hours ol&s&t4 hours at no extra cost.

The other 68% of the data is in unclassified files. For privaasons the traces only had the
size, name, and extension of the file. The replication pesdicvere created solely based on file
extensions. In addition, no music files were found in theip@ents home directory. It is believed
the reason for this is that home directories are limited ©@MB, and thus users store large data on

their research group storage servers that provide gerterage space and was not part of the file
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Type Amount
Mail 10%
Object files, browser cache | 9%
Pictures, .ps, .pdf files 4%
Documents and source files | 9%
Unknown 68%

Table 6.3: Break down of the file system trace by data type &ingie average user.

system trace.

PDR would reduce the amount of data that is backed up on a dadis. Currently, about 1.5
terabytes of data is backed up to tape on a weekly basis at almmst of a dollar per gigabyte. By
using PDR, resources on backing up data such as object fleseimbrowser caches would not be
wasted. Other data could be automatically replicated taiatyeof local workstations and servers,
thus reducing the amount of tape backup even further. Thiti@u benefit of using PDR would
be the almost instantaneous availability of lost data duesés error such as deletion. Furthermore,

the backups of important data could be done more often arsdumore current.

The first policy, that replicates once a day, provides a ggvof about 50 megabytes a day of
backup space and bandwidth. The second policy, that aldicatgs Word and Latex files every 12
hours, provides a savings of 50 megabytes a day of backup.sphe same amount of bandwidth is
used as with traditional backup techniques except thataalsdf wasting 50 megabytes of bandwidth
on unimportant data, it is focused on providing more curcapties of Word and Latex files in the

event the files are lost.

In this instance the amount of storage space and bandwidgd $a minimal. The main reason
for this is that it is impossible to automatically determinkich parts of the 70% of the data that
is classified as unknown are important and which are not. WIBR, users can control what is
replicated, thus removing the responsibility of classifythe data from the system and the adminis-
trator, making the classification more accurate, and furdgucing the amount of useless data that

is replicated.
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6.4.2 Silicon Chalk

Silicon Chalk is a company in Vancouver, British Columbian@da that specializes in presentation
software for education. Their development environmentiimarily Visual Studio from Microsoft.
Their code base consists of about three gigabytes of sa@®mjrce, and object files. On a nightly
basis the entire project is compiled on a build server andanee (i.e., Zip) is created consisting of
source, resource, and object files. On a daily basis devalaptrieve this archive as their starting
point for their development. Although Silicon Chalk doespdmy a version control system, the
project is so large and takes so long to compile that thissisrtbst efficient route to do development.

A nasty side effect of this practice of distributing a contelbuild with all the byproduct files
is that for a traditional backup and replication system ed@feloper generates three gigabytes of
new backup data daily. Thus, not only are large amounts cécessary data replicated, both that is
easily re-creatable and that has not been modified, bub8ifzhalk would require extremely large
amounts of bandwidth if they wanted to perform off-site hguk

With PDR, a small number of policies would be sufficient toliegie only the source files,
reducing the amount of data that is replicated. With a smalilification to PDR even a greater
reduction in the amount of data replicated can be achievade@tly, newly created files are repli-
cated as per default or set policies. Further replicationtmavoided by keeping track of a file’'s
modification time it i me) and replicating the file only if the modification time has ebad. Thus
the restoration of Silicon Chalk’s source archive wouldites very few, or zero, files being repli-
cated. This reduction in the amount of replication would sme¥K-site backup feasible since every
developer would not automatically be replicating threeabiges of data on a daily basis. In addi-

tion, it would be feasible to replicate important sourcesfiteore frequently than once a day.

The Linux kernel

To provide additional empirical results the Linux kernelused as a similar example to Silicon
Chalk’s code base. The Linux kernel is a 36MB archive thabdgmresses to a 227MB source tree.
Compiling a Linux kernel with a configuration file that is usey the major Linux distributions,
such as Fedora [40] and Suse [41], the resulting source ttaeobject files grows to 1.7GB. The
configuration file compiles the kernel with most of the deuvitarers and file systems as kernel

modules. Thus, a total of 1.5GB, or 88%, of the data is easityeratable and does not need to be
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replicated.
Although, this would be feasible to do with a set of customiko@cscripts, it does not provide the

flexibility of replicating some file more often than othersspecifying different protection levels.






Chapter 7

Conclusion and future work

Ahh, this is not the end!
This is not even the beginning of the end!
But it is, perhaps, the end of the beginning!

— Sir Winston Churchill

In this thesis the design and evaluation of a novel repboatiystem was presented. This section
summarizes the results, summarizes the contributionspemddes possible future directions for

PDR.

7.1 Conclusion

Traditionally, replication systems replicate data in itdirety, without consideration of its impor-
tance, or against what failures it must be protected. Howeagecommodity storage capacity grows
exponentially and is filled at roughly the same rate, theeggaof wholesale replication becomes
untenable. This is because the growth of other resourceh, aginetwork bandwidth, are simply
not keeping pace; the cost of putting in another hard driviwniarfed by the cost of upgrading the
backbone or even the local network routers. Thus, to enkatérhportant data is protected against
the appropriate failures the degree of replication muselsed to the value of the data; this value
can only be determined by the user.

This notion is encapsulated in PDR, a Policy Driven Replicasystem that allocates replication
resources based on per file policies that can be dynamiclligrel modified by the user. In PDR

replication policies are treated as invariants, failedasodre quickly detected and replacement
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nodes selected so that policies are followed. To this endyhEm constantly monitors the health
of nodes on which data is stored in order to quickly detedairfai

The PDR system classifies nodes according to a set of nodritgy and uses this classification
scheme to decide where to replicate what data, facilitatiegprotection of data against specific
classes of failures. The selection of nodes for new polieigd for replacement of failed nodes
is sensitive to the topology of the system. This ensurespbat topologies are not created thus
avoiding message storms or hot spots in the system. Fitladl\system avoids inducing additional
overhead on the critical path of file system calls, enabliagkground replication and minimally

affecting system performance.

7.1.1 Summary

PDR is a peer-to-peer system that has no centralized serakall nodes (physical machines) run
the same software. A node is a client, a replica, or both.nChedes have no responsibility but to
push data to replica nodes. Replica hodes store data foiskad direct recovery of failed replica
nodes.

The PDR software is composed of two parts: iiygicator and thepolicy oracle Thereplicator
is responsible for replicating data, storing data for ottleents, and translating, executing, and
enforcing replication policies. PDR hooks into the locad filystem using a VFS redirector and
receives upcalls whenever a file is created or modified. Bwlay the number of modifications to
the operating system is minimized and the task of replioaisoremoved from the critical path of
regular file system operations. Although micro-benchmaha@v that PDR is on average an order
of magnitude slower than the local file system, the evaluadiso demonstrated that for normal file
system usage the performance of PDR is reasonable. Forgasksas document processing and
software development PDR performs on par with local fileesyst

A significant portion of user’s files are unimportant or easé-creatable; for example, object
files. With a small set of replication policies a user can glaite the replication of unimportant
data, and increase the availability and reliability of intpat data.

There does not exist a single uniform way to express remitatquirements. Users have
widely varying views as to the level of protection affordeddparticular backup and replication

approach, the cost for providing a specified level of pradectand what data is worth. Given this
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non-uniformity, PDR provides a plug-in interface that deatadministrators of the system to create
a set of tools appropriate for its users to create, set, ardifyn@plication policies. When a policy

is created it is translated by the plug-in into a lowlevelresgntation that PDR understands.

The policy oracleis responsible for storing the lowlevel replication padgj selecting replica
nodes for new replication policies and for replacing nodes have failed, communicating with
other policy oracles to maintain up-to-date topology infation, and for discovering new replica
nodes. The most important function of the policy oracle isn@intain a good topology because
doing so is necessary for system scalability. If replicaenedlection is not done wisely then the
number of nodes involved in the recovery from a single noderéacan be very large. In a system
of a million nodes, where the average uptime is 100 daysethey on average about 10k failures
per day. Given that many distributed consensus and eleatgorithms requireD(n?) messages,
wheren is the number of nodes, it could require up to'@enessages simply to determine who
should lead the recovery process and what needs to be reategl to handle a failed node requires
O(n?) messages. For a system of 10k nodes approximatéRmeéssages would be needed and this
does not include the replication of the data itself. Thuss¢éhsystems would spend all their time

performing recovery.

PDR performs replica node selection in such a way that a lawngeber of small disconnected
components are maintained. When a policy is created thesristied in the policy become depen-
dent on each other with respect to monitoring and failuredhiag. If a replica node has many links
then its failure affects a large number of other nodes. Tois,goal of selecting replica nodes is to
minimize the number of links any replica node has, thus miirimg the affect of its failure on other
nodes. Another goal is to select replica nodes that providelesired level of protection, which is

accomplished through a set of node attributes.

PDR uses a set of algorithms, call@pSento perform replica node selection that is sensitive
to the topology of the system. Through simulation it is shdahet TopSen maintains a topology
such that the number of messages necessary to perform rgésvemnstant. That is, the cost of

recovery is independent of the size of the system.
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7.2 Contributions

The research presented in this thesis makes three cordribufirst, a method for describing nodes
and a generic plug-in infrastructure was designed and imgiged that enables the translation of
replication requirements into a set of replica nodes. Thidendescription method is able to de-
scribed all physical aspects of a replica node and the piugterface enables administrators to
create interfaces that are tailored to users’ views on dateevand protection level. These highlevel
policies are then translated, by the plug-in, into lowlgs@licies the replication mechanism under-
stands and uses to select the replica nodes. In additi@pltig-in interface enables the exploration

of interfaces for managing policies.

Second, an analysis of the network topology created by the B3tem was performed and
a replica node selection algorithm was developed that miamigood topologies. This algorithm
is sensitive to the topology of the system, selecting raptiodes such that a failure of a replica
node affects the minimum number of other replica nodes. &pkca node selection algorithm does
not require complete knowledge of the entire system topgotogperate, although the more of the
topology the algorithm knows about the better its selestioacome. Not only does the algorithm
strives to maintain a good topology, but it actively reages the location of the data to further

improve the topology.

Third, a prototype of the PDR system was designed and impiedeto evaluate the ideas
present in this thesis. The system is mostly portable, ihtegrated with the local file system,
requires little or no modifications to the operating systamg no kernel level modifications. A
small amount of latency is introduced into the standard fiktesm operations, but for real-world

tasks this overhead imperceivable.

7.3 Future work

During the design and implementation of PDR a number of @stémg issues and questions arose.
There are a number of improvements and enhancements tHdtlmmade to PDR and a number

of outstanding questions that deserve further investigati
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7.3.1 Further improvements

The are a number of improvements to PDR that would improvRiristionality and performance.
Currently, PDR employs the Coda [36, 77] redirector to how& the local file system. The primary
drawback to using the Coda redirector is that it intercelpésmajority of the system calls. Thus,
everything exceptead andwr i t e is handled at userlevel, which adds unnecessary overhead.

A redirector should be developed that acts as a tee ratherd¢l@ecting the call up to the user-
level. That is, the local file system should handle all thedilstem operations and only messages
specifying that an operation was executed should be prégadgg; similar to thenetlink interface
in Linux for network devices such as firewalls and routersthia way, the user would obtain the
full performance of the file system and the replication aspemild be completely removed from
the critical path of file system operations.

Currently all inter-node communication in PDR uses TCPc&ithe majority of the messages
are small using a stream based protocol is unnecessargathatreliable UDP protocol could be

used which would further reduce some of the communicati@rhmad.

7.3.2 Future enhancements

Recently Bell Canada introduced a service called Bell BassnBackup which enables users to
selectively replicate their data to Bell’'s data centre.l Balnada provides an interface that is similar
to Windows Explorer where users specify how often a file oreatory should be replicated. There
are several drawbacks to this approach. First, it is ralbtiexpensive given the cost of storage;
ranging from $4.95/65MB/month to $39.95/10GB/month. ldi&idn, the network connection has
bandwidth, upload, and download caps. Thus, to use the @@BLof storage the user may need
to pay for a higher bandwidth connection. Second, data shaldier than 15 days is automatically
deleted, thus this service is only good for files that are t@orily being used; one cannot use it as
an archive repository.

The above service brings out an interesting time dimensiahRDR currently does not support
but can easily be modified to do so. It would be useful to sgextime constraint for data and then
potentially perform an action on the data; for example,estde x for only t days and then delete
it. To support this functionality it would be necessary teate a thread that would process events

from a priority queue that is sorted based on time. The pdmscifier would need to be slightly
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modified to include a time and action attribute. When a fileejglicated an event for the desired
action is created and inserted into the priority queue toxeewded at the desired time.

The functionality to execute an action brings forth two digess. First, what actions are useful
and second, where would the actions execute. For examplenasuch aslelete fileor keep n
versions of the fileould be implemented as part of a suite of actions that PDRgee by default.
Thus, such actions would automatically be run on the replazes and the client or the leader node
would not need to worry about their execution. Other fundieould be provided by a piece of
code that is shipped to the replica node during the initiglication of a file.

Finally, in a replication system such as PDR the notiofilefgroupsor checkpointind30, 63]
would be useful. That is, either implicitly or explicitly ke user, a file would be marked as being
part of a set of files that form a consistent checkpoint. Thirefionality would be beneficial for
users such as developers who want to restore a set of filesafigpecific point in time. Currently
such a mechanism is not implemented in PDR and it is not imaelgli clear as to the best way to
implement such functionality. The difficulty lies in defigimppropriate metadata and maintaining

its consistency when a file belongs to multiple file groups.

7.3.3 Open questions

There are a number of questions that have been left unardwackrequire further investigation.
They primarily deal with policy setting interfaces, usefdlicies, and inter-operability between
domains with respect to node attributes.

The first question is very much a human-computer interaétisme. As more information goes
digital and as more backup services become available Meetfeat users will become more aware
of the potential dangers to the safety of their data and thexs will start thinking about protecting
their data. Currently, each backup service provider an@tugaapplication has their own interface
to specify and manage backup. It is unclear whether therdddmia convergence with respect to
replication or backup, or whether users would simply adapthatever service they are using.

The second question is also very user centric. If there isvaergence of interfaces then it may
be possible to develop a standard set of useful policiesfifsiit is necessary to define what is
useful and to determine what this set is. This is an areashatly slightly addressed by the policy

plug-in mechanism. For example, consider two users, ortditlea in an area of high earthquake
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activity and the other in an area of heavy flooding. Both usest to protect their data against
natural disasters. Both probably need to replicate to a twatds not in the region or that is built
to withstand the specific types of natural disaster. Thesgofaboth users are quite similar but their
needs are significantly different. Is it possible to encosspie users needs with a single policy?
How would it be specified?

The last several questions deal with node attributes, fgety what node attributes are useful
and how to map between them. This relates to the first two ipmsssince the node attributes are
the system level representations of a user's goal to prtheat data. For example, nodes in the
earthquake zone may have a property that rates the soundh#s building they are in, while
the nodes in the flooding area may have a property that spetlifeelevation of the nodes or the
amount of precipitation the region receives. In the earkguzone the higher the soundness the
more reliable the node, in the flooding zone the higher theaéten or the less precipitation the
region receives the more reliable the node. How can these aitxibutes map to each other so that

nodes in both domains correctly interpret the implied teligy level?

| implemented, | measured, I'm done!
— Norm Hutchinson
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