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It can be difficult to properly understand aspects of user behavior on the Web with-
out examining the behaviors in a realistic setting, such as through field studies. In
this article, an overview of the experiences in augmenting logged data with contex-
tual information over the course of two separate research projects conducted in the
field is presented. One project investigated the privacy sensitivity of normal Web
browsing, and the other examined user behavior during Web-based information-
seeking tasks. Throughout both projects, the contextual information was collected
through participant annotations of their Web usage. Based on experiences in con-
ducting this research, implications of methodological decisions are considered,
unanswered questions are highlighted, and considerations for other researchers are
provided. These shared experiences and perspectives will assist future researchers
planning similar field studies, allowing them to build upon the lessons learned.

1. INTRODUCTION

Web browsers are an example of an everyday technology used in both workplace
and personal settings. Before developing new tools and techniques to support
users in their Web tasks, it is important to fully understand how users currently
engage with their Web browsers and related tools. Studying user behavior on the
Web is complex because behaviors can be influenced by a number of factors, such
as domain expertise (Hölscher & Strube, 2000), task (Kellar, Watters, & Shepherd,
2006b), motivation (Loeber & Cristea, 2003), and individual differences (Herder &
Juvina, 2004). Web behavioral studies conducted in a field setting can often
provide a more realistic picture of natural behaviors than what can be evoked in a
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 386 Kellar et al.

controlled laboratory setting. In the field, participants have access to their usual Web
browser, are in their own physical environment, and are completing their own tasks
(rather than tasks motivated by a researcher). However, it is often difficult to observe
and record these natural behaviors in dynamic environments such as the Web. This
is an ongoing challenge within the community as evidenced by recent workshops
(e.g., Edmonds, Hawkey, Kellar, & Turnbull, 2006; Kort & de Poot, 2005).

One common method of studying user behavior in a field environment is
through the collection of logged data. This method is unobtrusive to the user and
provides researchers with an overview of the user’s behavior. However, logged
data by itself do not provide a full understanding of users’ activities, goals,
attitudes, and processes. Contextual information plays an important role in how
we understand and interpret people’s everyday behavior. Information that pro-
vides additional details about people, such as their location or task, can help us
better understand and interpret their actions. In a Web environment, contextual
information can be used to determine the activity in which a user is engaging;
motivations for engaging in that activity; and perceptions about the current tool,
the information being viewed, or privacy issues.

We recently conducted two separate research projects that necessitated the
collection of contextual information while studying user behavior on the Web.
Throughout both projects, contextual information was collected through partici-
pant annotations of their Web usage.

The first research project (Hawkey & Inkpen, 2005, 2006a) examined privacy
concerns if traces of previous Web-browsing activity could be seen during collab-
oration. Through two field studies, participants were required to annotate their
visited Web pages with privacy ratings (public, semipublic, private, don’t save).
The goal of the first field study was to determine whether participants would be
willing to organize the incidental information visible in their Web browsers
across a small number of privacy levels or gradients. We also wanted to explore
the existence of privacy patterns on a per-browser window basis to evaluate the
feasibility of different privacy management approaches. The goal of the second
field study was to determine the relationship between the context of the browsing
activity (location, page content) and the privacy comfort levels that participants
applied to their Web browsing. We also wanted to examine the feasibility of using
automated content categorization to assign privacy levels to visited Web pages.

The second research project (Kellar, Watters, & Shepherd, 2006a, 2007) exam-
ined how users interacted with their Web browsers during information-seeking
tasks through a field study. In addition to Web browser usage logs, this study
necessitated the collection of detailed task information from participants. The
goal of this exploratory study was to examine how users interact with their Web
browsers to accomplish different information-seeking tasks. We expected that
users would interact differently with their Web browser across the following
information-seeking tasks: fact finding, information gathering, browsing, transac-
tions, and other. We also wanted to develop a high-level classification of informa-
tion seeking tasks on the Web.

In this article, we present our recent approaches to Web-based field research
and reflect upon the inherent challenges of research conducted in situ. We first
present methodologies for studying user behavior on the Web and discuss the
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 Challenges of Capturing Natural Behaviors 387

benefits of differing methodological choices. This is followed by an overview of
our two recent research projects and the challenges that guided our methodologi-
cal decisions and tool development. We then reflect on our experiences with
respect to participant annotation of contextual information, data collection, data
transfer, and data analysis. We conclude with a summary of this work.

2. METHODS FOR STUDYING USER BEHAVIOR ON THE WEB

A wide variety of methodologies can be employed to study user behavior on the
Web, and there are trade-offs inherent with each approach. Each methodology
impacts the naturalness of the behavior being studied and the amount of
contextual information that can be gathered. Surveys (e.g., Aula, Jhaveri, & Käki,
2005) and interviews (e.g., Teevan, Alvarado, Ackerman, & Karger, 2004) offer an
in-depth exploration of participants’ behavior; however, the data are self-
reported and may be collected outside of the relevant context of use. Although
surveys are a convenient way to study a large population sample, interviews
allow researchers to follow-up on interesting subject matters not previously
anticipated. Laboratory experiments (e.g., Hölscher & Strube, 2000) allow
researchers to study a particular context, but the tasks are typically contrived and
participants are not working in their natural environment. Observational (e.g.,
Byrne, John, Wehrle, & Crow, 1999; Thury, 1998) studies typically provide a high-
level realistic view of user behavior. However, these methodologies discourage
interruption of participants, which makes it difficult to solicit contextual informa-
tion. Methods of collecting contextual information during observational studies
include talk-aloud protocols (Byrne et al., 1999) and post hoc interviews where
participants explain their actions using still pictures (Brown, Sellen, & O’Hara,
2000), recorded video (Allen, 1989), or logged data (Choo, Detlor, & Turnbull,
2000). Field studies (e.g., Kelly & Belkin, 2004) can offer a fairly natural view of
user behavior, but care must be taken to ensure that the data collection does not
reduce the naturalness of the environment.

The focus of this article is the collection of fine-grained information about
users’ activities in their natural environment. We first discuss the mechanics of
logging user activity, including the location of the logging (i.e., client-side, server-
side, or through a proxy). Further to the discussion of logging activity, we include
an overview of methods of gathering contextual information, both as the primary
measure and in conjunction with logged data of activities. We finish with a
discussion of the privacy issues related to logging participant’ activities.

2.1. Logging Activity

Client-side logging takes place on the user’s own computer. Researchers have
used a number of tools to collect client-side logs, including commercial
“spyware” tools (Kelly & Belkin, 2004; Kim & Allen, 2002), custom-built logging
tools (Obendorf, Weinreich, & Hass, 2004; Reeder, Pirolli & Card, 2001; Turnbull,
1998), and custom Web browsers (Claypool, Le, Waseda, & Brown, 2001).
Client-side logging has been used to capture a variety of behaviors and to study a
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wide-range of research areas. For example, Catledge and Pitkow (1995) studied
the navigation patterns of users on the Web through an instrumented Web
browser, which logged all Web pages visited as well as user interface events
within the browser. Client-side logging offers the richest exploration of user
interactions with the Web browser. However, many client-side logging tools are
designed to work with a specific browser and may be time-consuming and costly
to update as new versions of the browser are introduced. There may also be
performance issues with a custom Web browser because of lack of robustness.

Server-side logs do not capture the same level of detail as is possible with client-
side logging; however, there is a lower cost of implementation. One benefit of
server-side logging is that researchers can study a large sample population. This
method has been successfully used to study search engine transaction logs (Jansen,
Spink, & Pedersen, 2005; Spink, Wolfram, Jansen, & Saracevic, 2001) and library
portals (Zhang, Zambrowicz, Zhou, & Roderer, 2004). The data recorded typically
includes the IP address of users and the time and address of Web page requests.

With server-side logging, researchers have very little information about the par-
ticipants being studied; users are typically anonymous. Jansen, Spink, and
Saracevic (2000) analyzed Excite search engine logs and acknowledged that
although the data reflect real search behavior, they can “report on artifactual behav-
ior, but without a context.” Zhang et al. (2004 page 209), who logged users of the
library portal MyWelch, stated that additional studies in the form of interviews or
surveys were needed to better understand users’ behavior from a “mental or cogni-
tive” perspective as well to get a sense of other applications and multitasking.

Logging conducted through a proxy sever is a compromise between client-side
and server-side logging. Proxy servers act as an intermediary between a user’s
Web browser and a Web server and can log interactions between the client and
the server. By allowing participants to log in to the proxy server instead of
downloading and installing software, proxy solutions such as WebQuilt (Hong,
Heer, Waterson, & Landay, 2001) allow participants to work within their normal
browsing environment. However, proxy server logging does not capture the full
spectrum of user interactions with the browser and may not capture access to
pages that have been cached at the browser level (Barford, Bestavros, Bradley, &
Crovella, 1999). Proxy sever logging may also be problematic when trying to
collect fine-grained measurements. Kelly and Belkin (2004) found a large discrep-
ancy between a client-side logging tool and a proxy-based logging tool while col-
lecting Web page dwell times; the timing data generated by the proxy-based
logger was found to be inaccurate when compared to the client-side logging tool.

2.2. Gathering Contextual Information

A further consideration when conducting field research is capturing the context
in which users perform their activities. Depending on the research question,
contextual information can consist of not only the environmental setting but also
the users’ motivations, intentions, goals, tasks, and perceptions about their Web
behavior. Contextual information can be gathered at a high level, such as through
interviews and surveys (Aula et al., 2005; Bruce, Jones, & Dumais, 2004;
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 Challenges of Capturing Natural Behaviors 389

Rieh, 2003; Teevan et al., 2004). However, to interpret logged activities, it is
important that contextual information is collected at a more fine-grained level.
We next present various approaches for augmenting logged data in the field with
fine-grained contextual information.

Several researchers have used client-side logging methods supplemented with
interviews after the fact to gather additional contextual information. For instance,
Choo et al. (2000) studied critical incidents of information seeking on the Web.
After logging participant Web usage over a 2-week period, they conducted
interviews using preanalyzed Web usage logs to guide the discussions with
participants. Sellen, Murphy, and Shaw (2002) studied the Web activities of
knowledge workers by interviewing participants about their web activities from
the previous 2 days, while seated in front of their browser history lists.

Other researchers have used periodic contextual annotations to supplement
logged data. For example, Kelly and Belkin (2004) studied the use of display time
as a measure of user interest across information-seeking tasks. They conducted a
14-week field study, during which all participants’ Web usage was logged. Once a
week, participants were asked to annotate their Web usage with task information
and to indicate the usefulness of viewed Web pages.

A further consideration is the scope of data collected. Depending on the
research question, it may be appropriate to study participants in a fixed context,
such as a single physical location (e.g., home; Rieh, 2003) or within a single virtual
environment (e.g., Web portals; Cothey, 2002). However, it may also be necessary
to gain an overall view of user behaviors across contexts. It can be logistically
difficult to observe users across multiple contexts (e.g., home and work, across all
information-seeking tasks, viewing both private and public Web pages) as we
must devise methods to collect contextual information without interfering with
participants’ natural behaviors.

2.3. Participant Privacy

Participant privacy is an issue when researchers log participants’ Web-based
activities outside of an experimental setting. Privacy supports social interaction
and “healthy functioning by providing needed opportunities to relax, to be one’s
self, to emotionally vent, and to cope with loss, shock, and sorrow” (Margulis,
2003, p. 246). Increasingly the Internet has become a mechanism by which people
can engage in activities to support these needs (e.g., surfing the Web, visiting
personal support forums, blogging, investigating health concerns). Sensitive
content within Web browsers may include items such as socially inappropriate
activities, confidential business items, and personal activities conducted on
company time. Olson, Grudin, and Horvitz (2005) examined the privacy of
several types of shared electronic information. They found that personal activities
(e.g., viewing nonwork-related Web sites) and transgressions (e.g., viewing erotic
material) are considered more sensitive than content such as availability and
contact information. Furthermore, knowledge of activities can be even more
sensitive when a user’s identity is known, because their hidden personae may be
revealed (Lederer, Mankoff, & Dey, 2003). Privacy comfort levels when traces of
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 390 Kellar et al.

Web activity are visible depend on the perceived sensitivity of the captured
browsing, the amount of control retained, the relationship to the viewer of the
information, and inherent privacy concerns (Hawkey & Inkpen, 2006b).

Privacy and surveillance are aspects of the same concept, with privacy actions
serving as a nullification mechanism against surveillance (Marx, 2003). Eleven
methods of maintaining privacy in case of surveillance have been identified
(Marx, 2003). Five of the methods are particularly applicable during field studies
including self-regulating, switching, blocking, masking, and refusal moves. For
example, participants may self-regulate their Web-browsing activities during the
study period by avoiding activities they perceive to be socially undesirable
(Fisher, 1993). A person’s attitudes and perceptions about privacy, trust, and
social relationships or norms will influence his behavior (Liu, Marchewka, Lu, &
Yu, 2004). Partcipants may switch their activities to another computer or another
program to avoid surveillance. The may also block the recording of visited sites
by turning off the logging software. Alternatively, participants may be provided
with methods to mask the activity rather than to block it completely. Finally,
participants may refuse to take part in the study if they feel that the privacy viola-
tions are untenable.

3. OUR RESEARCH EXPERIENCES

This section describes two separate research projects that recently studied user
behavior on the Web. Both research projects were conducted in a field setting and
necessitated the collection of contextual information. Contextual information was
collected through participants’ annotation of their Web activity logs throughout
both research projects. The first project consisted of two studies, which we refer to
as IIP1 and IIP2, and investigated users’ privacy concerns with respect to the
incidental viewing of previous Web activity. The contextual information collected
during this study consisted of participants’ privacy perceptions if each visited
page was later viewed. The second project, which we refer to as the ISB study,
examined information-seeking behavior on the Web. The contextual information
collected during this study consisted of task descriptions and categorizations of
the information-seeking activity motivating the Web browser usage. In this
section, we present a profile of the study participants, discuss the data collection
challenges that influenced our methodological decisions and tool design, and
provide a brief summary of the study findings.

3.1. Studying Incidental Information Privacy in Web Browsers (IIP1)

A weeklong field study was conducted to investigate participants’ incidental
information privacy concerns in Web browsers during collaboration around their
personal display (Hawkey & Inkpen, 2005). We define incidental information as
the information that is visible on a computer display that is not pertinent to the
task at hand. Web browsers have several convenience features such as History
and Auto Complete that capture traces of previous activity and may reveal this
incidental information during later collaboration around a personal display. This
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incidental information may or may not be appropriate depending on the viewing
context. A four-tier privacy scheme (public, semipublic, private, don’t save) was
proposed to see if that level of granularity was appropriate to reflect the privacy
needs between types of Web sites and potential viewing audience.

Participants. Twenty participants were recruited from the Dalhousie
University community. To qualify for inclusion, participants needed to be
Microsoft Internet Explorer (IE) users who performed the majority of their
Web browsing on a laptop computer. This allowed us to capture most of par-
ticipants’ personal and work/school-related Web browsing as they moved
between these locations with their laptop. Participants also needed to have
had occasions in the past where their Web browser window was visible by
others, so that the concept of privacy in this situation had some relevance.

Participants (16 male, 4 female) ranged in age from 19 to 47 (average = 26.1).
Participants were primarily technical (14 computer science, 4 science) and highly
educated, with 65% having completed at least an undergraduate degree. There
were 18 students, 1 professor, and an information technology professional. Partici-
pants were generally experienced computer users (Mdn = 10 years) and spent a
considerable amount of time each week using their computer (Mdn = 29–35 hr/
week) and Web browsers (Mdn = 22–28 hr/week).

Data collection. There were two primary categories of data collected
during this study. The first category consisted of a record of the Web page
visits, including the date/time stamp, page title, and URL. Furthermore, to
investigate patterns that may occur on a per-window basis, the browser win-
dow in which the page visit occurred needed to be recorded. The second cat-
egory consisted of participants’ perceived privacy of their Web usage.
Standard logging tools did not support our data collection requirements.
Although there are several research and commercial logging tools that record
visited page data, none include the browser window ID. We therefore had to
develop two client-side data collection tools: one to log users’ Web activities
and the other to allow participants to daily annotate their Web activity with a
privacy rating.

The design of the data collection tools presented several challenges. First, we
needed to explore normal Web-browsing activities to see if privacy patterns
existed. Therefore, it was important that the experimental software not interrupt
the flow of participants’ Web browsing (Novak, Hoffman, & Yung, 2000). Second,
we also wanted to maintain the participant’s normal Web-browsing environment
(i.e., their usual Web browser with all the convenience features and settings
intact). Finally, we were also concerned about participants’ privacy; we did not
want the recording of the sites visited to impact their normal Web-browsing
activity. Given the nature of the study, it was important that participants visit
Web sites as they normally would, across their normal range of content sensitiv-
ity, regardless of the social desirability of the content.

The ability to maintain participant privacy (recording data locally) and to
gather rich information about user activity on a per-window basis led us to a
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client-side solution. To record the browsing activity of participants, a browser
helper object (BHO) was implemented to work with IE. A BHO is a .dll file that
loads every time IE loads. As each IE window opens, the BHO loads and logs all
Web sites visited until the window closes. For this study, the visited Web page
(URL and page title), time stamp, and ID number of the browser window were
recorded. All pages viewed in the browsing process were logged, even if naviga-
tion continued before the document fully loaded. Individual frames or images
loaded within a Web document were not logged. An advantage of the BHO was
that the users’ browsing environment did not change; they continued using IE
with their normal settings intact.

An electronic diary was developed to allow participants to assign privacy gra-
dients to their Web browsing on a daily basis (similar to that shown in Figure 1).
The diary displayed all the logged data and required participants to indicate how
they would classify the privacy level of each Web page they visited if others were
able to view the history of this activity later. Participants could annotate individ-
ual entries with a privacy level or select multiple entries for annotation. The
entries could be sorted by any field (time, URL, page title), allowing participants
to easily classify groups of page visits (e.g., repeated visits to the same site). After

FIGURE 1 A screenshot of the electronic diary used in the second privacy field
study. The diary allowed participants to annotate their visited pages with a privacy
level. Note: This is similar to the diary used in the first field study with the addition
of selective blinding of page titles and URLs.
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classification, participants clicked a button to generate a report to e-mail to the
researchers. In this report, the viewing history was sanitized so that the URL and
page title were eliminated (to protect participant privacy). Participants could
view the data about to be sent but could not modify it. Although this approach to
maintaining privacy was designed to maximize the participants’ willingness to
engage in their usual browsing activities, the lack of URL information means that
the number of unique Web sites visited or the extent of site revisitation is
unknown.

In addition to the diary portion of the study, participants completed pre- and
poststudy questionnaires that included questions about demographics, their cur-
rent browser convenience feature settings, and privacy management strategies. In
addition, two theoretical privacy classification tasks were given to participants.
One asked them to classify the privacy of categories of Web sites (based on con-
tent) into the four levels (public, semipublic, private, and don’t save). The other
asked them to classify categories of viewers at one of three levels: allowed to only
view pages classified as public, allowed to view pages classified as both public
and semipublic, and allowed to view all visited pages.

Summary of research findings. Results showed that the magnitude of
incidental information complicates any privacy management approach to
incidental information in Web browsers. The sheer number of pages that people
visit (36,170 pages were viewed over the course of the study) and the speed at
which browsing can occur (i.e., frequent short bursts of about five pages per
minute) is staggering. Any manual solution would be overly arduous and
therefore impractical.

Participants’ behaviors varied considerably in terms of the number of pages
visited, number of separate windows in use, and the overall application of the
privacy levels. With the exception of one participant (who did not use the don’t
save category), participants utilized all four privacy categories when classifying
their visited pages. Patterns in the application of privacy levels emerged from
the data. Participants tended to partition their browsing so that private brows-
ing occurred within a single window. Within a window, most browsing (85% of
page visits) occurs within streaks (i.e., two or more consecutive pages) at a
given privacy level. There were also relatively few transitions between levels,
with an average of 0.9 transitions in a browser window. Given the per-window
patterns of privacy streaks with minimal transitions, we believe that one
management approach may be to allow browser windows of different privacy
levels. These windows could not only filter what incidental information is
displayed but also tag new sites visited in that window. However, such a
scheme would require integration with a more proactive approach to be
manageable for users.

3.2. Studying Incidental Information Privacy in Web Browsers (IIP2)

A second field study was conducted in March 2005 to extend the information
learned in the first study (Hawkey & Inkpen, 2006a). We examining additional



D
ow

nl
oa

de
d 

B
y:

 [C
an

ad
ia

n 
R

es
ea

rc
h 

K
no

w
le

dg
e 

N
et

w
or

k]
 A

t: 
17

:4
6 

17
 J

un
e 

20
08

 394 Kellar et al.

contextual information that was not collected during the first field study, such as
the page title, URL, browser window interactions, and location of the browsing

Participants. Fifteen participants were recruited from the general Dalhousie
University community. The first field study consisted solely of laptop users with a
primarily technical background. To determine if results were consistent across a
broader population, this second study included participants with varying technical
experience and computer use. Three different classes of participants were recruited:
technical desktop users, nontechnical desktop users, and nontechnical laptop users.
A screening process assessed participants’ technical background and identified
computers on which they conducted their Web browsing. Participants were
required to use IE and to have logging software installed on all their computer(s) so
that the full picture of their personal and work/school-related Web browsing could
be captured.

Participants (5 male, 10 female) ranged in age from 18 to 44 (average = 27.8).
Participants were highly educated, and 5 had a technical background. Eleven were
students, and 4 were office or administrative staff. Participants were generally
experienced computer users (average = 9.7 years) and spent a considerable amount
of time each week using their computer (Mdn = 29–35 hr/week) and Web browsers
(Mdn = 15–21 hr/week). Given the educational domain from which participants
were recruited, browsing activities may include more educational and reference
sites than if participants were from another domain.

Data collection. As in our previous study, data collection consisted of date/
time stamp, page title and URL of visited pages, and the browser window ID. Two
new categories of data collection were introduced in this study to capture the
desired additional contextual information. First, the physical location of the Web
browser was logged (e.g., home, work, school). Second, the window focus events
were logged so that we could determine when participants moved between
windows, not just when they moved between windows for the purpose of navigat-
ing to a new page. We also logged the IE window open and close events. The BHO
was modified to record this additional contextual information. Participants’ loca-
tion was hard coded into the BHO installed on desktop computers. Laptop users
indicated their current location with a radio button that appeared in a form as the
browser window closed; options were home, work, school, and other (a text box
was provided for entry of the specific location).

As we wanted to not only collect the URL and page title but also send that infor-
mation to the researchers, we needed to readdress privacy issues. We did not want
the transfer of this information to impact participants’ willingness to visit sensitive
sites (e.g., erotica, health-related sites, personal improvement forums). Therefore,
we wanted to provide participants with the ability to selectively any sensitive data.
The electronic diary (see Figure 1) was modified to allow participants to mask
entries in the diary by removing the page title and URL after applying a privacy
level. Participants were asked to give a general reason for the sanitized browsing
(e.g., “looking for medical information”); the default label was “no reason given.”
After classification, participants generated a report to e-mail to the researchers.
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We expected that the privacy afforded by allowing participants to selectively sanitize
their browsing record would contribute to their willingness to engage in normal
Web activities while still providing us with the context for most visited pages.

In addition to the diary portion of the study, participants completed pre- and
poststudy questionnaires. As in the first field study, one of the questionnaires was a
theoretical classification task where participants were asked to assign one of the
four privacy levels to each of 55 Web site categories indicating their comfort if a site
of this type appeared in their Web browser. The categories (e.g., online games,
news/media) and their descriptions were based on those used in commercial prod-
ucts to filter and block Internet content. The same categories were used by researchers
to classify all of the browser activity conducted by participants over the course of
the week.

Summary of research findings. Findings were similar to the first study in
terms of browsing activity and overall application of privacy levels. As in the
previous study, we observed heavy Web usage by participants, with 31,160 Web
pages viewed. With the collection of page title and URL data in this study, we
expected that participants would sanitize their browsing records when viewing
sensitive content. However, only 6 of 15 participants had occasions of masking,
for a total of 433 of 31,160 page visits. It is interesting that the participant with the
highest number of masked sites was a colleague at the university; those participants
who had no prior acquaintance with the researchers exhibited less masking
behavior.

Results of the content analysis revealed that the categories of Web pages clustered
into five groups based on participants’ overall application of privacy levels to their
Web browsing. Inconsistencies between participants, both for their theoretical and
actual privacy classifications, suggest that a general privacy management scheme is
inappropriate. Although participants often applied different privacy levels from
each other for categories, results showed that participants were personally consistent
within most categories. This suggests that a personalized scheme may be feasible,
but a more fine-grained approach to classification is required to improve results for
Web sites that tend to be very general, have multiple task purposes, or have dynamic
content. In addition, participants’ overall poor accuracy at specifying theoretically
how they will actually label the Web sites in a category indicates that better descrip-
tions of the types of sites that may fall within a category, as well as the types of sensi-
tive information that may be revealed, is required.

The results of the poststudy questionnaires from both studies (IIP1 and IIP2)
were used to examined whether our participants found it difficult to categorize
their Web usage using the given privacy categories. The majority of participants
(32/35) reported that the four privacy categories fit well at least most of the time;
however, many (17/35) reported difficulty classifying some of the visited sites
(approximately 15% of visited sites). Reasons given for the difficulty included that it
depended on the person they envisioned viewing a record of the page visit (10 of
17), that it depended on the viewing location (7 of 17), that the site had multiple
purposes (5 of 17), or that there were other reasons (5 of 17; e.g., the time of day,
variations in content).
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3.3. Studying Information-Seeking Behavior on the Web (ISB)

We conducted a 1-week field study to study users’ information seeking behav-
ior on the Web (Kellar et al., 2007). Over the course of the study, participants
were asked to use a custom Web browser, which logged all of their browser
interactions and to annotate all their Web usage according to the following
categories: fact finding, information gathering, browsing, transactions, and
other.

Participants. Twenty-one university students from Dalhousie University
took part in a 1-week field study in March 2005. To take part in the study, it was
necessary that participants were both laptop and IE users. Laptop users were
recruited because we could capture the bulk of their usage on a single machine
and because it facilitated the installation of the logging software. Because the Web
browser used during the study was a clone of IE, participants were also required
to be current users of IE.

The academic background of the participants was divided among computer
science (11 participants), health informatics (2), business (4), economics (2),
kinesiology (1), and arts (1). The median age group category of the participants
was 20 to 29, and the gender was almost evenly split with 11 male and 10 female
participants. The median category of Web usage reported by the participants was
between 30 and 39 hours of usage a week. Although computer science students
are typically considered to be highly technical, all participants were experienced
Web users. All participants were the primary users of their laptops, and 5 partici-
pants reported they used a desktop (either at home or work) for some of their
Web usage.

Data collection. The two categories of data collected in this study consisted
of interactions with the Web browser and detailed task information. It was neces-
sary that the Web browser interactions were captured at a fine-grained level (e.g.,
use of bookmarks, auto-complete, and copy/paste/cut functions). Detailed task
information consisted of a categorization of the task (fact finding, information
gathering, browsing, transactions, and other) and a short textual description (e.g.,
reading news, checking stock prices).

We examined various commercial and academic logging programs and found
that they typically collected a small subset of interactions with the browser, such
as the time and URLs of visited pages, and did not log how each Web page was
accessed (e.g., bookmarks, typed in) or any other interactions with the Web
browser. We also examined instrumented Web browsers but found they were out
of date and missing standard browser functionality. Another alternative was the
use of a BHO; however, BHOs cannot track fine-grained user interactions with the
browser. We also explored the use of screen capture software. This approach
presented two problems. First, the software created a delay on older systems, and
we did not want to limit our recruitment to participants with high-powered
machines. Second, all captured video would then have to be coded by hand,
which would be extremely time-consuming.
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We also encountered several methodological challenges while undertaking this
research. One of the most challenging aspects of this work stemmed from our
data collection needs. In particular, we were concerned with how to collect
detailed data without changing users’ natural behaviors. It was also important
that users maintained their normal Web browsing environment, including
navigation and information-seeking tools such as history, bookmarks, and search
toolbars. Furthermore, we were concerned with how to protect participants’
privacy, as we were asking them to submit logs of their Web usage. In particular,
we did not want the logging to influence their behavior.

In response to these problems, we developed our own custom logging browser
(shown in Figure 2a) using Microsoft’s browser control object. This allowed us to
build a browser that mimicked IE and provide users with access to their IE book-
marks, settings, and history. Participants were asked to use the custom Web
browser for the duration of the study. Two types of Web browser events were
logged: browser functions and document complete events. Browser functions
consisted of all button, text, and menu interactions with the Web browser (e.g.,
opening and closing a window, printing or saving a document, edit functions
such as cut/copy/paste). Document complete events captured page navigation
and logged URL and page titles, date/time, window ID, and the navigation tool
used to access the page (e.g., Back button, auto-complete, bookmarks, history).

We also had to provide a mechanism for collecting the task categorizations
(fact finding, information gathering, browsing, transactions, and other) and
descriptions in a way that was as nonobtrusive as possible. We iterated on several
different data collection interfaces and techniques, including pop-up windows,
toolbars, and electronic diaries. Two interfaces were pilot tested: a task toolbar

FIGURE 2 The custom Web browser (a) was built to mimic IE and provided a task
toolbar (b) for participants to record their task information in real time. Participa-
tions could also use the task diary (c) to record their task information at the end of
each day.
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embedded in the Web browser and a stand-alone electronic diary (similar to the
tool developed for the privacy study). During the pilot study, participants were
evenly split on their preference for the two techniques. Therefore, participants
were provided with access to both methods.

The task toolbar (shown in Figure 2b) was used by participants to provide task
information in real time. Participants who used the toolbar method were
instructed to fill in the toolbar before beginning a new task. Tool tips displaying
task definitions were displayed when a participant hovered over one of the task
buttons. An auto-complete function was implemented for the textual description
based on feedback received during the pilot study. Participants quickly built a
small library of tasks to choose from when assigning textual descriptions.

The task diary (shown in Figure 2c) was used by participants to provide task
information at the end of each day. Using the task diary, participants could mass
assign task information to multiple URLs at once, allowing them to quickly anno-
tate their day’s usage. As with the task toolbar, an auto-complete function was
implemented that allowed participants to quickly assign task information. The
items in the auto-complete function were shared between the toolbar and the task
diary. Tool tips displaying task definitions were displayed when a participant
hovered over one of the task buttons.

To protect participant privacy, we had to allow participants to remove any
URLs that they did not want to share with researchers. Therefore, regardless of
whether participants chose to use the task diary or toolbar to annotate their data,
before e-mailing a daily task report to the researchers, participants could use the
task diary to blind any Web site addresses they were uncomfortable sharing. We
expected that this would encourage participants to engage in their normal
activities on the Web.

In addition to the logged data collection, participants completed three separate
questionnaires over the course of the study. Before beginning the study, a demo-
graphic questionnaire was used to collect participants’ demographic information
and current Web usage. An inventory questionnaire of the Web browser naviga-
tion mechanisms used was also completed by participants at this time. Upon
completion of the study, participants completed a poststudy questionnaire, which
examined any difficulties they encountered during the study.

Summary of findings. In this study, participants viewed 13,498 pages and
reported 1,192 tasks. We found several differences in how users interacted with
their Web browser during different tasks. Information-gathering tasks were the
longest in duration and were search based with a heavy use of the Google search
engine. They were also characterized by a large number of pages viewed and the
greatest use of browser functions (e.g., copy, print, save). Fact-finding tasks were
short lived and search based with a heavy use of Google. Browsing tasks were
also short lived, and we observed a high level of revisitation. Transactions
consisted mostly of e-mail, were short in duration, and were the most often
repeated task.

Based on results of this study and previous research (Choo et al., 2000; Morrison,
Pirolli, & Card, 2001; Sellen et al., 2002), we developed a Web information task
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classification, which consists of three top-level information goals: information
seeking, information exchange, and information maintenance. Information seek-
ing consist of tasks in which users are trying to change their state of knowledge.
Information exchange consist of online actions including transactions (e.g., bank-
ing) and communications (e.g., e-mail). Information maintenance consists of visits
to Web pages to maintain the information (e.g., Web page development).

Through the poststudy questionnaires, participants were asked to rate the ease
of categorizing their tasks using a 5-point Likert scale from 1 (very hard) to 5 (very
easy). They reported that they found information-gathering tasks the most
difficult to categorize (Mdn rating = 3 [neutral]), followed by browsing and fact
finding (Mdn rating = 4, respectively [easy]), and then transactions (Mdn rating =
5 [very easy]). The majority of participants (17) stated that the two most difficult
categories to distinguish between were the fact-finding and information-
gathering tasks. Participants were also asked to rate the accuracy of their task
categorizations and descriptions on a 5-point Likert scale, from 1 (strongly
disagree) to 5 (strongly agree). Almost all participants reported that they agreed
(i.e., a rating of 4 or 5) that their task categorizations (21 of 21) and task descrip-
tions (19 of 21) were accurate.

We were also interested in how (a) requiring users to annotate their Web usage
and (b) using a custom Web browser impacted how participants usually work on
the Web. Using a 5-point Likert scale from 1 (not at all) to 5 (a great deal), partici-
pants reported a median rating of a little (rating of 2) for both measures. Some
participants reported that using the task toolbar to annotate their Web informa-
tion influenced their usual task-switching habits. For instance, one participant
reported that instead of switching between multiple tasks during the study, she
would sometimes fully complete one task before beginning a new task because
this would minimize the number of task information updates required. Most
participants (17) reported that they preferred to provide their annotations in real
time using the toolbar; some indicated it was difficult to provide detailed task
information after the fact, even with the provided convenience features (e.g.,
sorting capabilities, auto-complete). Although these data are subjective, they do
allow us to gain some insight into how our methodological decisions may have
impacted participants’ behavior.

4. REFLECTIONS

In this section we reflect on our experiences in collecting contextual information
on the Web. We discuss our approaches to several methodological challenges,
including methods for enabling participant annotation of data, data collection,
data transfer, and data analysis. Many of our reflections are based on our choice
of methodologies and our result related to the collection of contextual informa-
tion, a summary of which is provided in Table 1. Although Table 1 highlights the
commonalities across studies, it is important to note that the IIP studies (1 and 2)
and the ISB study were designed to address different research questions, and
therefore different poststudy questionnaires were administered.
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4.1. Participant Annotation of Data

When requiring participants to annotate their behavior, a number of factors
impact the quality of the data, including the categorization schema provided to
participants, the duration of the study, and the time of annotation (real-time vs.
post hoc). In this section, we reflect on our experiences in dealing with these
factors.

Categorization of behavior. Often when collecting contextual information
in the field, participants are required not only to describe their actions or intent
but also to characterize their own behavior within a previously defined schema.
For participants to do this, they must be trained so that they properly understand
the categorization scheme. Furthermore, if participants must assign categories as
was done in our studies, it is important that the categories are obvious and easily
distinguishable. Depending on the characterization scheme, some types of
annotations may be more difficult for participants than others.

In the ISB study, we iterated several times on the task categorization, relying
on previous research (Choo et al., 2000; Morrison et al., 2001; Sellen et al., 2002), a
pilot study, and a focus group. Despite our efforts to clarify the categorizations
through training tasks (e.g., classify “looking for a pizza dough recipe”),
handouts, and reminder tool tips, participants still encountered some difficulties
in categorizing their behavior (i.e., fact finding, information gathering, browsing,
transactions, and other). In particular, participants struggled most with differenti-
ating between fact finding and information gathering, which are two search-
based tasks.

Participants in the IIP1 and IIP2 studies were trained on the classification
scheme (e.g., a job search might be inappropriate for a boss to see but fine for a
close friend, so that may be considered semipublic) during the installation session
and provided with a reference handout. Most participants found the four privacy
category schemes fit well; however, approximately half of the participants did
experience difficulties classifying some of the visited sites, as the privacy concerns
were dependent on contextual factors such as the viewing location or who they
envisioned seeing the page.

The willingness of the participants to carefully and thoughtfully annotate their
data, as well as the required frequency of the annotations, must be considered
when evaluating the accuracy of the annotations. For example, we encountered
one participant during the ISB study whose data were not usable because their
task information was simply too vague and the participant was unwilling to
provide any clarification. Participant fatigue may cause accuracy to decline over
time; however, it may also improve as participants become more skilled and
comfortable with the categorization schema. An open question remains as to
whether there is a temporal relationship between study duration and accuracy.

To ensure accuracy during the ISB study, we inspected all task annotations by
hand. We encountered some situations where the task information (either the
description or the categorization) did not appear to match the URLs recorded. In
cases where the behavior was habitual and obvious, we modified the task
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information ourselves. In all other cases, we contacted the participants to clarify
the task information. Through the postsession questionnaires, participants
seemed to agree that their annotations were accurate. It is interesting to note that
participants felt that they were more accurate providing task categorizations than
task descriptions. We hypothesize that this may be partly because of task drift,
whereby the type of task remains constant (e.g., information gathering) but the
description of the task may change over time. Also, unlike the task descriptions,
the task categorization did not require participants to articulate succinct descrip-
tions of their behavior.

Duration. In comparison to previous research that has collected Web usage
logs on the Web for extended periods of time (e.g., Cockburn & McKenzie, 2001;
Tauscher & Greenberg, 1997), there is a limit to how long participants will be
willing to provide contextual information. Depending on the type of information
being collected, the participant overhead may be simply too heavy to allow
sustained involvement. In both projects (IIP1/IIP2 and ISB), some participants
expressed relief at the conclusion of the 1-week study, as they began to find it
tiresome to annotate their Web usage on a daily basis.

There are instances of previous research that have successfully collected
contextual information for extended periods of time. Participants in Kelly and
Belkin’s (2004) field study provided contextual information, such as task descrip-
tions and measures of usefulness for viewed Web pages, on a weekly basis for
14 weeks. Therefore, participants may be willing to take part in a longer duration
field study if the frequency of annotations is minimal (e.g., once a week vs. once a
day). However, as the annotations become more fine grained, it becomes more
important for the annotations to be provided in a timely matter (e.g., on a daily
basis). Therefore, weekly or monthly annotations may be possible only with
higher level contextual information.

Real-time versus post hoc annotation. We must also consider whether
participants should provide their annotations in a real-time or post hoc basis.
When the collection of participant annotations occurs in real time, the characteris-
tics of the activity are fresh in the participant’s mind. However, the normal flow
of Web usage is interrupted. Alternatively, annotations collected at a later time
are less intrusive; however, participants may not be able to accurately recall their
activities. Researchers must carefully weigh the trade-offs involved in real-time
annotations versus annotations collected at a later time. The decision of which
method to use depends on factors such as the complexity of the data being
collected and the required frequency of the data collection.

In the IIP1 and IIP2 studies, participants provided privacy ratings at the end of
each day using the task diary. Privacy ratings may change from one page to the
next, so it would not have been feasible to interrupt the flow for each and every
page to assign privacy ratings. All participants assigned privacy ratings to all vis-
ited pages captured during the study. During the uninstall session, none of the
participants indicated that they found it problematic to assign their privacy rat-
ings at the end of the day. The electronic diary also allowed them to return to their
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annotations at a later time if they were unable to complete their daily classifica-
tion. In the IIP2 study, location information was provided by laptop users in real
time through a browser pop-up window. We did not expect that participants
would be able to accurately assign location information at the end of the day for
all of their Web usage, especially if they accessed the Web from several locations.
We were therefore willing to accept occasional interruption of flow for the benefit
of more accurate location information. To minimize the disruption, the pop-up
window appeared when a browser window was closing. No participants com-
mented that this was bothersome.

In the ISB study, participants were given a choice as to which method they
preferred to use: real-time annotations using the task toolbar or end-of-day anno-
tations using the task diary. Most participants preferred to use the task toolbar to
annotate their Web usage in real time, as it was difficult to provide task informa-
tion after the fact. In contrast with the IIP1 and IIP2 studies where the annotations
may change page by page, participants had to change their task information only
when they began a new task, which made real-time annotations more viable.

4.2. Data Collection

As previously discussed, the choice of a data collection tool is strongly influenced
by the type of data and the level of detail to be collected. Two different Web log-
ging tools were used in our studies, and each choice of tool came with a set of
benefits and drawbacks. During the ISB study, a custom logging Web browser
that mimicked the look and functionality of IE was used. During the IIP1 and IIP2
studies, a logging BHO was launched simultaneously with IE. The custom Web
browser was necessary to have full control over the user interactions logged; the
BHO could log only more limited navigation events, such as Web page URLs and
document events. Both the custom Web browser and BHO allow for the installa-
tion of custom toolbars, which is useful for real-time annotations.

One of the main reasons for selecting field studies as a methodology was to
capture natural user behavior. The focus of our research included the tools
participants used, the sites they visited, and their normal patterns of activity. In
both projects participants were presented with a familiar browser and had access
to all of their usual IE features, such as bookmarks, history, and the Google
toolbar. Upon completion of all studies, it was important for us to reflect on the
perceived naturalness of our participants’ behavior through inspection of the data
as well as participant responses. For instance, we observed only a small number
of blinded URLs and several instances of (nonblinded) adult content during the
IIP2 study. The proportion of participants in the field study with instances of
adult content was comparable to frequency reports of erotica viewing in a
previous survey (Hawkey & Inkpen, 2006b). This result may indicate that we
have captured participants’ normal Web usage, including those activities not con-
sidered to be socially desirable (Fisher, 1993). During the ISB study, the number of
visited Web pages was comparatively lower (approximately one third) than the
IIP1 and IIP2 studies. This leads us to believe we received only snapshots of
participants’ usage on the Web in the information-seeking study. This may be
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partly because participants had to remember to launch the custom Web browser,
whereas the BHO automatically loaded with each IE window opened. We also
expect that having to provide details about the task, especially those of a personal
nature, may have been a barrier.

It is important that when interfering with the participants’ natural environ-
ment, even if only through the collection of contextual information, we attempt to
obtain a sense of how this interference has impacted participants’ behaviors. For
instance, in the ISB study, the poststudy questionnaire asked participants to
reflect on how the annotations and use of a custom browser impacted their Web
browser usage. Responses revealed that our choice of methodology may have
impacted participants’ task switching behavior.

Over time it can be difficult to continually update and refine tools to work with
new versions and features of commercial software. For instance, a custom Web
browser can quickly become obsolete as new versions of IE and new Web brows-
ers are introduced. We had many former IE users, who now use Firefox, volunteer
to take part in the information-seeking study until they realized the custom
browser did not support tabbed browsing (consistent with the version of IE at the
time of the study). Although versioning is still somewhat problematic for the BHO
approach, it could potentially be upgraded to function with a new version of IE.

Although the custom Web browser used during the ISB study was designed to
mimic IE and contained most of the same features, it is difficult to match the robust-
ness of a commercial Web browser. There were a small number of bugs (e.g., occa-
sional problems loading pages containing JavaScript) and issues with the custom
Web browser, such as speed (i.e., slow to launch the application and first launch of
bookmarks), that were not encountered when IE was augmented with the BHO.
Participants also seemed concerned about the security offered by the custom Web
browser even though security is provided through the browser control object.

4.3. Data Transfer

One question that arises during field research is how to transfer the data from
participant to researcher. Although logged data during a laboratory experiment is
typically stored directly on a research computer, researchers conducting research
in the field must make decisions regarding where to store the data, when to
transfer the data, and how to transfer the data. There are trade-offs inherent to
each approach. For instance, storing the data on the participant’s machine for the
duration of the study may simplify the participants’ duties; however, researchers
run the risk of data loss if the participant’s machine crashes. If data are transferred
more frequently, the participant may be inconvenienced.

In both projects, we chose to build a custom application in which participants
could e-mail the researchers a daily data report. This process allowed us to review
the data on a daily basis to ensure that participants were properly annotating
their data and to quickly spot problems with the data collection tools. For
instance, in the IIP1 study, we observed that the BHO was not formatting Chinese
characters properly (in page titles), and we were able to quickly issue a fix for the
problem. The absence of data can also indicate that participants are encountering
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difficulties. During all studies (IIP1, IIP2, ISB), when we failed to see an e-mail
report from a participant for a 2-day period, we contacted the participant to
inquire if there were any problems.

Although there were several advantages to participants e-mailing their data on
a daily basis, problems did arise for some participants. To successfully use the
custom e-mail program, many participants had to temporarily disable their virus
scanner. Less technically included participants often failed to do so. In particular,
some participants during the ISB study became perplexed when their e-mail
report failed to send and stopped the study temporarily. As computer scientists,
we often forget that not all participants are comfortable with a high level of
technology and it is important that participants are not asked to engage in activi-
ties that are technically demanding.

Backups were also kept on the participants’ machines for those cases when
there were problems with the e-mailed data transfer or study software. The back-
ups were created each time the data were accessed by the software (e.g., when
opening the electronic diary). If problems were encountered with the e-mailed
data reports, the data were recovered from the participants’ computers during the
uninstall sessions. This backup system ensured that no data were lost over the
course of the research projects.

4.4. Data Analysis

Although the collection of contextual information can be problematic in itself, it is
also challenging to analyze the data (Hilbert & Redmiles, 2000). Techniques are
required for synchronization of various data sources and for transforming the low-
level captured events into meaningful instances of activity. For example, in the ISB
study we combined two log files and transformed sequences of Web pages visits
into data-rich task instances. Once transformed, techniques were needed for analy-
sis of the data (e.g., summary statistics, pattern detection, and visualization).

One problem we encountered during the ISB study illustrates the importance
of piloting data analysis processes, from data collection through to data transfor-
mation and analysis. During the study, we collected two log files. The first log file
consisted of page title, URL, timestamps, window ID, task description, and task
categorization. The second log file consisted of timestamps, window ID, and
browser functions. This meant that to know how each Web page loaded, two
corresponding log entries (one from each log file) needed to be merged into a
single entry. However, the two timestamps were not synchronized, meaning that
scripts could be not used to merge the two files and much of it had to be
conducted by hand—a very time-consuming process. In the IIP1 and IIP2 studies,
we assigned a unique timestamp to related events to avoid the problem of
unmatched timestamps, which results from delayed file writes.

Logging events can result in extremely large data sets, which can be difficult to
manipulate and analyze. The number of Web pages viewed in our study ranged
from a low of 13,498 in the ISB study to 36,170 Web pages during the IIP1 study.
Therefore, it is important to be cognizant about how the data transformation pro-
cesses will be affected by very large data sets.
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Visualization tools can be effective for understanding user behavior, such as
finding trends and patterns within the data. It can be difficult to pick out mean-
ingful patterns from textual data. Figure 3 shows a visual representation of 1 hr of
logged data that was handcrafted during data analysis for the IIP1 study. Visual-
izations such as this can help researchers gain a better sense of which behavioral
patterns should be further investigated (e.g., streaks of browsing at a particular
privacy level). Tools that can be customized to reflect the needs of different
researchers are needed to view combinations of logged and contextual data.

5. SUMMARY

Studying user behavior on the Web is a difficult area of research. It can be chal-
lenging to capture realistic behaviors when users are not studied in their natural
environment, engaging in intrinsically motivated everyday activities, and using
their normal tools. However, an understanding of these realistic behaviors is
required to appropriately ground development of new Web-based tools and tech-
niques. It is therefore important that focused laboratory studies and attitudinal

FIGURE 3 A visual representation of streaks of browsing on a per-browser-window
basis (by 1 participant over the course of 1 hr).
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surveys are augmented with field research. In our research, we have found field
study methodologies to be effective at capturing a rich set of behavioral data. In
particular, we found that contextual information provided in the form of partici-
pant annotations for privacy and task information, coupled with logs of Web
usage, afforded valuable insight into our participants’ behavior.

In this article, we have presented an overview of our experiences in collecting
contextual information in a Web-based field environment over the course of two
separate research projects in which we developed our own data collection tools.
Based on these experiences, we have shared the implications of our methodologi-
cal decisions, highlighted unanswered questions, and provided considerations for
other researchers. We hope that by sharing our experiences and perspectives that
others contemplating research in similar areas are able to build on the lessons that
we have learned.
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