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We present the circuit-level verification of a common arbite This paper presents two solutions to the stiffness problem
circuit. To perform this verification, we address three issws. for circuit verification and verifies the “liveness” of thebiter
First, we present a specification for the arbiter and show how under metastable operation. In particular:
this specification amounts to a set of topological constrats
on trajectories of the continuous model. Second, we show tha
computing bounding sets for these trajectories is complidad
by stiffness of the differential equation model and presennovel
techniques for handling stiff equations in a formal verification
context. Finally, we note that while no arbiter can be guarateed
to always grant a pending request, we can show liveness in the
presence of concurrent requests in an “almost surely” sense

o We present a solution to the stiffness problem based
on identifying simple invariants of the circuit that can
be statically checked, and then use these invariants
to reduce the approximation errors of the reachability
computations. To the best of our knowledge, this work
is the first to combine static analysis with reachability
computations for formal verification of systems modeled
by differential equations.

« We introduce second method for handling stiffness based

[. INTRODUCTION on using implicit integration techniques implemented
with a satisfiability checker. We believe that this is
the first work to adapt implicit integration methods for
formal verification.

o Finally, we establish the liveness of the arbiter. Of
course, no arbiter can guarantee bounded time response
in the presence of concurrent requests [4]. Instead,
we employ the “almost-surely” approach from [5]. We
combine the main analytical results from [5] with the
reachability results described in the rest of this paper to
establish almost-surely liveness for a real arbiter circui
modeled with device models obtained from HSPICE.

Unlike synchronous circuits where all discrete-state can b
held in flip-flops, asynchronous circuits use a wider variety
of state-holding elements including arbiters, (asymmgt-
elements, toggles, etc. [1]. Here, we present the verifinati
of a common arbiter circuit modeled at the level of non-
linear differential equations like those used in simulator
such as HSPICE [2]. There are many properties of circuit-
level design that make it attractive for formal approaches.
Key circuits tend to be small; thus, unlike system-level
verification, the problems are not primarily ones of scale.
Instead, the challenge is to correctly specify, model anidywe
circuit behaviour. As fabrication technologies progresever After surveying related work in Section Il, Section Il
smaller feature sizes, transistors become less-anddess, i provides both discrete and continuous specifications for a
and phenomena that were insignificant in an older technologwo-client, asynchronous arbiter using a four-phase hand-
may cause design failures when a circuit is translated toshake protocol. The discrete specification is written in LTL
more advanced process. Finally, circuit-level design fey k and the continuous specification is obtained by using an
library cells is the domain of design experts who expect tabstraction based on Brockett's annulus constructionh Wit
spend a substantial amount of time on each cell designdtlis formulation, the verification problem becomes one of
Thus, they can consider working with a verification expert itomputing reachable regions in the continuous state space
that interaction leads to a reduction in design time or risk. of the circuit model. Section IV describes one approach to

This paper builds on earlier work verifying an asyn-his reachability computation using the Coho tool and how
chronous arbiter circuit [3] that used a simplified circuitwe refined Coho to handle the stiff differential equatioret th
model where pairs of series-connected transistors weatette model the arbiter circuit. Section VI presents an altevaati
as a single, four-terminal device. Doing so avoided the prolapproach to handling stiffness by formulating the readtgbi
lems of “stiffness” described in Section IV-A. The undenlgi computation as a constraint satisfaction problem usingatlyS
issue is that some nodes in a circuit can change values muatthis constraint based approach, implicit integratiorihnds
faster than others. This creates a situation where there a@ee nearly as easy to describe as explicit ones, and we use an
no good time scale to perform the approximations that aienplicit integrator to solve the problem of stiffness. Thber
required to obtain safe over approximations of the reaehabiajor issue in verifying arbiters is handling metastafilit
space. Stiffness is common in circuits and control systenWhile both the Coho and HySat approaches verified the
and is a longstanding topic of numerical analysis researckafety of the arbiter during metastability, neither carecity
However, we are not aware of any earlier work exposing thestablish liveness. In Section V, we extend the approadh firs
challenges that stiffness poses for the reachability caaapu presented in [5] to verify liveness of the arbiter circuit in
tions or that has presented any solutions to these probleman “almost-surely” sense. This means that we show that the



probability that the arbiter grants a request goes to onben t cientr 1% T client2
limit that the time since making the request goes to infinity. Tl e
Section VIII concludes the paper. a. A two-input arbiter

Initially:
Vi e {1,2}. = A g
Metastable behaviour in digital circuits has been studied ~ Assume(environment controls; andry):

II. RELATED WORK

since Chaney and Molnar’s original paper on synchronizer Vie {1,2}. D(ri/VV\gi) A D(ﬁri/vv\ﬁgi)

failures [6]. Hurtado [7] analyzed metastability from a dy- A D(gi/U\ﬁri)

namical systems perspective. Seitz [8] gives an introdndb Guarantee (arbiter controlsy; andgy):

metastability issues, and Marino [9] provides a compreivens Handshake:

treatment. Vie{1,2}. O(~gWri) A O(gi W —rj)
Arbiters have also been studied from a formal verification Mutual Exclusion:

perspective. Kurshan and McMillan [10] use the arbiter O-(g1Ag2)

from [8] as their main example in proposing a way to verify Liveness:

digital circuits modeled by differential equations. Thaibiter Vie {1,2}. (O (riUgi)) A(O (ﬂriUﬂgi))

is thg nMOS counterpart of the CMOS_ design pregented Ny Discrete specification
Section lll. They formulated the verification problem inrter
of language containment. To model the continuous behavio%
of the circuit, they divided the possible values for each
continuous state variable into 10 to 20 intervals, and cdagpu
the set of reachable hyper-rectangles using such a grid.
Although the total number of possible hyper-rectangles #chniques to several analog verification problems [17kneh
large, Kurshan and McMillan used COSPAN to construct th® ™ denotes the non-negative reals. These tools have been
reachable space, and the next hyper-rectangle relatiomiys oused to verify several analog circuits with low-dimensiona
Computed for reachable hyper-rectang'es_ Unlike our Bztick state Spaces inClUding a tunnel diode OSCi”atorS, an VCOs
annulus approach for specifying signal transitions, Karsh and Sigma-Delta modulators [18]-[21].
and McMillan modeled the inputs as making instantaneous
transitions. These transitions were allowed at arbitrangs
that satisfied the handshake protocol.
Mendler and Stroup [4] gave a formal specification for An arbiter is an circuit that provides mutually exclusive
a continuous system to implement an arbiter. They usedagcess to a resource for some set of clients. We consider an
dynamical systems theory argument to show that the speeaisynchronous arbiter with two clients as shown in Figure 1.a
fication is unsatisfiable by any continuous system. Mitchell
and Greenstreet [5] used measure-the(_)ry b_ase(_j argu_m_enti\.t(biscrete Specification
show that Mendler and Stroup’s specification is satisfiable
if the liveness requirement is relaxed to an “almost-strely Figure 1.b gives an LTL [22] specification for a discrete
version when concurrent requests are made. arbiter using an assume-guarantee approach [23] for sep-
Formal methods for verifying analog and mixed-signafrating the assumptions made about the clients, from the
designs have received intense attention in the past fivesyediequirements for the arbiter. The “assume” clause deszribe
We summarize some of this work here noting that a comhat the environment can do: it can only modify andrs,
prehensive survey is presented in [11]. Frehse implementafd it must do so in a way that satisfies the formulas in the
PHAVer[12] which provides more efficient and robust imple-assume clause. Conversely, the “guarantee” clause describ
mentations of the HyTech algorithms [13Theckmatg14] What the arbiter must do: it can only modify andgy, and it
computes convex polyhedral approximations of the reaehabnust do so in a way that satisfies the formulas in the guarantee
regions for systems with non-linear dynamics by using numeglause. We writep U g as a shorthand fop = (pU q). The
ical optimization methods to find extremal trajectoriese ThLTL operators have the following interpretations:

. L An Arbiter

IIl. ARBITERS

d/dt tool [15] performs reachability analysis of continuous p: p holds in the current state.

or hybrid systems modeled by linear differential inclusion N p: p holds in the next state.

of the form ofdx/dt = Ax+ Bu, whereu is an external input O p: shorthand fopA (N O p); p holds this and all
taking values in a bounded convex polyhedmbidt represents subsequent states.

the reachable sets as non-convex orthogonal polyhedra [16] <$ p: shorthand for-(CJ—p); p holds in this or some
i.e. finite unions of full-dimensional hyper-rectanglesda future state.

approximates the reachable state using numerical integrat p U g: shorthand fop A (qVN (pUQq)); p holds in
and polyhedral approximation. Finally, Al-Sammaat al. this state and continues to hold until a state in which

have applied symbolic rewriting and bounded-model chagkin g holds.



p/U\q: shorthand fop = (pU q); if p holds in the whereR* denotes the non-negative reals. Observe thatdf
current statep will continue to hold until a state in ®(Qp,F), then@(t) is defined for allt > 0. Our continuous
which g holds. model for circuits is a tuple(Qo,F), whereQp C ¥ is the

pW g: shorthand fopU g) vV O p; p holds in the initial region for the model, andF : 2" — 297 is the time-
current state and continues to hold forever or untitlerivative relation.

a state in whichg holds. We extend LTL to specify continuous behaviours. lget

pW g: shorthand fop=- (pW q); if p holds inthe R*™ — ¥ be a trajectory, and define

current statep will continue to hold forever or until

a state in whichy holds. shift(@.to)(t) = @(t+to) 3)

In English, the specification says that if the clients obséhe

four-phase handshake protocol, then the arbiter will okeser ) ) X L
the protocol and ensure that grants are mutually exclusi\}églow)’ we writeg = Siff Sis satisfied byg. For a model

While we don’t require clients to make requests, the clausé\/I = (QO’_F)’ we write M = Siff Vo < (D(QO’F)'_(p =S -
. A continuous LTL formula has a set of atomic propositions

O(gi U i) Z7; these propositions correspond to subsetsyaf (7 x
. , d¥). For Pe ¥, a trajectoryg = P iff ¢(0) € P; and for
states that a granted client must eventually withdraw S ey« dv @ EPiff (¢(0) qb(O))eP. our continuous-time

request — without this requirement, we would not be able fic has no equivalent to the next-state operator: insterad
require that all requests are eventually granted, as oeatcli yofine 17 and U directly on trajectories:

could hold the grant forever. If this assumption is removed,

If @is atrajectory an&is a continuous LTL formula (defined

the verification results that we present in Sections IV and VI pE=0OS = vt>0.shift(g,t) =S

can still be established. The liveness condition says that a PESUS = (pES) A 4
requests must eventually be be granted. Of course, no @ysic Jt, > 0. (shift(g,t2) = S)A )
arbiter can guarantee bounded response time to concurrent (VO <ty <ty shift(p,t1) = S)

requests due to metastable behaviours. We address these
issues in our specification of the continuous arbiter below. The other operators{), U, W and W can be defined
from these in a manor analagous to the definitions of their
continuous counterparts.

Due to the possiblity of metastability, any arbiter desedb

This section describes how we define LTL-like formulasy a continuous model must have input conditions that result
for continuous trajectories and how we introduce a few basjg an unbounded delay between asserting a request and
concepts from probability theory into the logic. the corresponding grant. For a well-designed aribeter, the

The state of a circuit is represented bydadimensional probability of a request being ungranted should go to zero in
vector of real numbers; we say thdtis the dimensionof  the limit that time goes to infinity. To specify such a progert
the model. In our arbiter verificatior corresponds to the \we need to introduce a few ideas from probability theory. For
number of nodes (other than power and ground) in the circuthis purpose, we le®(Qo, M) is the set of events, we assume
We write 7" to denote thisd-dimensional state space of thethe existence of &-algebra, g, m), for ®(Qo,M) and a
circuit, andd¥” to denote thel-dimension time-derivative of probability measurey : % (QoM) R+ In less technical
the state. The circuit is modeled aslifferential inclusionif  terms, if X ¢ (oM then H(X) is the probabitity that

AC 7 andxe Athen the behaviour of the arbiter and its environment is given

X € F(A (1) by a trajecto_ry_ir_1X. Beca_lusedJ_(Qo,M) may contain an
uncountable infinity of trajectories, there can be elements

wherex denotes the derivative of with respect to time. In Z, of Zq, w), such thaiu(Z) = 0. Such a set of trajectories is

other wordsF : # — d¥ maps regions of the state space tecallednegligiblg it corresponds to a set of events that occurs

regions of the derivative space. By using an inclusion rathavith probability zero. We define aalmost surelyersion of

than an equation, the time derivative of the circuit is nothe LTL “always” operator as shown below:

fully determined. This non-determinism allows the diffetial

inclusion model to include non-deterministic behaviour of ®F0zS = (e=(O9V((@eZ) A (1(Z2)=0)) (5)

the environment, such as the ordering and timing of input - )

transitions. A behaviour of the circuit is a function fromg N Other words g satisfiesl)zSiff S holds everywhere along

(the non-negative reals) to states that starts in thelinggion @ OF if @ is in a negligible setZ. This means that the

and satisfies the derivative relation. Such a behaviourliedta probability of S holding everywhere along is equal to

atrajectory, and a circuit is characterized by the (infinite) seft- Note Fhat the t.em{(q) € Z) A\ (u(2) = 0)) 'S trgated as
of trajectories allowed by its model: an atomic proposition in the formula; verification of this

assertion is outside of the continuous LTL framework.
®(Qo,F) = {@:R" — 7] (¢(0) € Qo) A

(Vte RT. @(t) e F{ot)})} (2) L [24] provides an introduction to measure theory.

B. A Continuous-Time Logic



is countable. To obtain a discrete sequence from a contguou
trajectory, we “sample” the trajectory at the times when any
signal transitions from region 1 to region 2, or from region
3 to region 4. At each such sampling timg, we map a
signal to “true” if its right limit at timets is in region 2 or 3
and to false if its right limit is in region 1 or 4. These limits
exist by our assumption that the derivative function is defin

The Annulus A "typical" trajectory everywhere along any trajectory.
. Note that a Brockett annulus describes an entire family
Fig. 2. Brockett's Annulus of trajectories. Given any trajectory(t), with a trajectory

that is contained in the interior of the annulus, any trajgct

X (t) that is obtained from a small, differentiable perturbation

of x(t) is also in the annulus. This is in contrast with
C. Specifying a Continuous Arbiter traditional circuit simulators that test a circuit for sfiec

To specify a continuous arbiter, we need to identify region§t'mu“ such as piecewise linear or §|nu50|dal Waveforms.
of the state space/ x d¥ that correspond to true or false val- | 'US: @ Brockett annulus can be given that contains all
ues of the atomic propositions (suchra} from the discrete trajectories that will occur during actual operation, sty

specification, and we need to modify the liveness conditions that traditional simulation (?annot achlevg. .

use an almost-surely formulation for situations with ceted A Bro_ckett ann_ulus provides the mapping from _coptlnuous
requests. Of course, uncontested requests and released/@gctories to discrete traces. We wriB(x) to indicate
requests should receive responses for all trajectoriesiand Variablex is in regioni of the annulus, an; to indicate
just a subset with probability 1. that it is in regioni or regionj. If a trajectory is in regiorB;

Our abstraction from continuous trajectories to discretf®" variablex, then its discrete abstraction is unambiguously
values is based on the Brockett annulus construction [251W (i-e. fal_se); likewise if _'t IS In reglo_ng, then its clearly
depicted in Figure 2. When a variable is in region 1, it{1gh. If_an Input to the arb!ter IS |n_re_g|cBQ (reSP-B“)* then
value is constrained but its derivative may be either paesiti the_arb|ter_maytreat It as h_|gh, but it is not_ reql_Jlred to do so
or negative. When the variable leaves region 1, it must gitil the signal enters regios (resp.B,). Likewise for how
increasing; therefore, it enters region 2. Because theatare (N Clients interpret the outputs of the arbiter.
of the variable is positive in region 2, it makes a monotonic 10 Show that contested requests are granted (almost-jurely
transition leading to region 3. Regions 3 and 4 are analogot}§ follow the approach of [5]. Their approach requires
to regions 1 and 2 corresponding to logically high anglémonstrating that the arbiter’s clients do not act as faekib
monotonically falling signals respectively. This provide controllers. To do so, they introduced a concept they called

topological basis for discrete behaviors — the hole in thed — insensitivity.” We omit the technical details here, and

middle of the annulus forces rising and falling transition§IMPIy note that “accidently” designing clients that act as
to be unambiguous — regions 2 and 4 of the annulus adni@edback controllers for a real arbiter is extremely fdctied,

signals with the same levels, but are distinguished by theeva @1d We're much better off worrying about the approximations
of the signal's time derivative. This construction forbigs USed in HSPICE models and other more probable causes

signal from making a partial transition to some value betwee®f failure. Thus, in our continuous specification, we assume

the low and high values and then returning to where it canj8@t a-insensitivity holds and writa-ins to denote thix-

from without making a complete transition. Furthermore/NSensitivity assumption. The reader is refered to [5] fue t

the horizontal radii of the annulus define the minimum ang'athematical details ad-insensitivity. _
maximum low and high levels of the signal (i.¥g, Von Figure 3 shows our specification for the behaviour of an
Vi1, andVyy, in Figure 2). The maximum and minimum rise &rPiter W'th“ a COH”“”UO”S model. Here, we wrotej to
time for the signal correspond to trajectories along theeapp denote the “other” request. For the most part, this is a tirec
inner and upper-outer boundaries of the annulus respemivetransla'uon of the discrete specification from Figure 1.b to
Likewise. the lower-inner and lower-outer boundaries @ th@ continuous one using the Brockett annulus construction to
annulus specify the maximum and minimum fall times. wrovide the required atomic propositions for the contirsiou

also add constraints specifying the minimum low and higHersion. The only other change was that we rewrote the first
times for signals, i.e., the minimum duration of sojourns irplause of the liveness condition from the discrete spetifina
regions 1 and 3. with two clauses. The first liveness clause for the contilsuou

Brockett annuli provide a basis for mapping continuousSPecification,
trajectories_tg discrete_ sequences. We will say that a tsigna a-ins = (Dz(Bs(ri)UBz,s(gi))),
makes a rising transition when it enters region 2 of its
Brockett annulus and a falling transition when it entersaleg says that if the clients satisfy the-insensitivity requirement
4. Because Brockett annuli impose minimum rise and fatlescribed above, then all requests are eventually granted
times for signals, the number of rising and falling tramsis  except for those in a set of trajectoried, where Z has



Initially:
Vi e {1,2}. Ba(ri) AB1(ai)
Assume (environment controls; andry):
vie {12} O (Bs(ri) W Bz:3(gi)) A O (Ba(ri) W Baa(g1))
A O(Bs(gi) UBa(ri))
Guarantee (arbiter controlsy; and gy):
Handshake:
Vi€ {1,2}. O(B1(gi) W B23(ri)) A O(Bs(gi) W B (ri))
Mutual Exclusion:
O-(B23(91) AB23(02))
Liveness:
Vi e {1,2}.
a-ins = (Oz(Bs(ri) UBz3(gi)))
A (Bs(ri) U (B2a(gi) VB3(ri))) Fig. 4. A transistor-level implementation of an arbiter

A (O(Ba(ri) UB4(g)))

Fig. 3. Specification for a continuous arbiter

IV. V ERIFICATION USING COHO

Our verification is based on the Coho reachability tool for
zero probability. To verify this condition, we don’'t have tosystems modeled by ordinary differential equations (ODES)
explicitly construct the seZ, we simply have to prove that Coho usesprojectagonsto represent reachable regions in
such a set exists. Section V describes this proof process. T¢ontinuous spaces. A projectagon represents an object by

second liveness clause, its projection onto two-dimensional subspaces. Convgrsel
given a set of projection polygons, the projectagon is the
(B3(ri)TJ\(Bz3(gi)\/B3(r ) object obtained by intersecting the prisms obtained by

inverse-projecting each projection polygon back into thié f
dimensional space. Most operations on projectagons can be
states that all uncontested requests must eventually béeglra performed efficiently by manipulating the individual poly-
Verification that an ODE model for a circuit satisfies agons, avoiding explicit operations on high-dimensional ob
discrete specification proceeds in four steps: jects. Intuitively, projectagons allow relationships eén
pairs of signals to be represented with a high-degree of-accu
uous signal. racy. These relationships capture the input-output ceiatip
2) Compute an invariant set that contains all reachaﬁ gates such as the NAND gates and metastability filters in
trajectories of the continuous system. Here, we assu e arbiter. RrOJectagqns can repre.s_ent. non-convex ,GbJeCt
that all inputs to the circuit satisfy their Brocket annuli,th's property is essential for the verification of the anhite

and that their discrete abstractions do not produce COh0's reachability algorithm [27], [28] computes reacha-
environment failures. bility through a sequence of time steps. In each step, Coho

3) Verify that each signal the circuit produced satisfies it§OTPUles a projectagon that contains all reachable points
Brockett annulus. at the end of the step. The key to Coho’s approach is that

4) Verify that the discrete abstractions for all trajeatsrin ~ €Xtremal trajectories originate from the boundary of treea

the invariant step computed in step 2 satisfy the discreff the projectagon, and these faces correspond to edges
specification. of the projection polygons. This allows Coho to compute

_ ~ reachability by working on one edge at a time: Coho moves
We apply this process to an asynchronous arbiter in theach edge forward, projects it back down to its polygon’s
remainder of this paper. First, we describe the circuit thaubspace, and uses these projections to compute a bounding

1) Give a Brockett annulus specification for each contin

we will verify. polygon for each projection polygon at the end of each time-
step.
) o The non-linear differential equations that arise in citcui
D. An Arbiter Circuit analysis cannot be solved analytically; thus, reachgtuitim-

_ ) ) ) putations must be based on approximate, numerical methods.
Figure 4 shows an implementation of an arbiter based on@ho yses linear, differential inclusions to bound the tioihs
SR-latch using a pair of F:ros_s-cc),upled NAND gates (see [26¢ non-linear circuit models. All of Coho’s approximations
Fig. 5]). The “metastability filtersMF; andvmF; ensure that oyer approximate the reachable space. This ensures s@sdne
neither grant signal is driven high until the correspondingyy verifying LTL properties.
NAND-gate output is at least one p-channel threshold veltag cgho computes bounds on the points reachable from a

below the other. This ensures that metastability_ has Qlearﬂ)rojectagon face during a time step by approximating ODEs
resolved before a grant is asserted. The output invertets ﬂ[‘)y linear differential inclusions:

produceg; and g, provide additional signal conditioning as
described further in Section IV. Ax+b—u < x < Ax+b+u (6)



wherex is a vector giving the current, continuous state of th@olygon with fewer vertices. Thus, time-steps should bgdar
circuit; x is the time derivative of; A is a matrix;b is a to reduce the projection and simplification errors. Howgver
vector; Ax+ b is a linear approximation of the circuit modelthe error termy, in the linear inclusion approximation of the
for the neighborhood of the face; amdis vector that upper ODE grows rapidly with step-size for typical circuit models
bounds the approximation error. suggesting that time steps should be small to reduce lireeari
To obtain a linear differential inclusion for the circuitew tion errors. Thus, the goals of minimizing the approximatio
use standard nodal analysis techniques based on Kirchofégors due to linearizing the model and minimizing the esror
current law (KCL). For simplicity, we model transistors asarising from projection and polygon simplification are in
voltage-controlled current sources, and treat all capacés tension with each other.
as having constant values to ground. lrebe the number A system of ordinary differential equations=f (x) is said
of nodes of the circuit andh be the number of transistors. to be stiff if the Jacobian off is an ill-conditioned matrix.
Let lgs: R" — R™ be a function from vectors of node For circuits, stiffness occurs when nodes have vastly iffe
voltages to vectors of transistor currents. Mtc R™™ be  time-constants. This occurs in the arbiter where nagesd
the connectivity matrix for transistors to nodes: 2 have much smaller capacitances than the other nodes in
the circuit. If Coho chooses a large time-step (suitableter

M(i,j) = +1, if the source of transistoy . -
is connected to nodie node; othﬁlr t;halzl andz), _ther|1 the Ilnear|zat|on. errors fc]:r
— _1 if the drain of transisto @) 7 andz, will be large, creating large over approximations for

the voltages of these nodes. As the currents flowing through
the n-channel devices drivingg and x, are quite sensitive

to zz and z, this leads to large over approximations faqr

Let C be the diagonal matrix wher(i,i) is the capacitance andx, and a failure to verify the arbiter. Conversely, if Coho
from nodei to ground. We now have: uses times steps that are small enough to obtain tight bounds
for zz and z, the accumulated projection and simplification
dv = C MIggV) (8) - : :

dt ds errors for the other nodes causes a failure to verify theerbi

We impose the physically realistic requirement that ateir ~ Circuit simulators such as HSPICE handle stiffness by using
nodes have some non-zero capacitance to ground, althod@Wplicit integration algorithms. However, we are unawafe o
this would preclude some “equivalent-circuit’” models for@y formulation of an implicit algorithm that is compatible
devices. This restriction has not been problematic in ouith & forward reachability computation such as used in Coho
experience, and it ensures th@tis positive definite and As other rgachabﬂn_y t_ools use S|m|_lar methods, we expect
therefore invertible. that they will have similar problems if they attempt to verif
We use HSPICE to obtain tables Igf data for a particular €OMmon CMOS designs. This conjecture is supported by the
process on relatively fine grid and use this data in our reach@dsence of published results for formal verification off stif
bility calculations. Becausigs is monotonic in transistor node SYStems.
voltages, it is straightforward to obtain linear inclusiotmat ~ A simplified model of the arbiter circuit was verified
contain the HSPICE model based on the tabulated data. Suib{28]. That analysis side stepped the problems of stiines
stituting these linear inclusions into Equation 8 provitkes by treating nodes; and z as if they had no capacitance.
linear differential inclusion required for Coho. This appch ~ With this assumption, the voltage on these nodes is always
is simple and general: we can generate accurate models fxactly the value that balances the currents flowing through
any process with vendor provided SPICE models. the upper and lower n-channel transistors of each NAND gate.
The inputs to the arbiter are described using a BrockeWith that assumption, each such pair of transistors can be
annulus. To construct an inclusion figrin the neighbourhood Modeled as a single, four-terminal device, i.e., a traosist
of a face, Coho Computes upper and lower bounds’ifdm with two gateS. This Simplification reduced the ODE model
this neighbourhood, and then uses the Brockett annulus ff@m six dimension down to four and eliminated the stiffness
determine a linear inclusion fat for this interval. issues. However, the verification is incomplete. For exampl
we note that with optical proximity rules, the spacing bedwe
series-connected transistors is growing relative to athreuit
dimensions for sub-100nm processes. If the capacitances of
As described above, Coho uses over approximations teese nodes are ignored, it is impossible to determine when
ensure soundness. To avoid false-negatives (failure tey\eer they have become large enough to cause a circuit failure.
correct circuit), it is important to minimize these appros- We present two solutions to the problem of stiffness for
tion errors. A critical issue is the choice of the time-stegges circuit verification. The remainder of this section present
in the reachability computation. Some error is introduced anodifications to Coho’s reachability computation that allo
the end of each time-step when Coho projects the reachalildo compute tight overapproximations The Coho solution
space onto two-dimensional sub-spaces. To prevent a rajgdbased on a change of variables and constraining the
growth in the number of polygon vertices, Coho replaces eachachability computation with an externally verified ineaat.
polygon at the end of a projection step with an inscribingection VI presents an alternative approach based on the

is connected to node
= 0, otherwise

A. Stiffness



satisfiability tool, HySat.

B. Changing Variables

g2

When either transistor connected to nages conducting,
z1 tends to converge very quickly to a small neighborhood .
near its equilibrium value; however, the precise value of
equilibrium varies widely according to the values mf x;
and xp. For any choice of values for the voltages rqf x;
and xp, there is a unique voltage far such thatz; = 0. Fig. 5. Verification with Coho: Mutual Exclusion
This is because the current froxa to z; through the upper
transistor is determined by the voltages of nokles; andz;
and is negative monotonic in the voltage of nagelikewise,

the current fromz; to ground through the lower transistor isestablish this contraction. In fact, the range @igrblew up to
determined by the voltages of nodgsandr; and is positive cover the entire interval from 0 tdyq, and led to continuous
monotonic in the voltage of nodr. These properties hold states that violated the specification from Figure 3.
for any realistic transistor model. Thus, given values f& t  \we solved this problem by manually establishing a simple
voltages on nodes;, x; and xz, there is a unique voltage jnyariant. The intuition behind this invariant is that base
for nodez such that these two currents are equal. This ihe |eakage currents for tour implementation in the TSMC
the voltage at whichgy'= 0, and we call this voltage the 180nm, 1.8V CMOS process, we can determine that rmde
equilibrium voltageand denote it byji (r1,x1,%2). We define  eyentually settles to 1.45V if, = 0 andx, = Vg, and this is
02(r2,X2,x1) in the analogous manner. an upper bound for;. By symmetry the same bound applies
We replacez; and z in the circuits ODE withu1 = {0 z, from which we postulated the invariantsl.45 < u; <
z1 — u(r,Xa,X2) and Uz = 2 — G(r2, X2, 1) respectively. 145/ and 0< z < 1.45V. It is straightforward to establish
Whenever a transistor driving; is conducting,u; tends this invariant by computing the values of, U, 71, andz
rapidly to zero, and it is much easier to show thatonverges on the boundary faces of this region to show that trajecsorie
to zero than to show that converges to a moving target. on these faces flow inward. We constrained the projectagons

Likewise for u; andz. This change of variables formalizescomputed by Coho to satisfy these simple, externally verifie
the designer’s intuition that the capacitance of nodeand jnvariants.

2, “usually won't matter.” The chain rule yields:

uuglx 12 1e s 1s D usgll

a. g1 vs. g (includingBs)  b. g1 vs. g» (excludingBy).

U = z— (‘;—?ifl—i- Z—Ei)’(l—k ‘;—g;xz) (9) D. Verifying the Arbiter
Although z; is not a state variable of the modified ODE, it We implemented the methods described above and applied
can be reconstructed by noting that= u; +qi(r1,x,X%2), them to the arbiter circuit from Figure 4 using device models
and thenz; can be determined based on the valuesfox;, for the TSMS 180nm, 1.8V CMOS process. The Brockett
z; andx,. In our implementation, we use a four-dimensionafinnulus for the request inputs was described with two &ips
table, indexed by the values af, ry, x; andx, to compute The inner ellipse has a diameter along the voltage axis from
values forx; andui;. This table accounts for all four transistors0.4V to 1.6V, and a diameter along the voltage-derivative
of the NAND gate that produces and the capacitance on axis with endpoint at-1.5 x 10'° volts/sec. The outer ellipse
nodesx; andz;. By includingxy in the table, we eliminate the had a voltage diameter from OV to 1.8V and a voltage-
need to reconstrua; or calculateq;. By directly computing derivative diameter spanning2 x 10 volts/sec. To model
U; andxy, we avoid reconstructing, with large error bound concurrent requests, we partitioned the input annuli irfio 1
intervals that would then propagate to the other quantitiegegions each: one region for each Bf and B3, and seven
The same construction applies for computipgand Xo. for each ofB; and B4. Subdividing the rising and falling
regions allows Coho to work with smaller regions and reduce
the approximation errors. This creates 256 possible pairs
of regions, with a simple transition relation between them
With the change of variables described above, Coho stilecause both signals are constrained to going around their
encountered a problem at the rising edge;off r1 is lowand annuli. We used Coho to compute a fixpoint such that the
ro is high, thenx, will be low, and both transistors connectedstarting projectagon for each region contained the union of
to nodez will be in cut-off. In this case, the equilibrium the projectagons that could enter from neighbouring region
voltage forz is determined by balancing the small leakagéoting the symmetry of; andr, we reduced the number of
currents of the two transistors. Thug,can have a large value regions to consider to 136, and excluding regions where
whenr; is low. Following a rising edge ofy, u; should go andr, were concurrently falling (implying that a failure of
quickly to zero. However, Coho’s over approximations frommutual-exclusion would have already been reported) furthe
whenr; was low led it to a region from which it could not reduced this to 108 regions.

C. An additional invariant
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Fig. 7. Reachable regions whan andr, are both high

then the waiting client is granted within 420ps of the first
client dropping its request. Thus, the arbiter is extremely
fair, giving alternating grants when presented with heavil
contested requests.

Using Coho, we have verified all properties of the arbiter
om the specification given in Figure 3 except for the clause

Fig. 6. Verification with Coho: Brockett Annuli

Figure 5 shows the verification of mutual exclusion. Paritr
(a) of the figure shows all reachable states; clegjilyand
g2 are never both high. In fact, the region where they both a-ins = (Dz(Bg(ri)/U\Bz,g(gi))),
reach values near 0.5V only occurs when one grant is falling ) )
and the other is rising as the arbiter transfers a grant thafliS property concerns the behaviour of the arbiter under
one client released and the other has requested. Figure Blgtastable conditions, and we describe our technique for
shows the reachable space farand g, when when falling  Verifying this property in the next section.
transitions of the grant signals are excluded. This shoast th
the separation of grants is very distinct.

Figure 6 shows the derivatives of the g and g signals
versus their voltages. The grant sigr@l satisifies a Brockett ~ When both requests are asserted concurrently, the arbiter
annulus, but it is less restrictive than the one that we used fmay enter a metastable condition that can persist for an
the request signals. In contrast, the time-derivativegriaix;  arbitrarily long time. Thus, it is not possible to prove tladit
has a much different shape. The lobe in the lower right showsghaviours when both requests are simultaneously asserted
the metastable behaviouss: can start to fall, and then return will eventually lead to granting a client. On the other hand,
to its nominal high value ik, wins the contest. The contrastwith a properly designed arbiter, the probability of no dran
between the plots fok; andg; shows the effectiveness of being issued when both requests are asserted should decreas
metastability filter as a Brockett annulus transformer. Thexponentially with time. This implies that the probabilifa
output inverters that produd@ andg, further improve the liveness failure should go to zero as the settling time goes t
transitions to produce the plot shown in part ¢ where thgero. If the arbiter works for all situations except for soset
reachable space computed by Coho is indicated by the blugth a probability measure of zero, then we say that the itircu
polygons, and the pink ellipses show the Brockett annulugorksalmost surelyj24, Chapter 2.6]. Our approach is to use
used for the request signals. With this output buffering thCoho to bound the reachable space when both requests are
output signals come extremely close to satisfying the palgi asserted. Most of this space can be shown to quickly resolve
input annulus. We believe that we could repeat the veriboati to granting one client or the other. For a small region near
with a slightly less restrictive input annulus and have théne metastable point, such progress can't be demonstrated,
output satisfy the same requirements. and we use the method from [5] to show that this metastable

Similar plots show that the arbiter satisfies the handshakegion is exited with probability one. The remainder of this
requirements. Coho’s reachability analysis shows that aection describes these steps in greater detail.
uncontested request is always granted within 343ps, arid thaTo verify liveness when both requests are asserted, we first
grants are always withdrawn within 270ps of dropping these Coho to compute the reachable state after both requests
corresponding request. Finally, Coho shows that if onentlieare asserted. Figure 7 shows the outcome of this analysis.
holds a grant while the other client is making a requesthe square marke@d indicates the initial region fox; andx,

V. LIVENESS(ALMOST-SURELY)



whenr; andr, are both in regiorB;. Coho then determines automatically verify this condition. On the other hand, we
the reachable space for all low-to-high transitions;oédndr,  believe that accidently constructing a feedback contrdtie
allowed by their Brockett rings. After both andr, have been a circuit like the arbiter is an extremely far-fetched scema

in region B3 for a while, Coho shows that the state is in theThus, we consider this omission in our verification to be
union of the regions labelet, 2, — 1, — 2, andM. Region insignificant from a practical perspective.

1 is wherex; has gone low, and gram; will be asserted.
Coho shows that all trajectories in regien 1 converge to
regionl in bounded time and thus lead to asserting grant
Likewise, from region® and— 2 lead to asserting,. Region

M contains the metastable point. Because trajectories on thgypen verifying the arbiter using Coho, the biggest chal-
stable manifold for the metastable point remain in regiofynge was the stiffness of the circuit models. We note that
M indefinitely, Coho cannot verify that all such trajectorie;jrcyit simulators such as HSPICE handle stiffness using

V1. IMPLICIT INTEGRATION BY CONSTRAINT SOLVING
WITH HY SAT

eventually lead to issuing a grant. implicit (a.k.a. “backwards”) integrators. Coho is baset o
We now show that the arbiter is live in the almost-surg forward integration method, as are all other reachability
sense. We first make a change of variables. Let tools we have seen. Implicit algorithms are more robust
W= X — X, Wh o= X +% (10) when integrating stiff models, which motivates explorirtg h

possibility of using an implicit integrator for reahcabjli
We'll write M, to denote the regioM in (w—,w") coordi- computations.

Pgéiec;sri Gsifs\tlv(éwcnari]nﬁ[r?(]j, g(;ws(,)tgtr;?él érij%cf&ehs tﬂi\i/te][grerglrlo The difference between forward and backward algorithms
points (wy ,wi ) and (w, ,wZ) with V’VI <wy, can be seen by considering a simple Euler integrator. If the
differential equation model ix = f(x), then the forward

((wy —wp) oWy —wy)) = Vi~V > dWy —Wp)  gi60rithm repeatedly applies the computation:

(w?L >wi)/\((w§—wi) =cw, —wy)) = v:v*—v:v+ < —d(w, —wp )
Wy <WP)A((Wy —wi) =c(wy —wp)) = W] —W, <—d(w *(1";2)) X(t+h) ~ x(t)+hf(x(t)) (15)

Basically, this condition ensures that if at some tifgetwo  \whereas the backward algorithm is based on the formula
trajectories differ only by theiw~ components, then they

must exponentially diverge; this ensures that one of thestmu X(t+h) ~ x(t)+hf(x(t+h)) (16)
leave regionM. This implies that the set of trajectories thatrpe difference is in whether the derivative is estimated
remain inM indefinitely must have a Lesbesgue measure 9fom its value at the beginning of the time step(x(t))
zero, which yields the desired almost-surely result. in Equation 15 or at the endf(x(t + h) in Equation 16.

_ We now prese.nt a simple test that ensures that the congfine packward computation is more stablefifx) changes
tions from Equation 11 hold. For any pomte Mw, letJ(W)  rapidly with x, but it requires solving a non-linear system of
be the Jacobian operator for the ODE model projected ongQyuations at each time step. This section describes how we

the (w~,w") space: used the HySat tool to implement a backward integrator for
N oW reachability computations.

Jw) = [ g gwi 1 (12) HySat [30] is a program that given a boolean combi-

ow-  owr nation of non-linear constraints will either prove it to be

Now, define: unsatisfiable, or produce a set of hyperrectangles that each
B . may include one or more satisfying assignments. We now
o= vl:/ryl\r/l]‘](w)(l’ 1),—IWw)(2,2) describe how we used HySat to verify the mutual-exclusion
) 1)) -t (13) property of the arbiter. Describing an implicit, Euler igtator

= (V'Tg'i‘,.x“("")(l’ 2)|/3(w in HySat is very simple: we just write the constraints that

hy = max—|Iw)(2,1)|/I(w)(2,2) X(t +h) must satisfy according to Equation 16 giveft) —
- weM . S we don't have to write an algorithm to solve the system on

The conditions of Equation 11 are satisfied if non-linear inequalities; this is handled by HySat’s coaistr
(L>0) A (h>hy) (14) solver. HySat requires a closed-form formula for the circui

model, and for this initial investigation, we used a simple,

where U, hy and hy, are defined as in Equation 13. This isfirst-order transistor model chosing the model parameters t
straightforward to show by integration along the line segime approximate somewhat roughly thg curves of the HSPICE
from point(w; ,w; ) to point(w, ,w; ) from Equation 11. We BSIM3 models. Likewise, the Brockett annulus defining the
implemented these tests using the interval arithmetidtmgl transitions of the inputs as well as assumptions that theténp
INTLAB [29] for Matlab. obey the handshake protocol can be encoded as constraints on

We note that [5] includes an additional constraint for thehe state space. Having described the circuit and enviraohme
environment calledx-insensitivity, which is ensures that themodels and the integration method using constraints defines
clients do not act as feedback controllers to stabilize the transition relation of pairgv,V') that satisfy Equation 15
saddle-point of the arbiter. We do not know of a way tdor a given time-steph. It should be noted that Equation 16



approximates the derivative throughout the integratiep sis the implicit integration method with HySat does not provide
being equal to the value at the end of the time-step. Thus, thhe same guarantee. While guaranteeing over-approxingtio
computation can underapproximate the reachable space. the bounds computed by Coho were much tighter than those

HySat also includes a bounded model checking [31] frordomputed by HySat.
end for performing bounded verification of non-linear tians The HySat approach was an initial experiment, and we
tion systems. Given formulas describing the initial states report it because we believe it shows several promisingsarea
transition relation, and a set of unsafe states, HySat lémks for further research. The HySat verification was much more
a trace from the initial states to an unsafe state by iteggtiv automated than the Coho method: HySat did not require the
unrolling the transition relation a fixed number of timesmanual implementing a change of variables for the model
and checking that the resulting formula that describbesafe and introduction of an extra invariant that were needed for
states is unsatisfiable. If an unsafe state is found, the &rro the Coho verification. Furthermore, the HySat verificati@sw
reported. Bounded model checking is fully automatic and camuch faster, requiring a few minutes of CPU time rather than
quickly find errors in a design, but does not provide a prodaseveral days.
that the property holds for all time. We see the two approaches as complementary. In particular,

We usek-induction to show that mutual exclusion holdswe are interested in exploring way to use tools such as
in all states. Thek-induction proof proceeds as follows. HySat to derive bounds automatically and quickly that can
Our initial verification shows that the arbiter is safe foyanbe used to reduce the over-approximations of Coho and
sequence df steps from the initial region. We then ask HySateduce the time required for verification. For example, HySa
to find any xin the state space such thatand any state can automatically verify the extra invariant that we had to
reachable fromx in k steps satisfies the mutual-exclusioradd manually in the Coho verification process. We are also
property, but there is some state reachable fooin k+1 interested in further exploring the applications of imjtlic
steps that violates the property. If HySat shows this foemulintegration methods to formal verification of systems medel
to be unsatisfiable, then that establisheskdgduction, that by stiff ODEs, and the constraint-based formulation in HySa
the arbiter satisfies mutual exclusion for all reachableesta provides an attractive basis for such experiments.

Using the methods described above, we used HySat to
verify the mutual exclusion problem. From the specification
shown in Figure 3, we used the region 8Vgi1,02,r1,r2 <

0.15V for the initial state, and all internal nodes were chosen We presented the verification of an asynchronous arbiter
to be in small intervals that contained their steady statg .uit. In particular, we presented two solutions to the

voltage levels. We first used bounded model checking to Shoﬁﬂ‘oblems of stiffness in the ODE model for the circuit and

that (g, < 0.6V) V(g2 < 0.6V) holds when unfolding the showed how liveness can be verified in an almost-surely

_transmon relatlon_ up to 100 time ste_ps of_5ps each. Th@ense (i.e. with probability one) in the presence of meldesta
is a weaker version of mutual-exclusion (wider bounds f

. INGAS T0%ehaviours.
g1 and gp) than established by Coho, but the verification Our first approach to stiffness built on earlier work with

is. fully automatif:. We then used tHeindu_ction approach the reachability tool Coho. We implemented a change of
with k = 4. We first used HySat to est_abllsh th? base CaSGariables so that the “fast’ variables of the circuit would
(61 <0.6V) v (g2 < 0.6V) holds for the first four time steps, nverge quickly to zero. We showed how this allowed a

i.e.dZOIpsH Nit.e that thlis bl;a\se ca\t:/e ishimpliﬁd bydthe b((j)u:ds rward reachability computation like that in Coho to handl
model checking result above. We then showed used HySgl,oqq without incurring large over-approximationcgs.

to ?Stabl'Sh the induction step: from any continuous state fWe noted that the time-constants associated with circuieso
which (g, < 0.6V) v (g2 < 0'6\/.) hqlds for the f_our steps, can vary drastically as nodes transition from “floating” to
‘he'.‘ the property oId_s for the fifth time step. This estalissh . en conditions and showed how simple, static invatgan
by |nd_uct|on that this weaker f_ormulat|on of the mUtual'can improve the accuracy of the reachable space computation
exclusion property holds for all time. under these conditions. While we tested these techniqubs wi
Coho, we believe that they should be applicable to other
reachability tools (e.g. [12], [14], [15], [32]).

We also described an experiment in addressing stiffness by

The infrastructure for verifying circuits with Coho is muchusing an implicit integration algorithm described as a eyst
more thoroughly developed than that for HySat. Thus, angf non-linear constraints. In this case, our implementatio
comparison is comparing a well-developed tool against amas based on the HySat [30] tool. This approach is less
initial prototype. With this in mind, we observe that we abul developed than the Coho method, was only used to verify a
use Coho to verify the complete specification whereas wangle property of the arbiter, and used simpler circuit eisd
only used HySat to show that the mutual-exclusion propertfevertheless, this experiment demonstrated the promise of
could be verified. By using differential inclusions in Cofio’ implicit methods. We believe that it is likely that future
forward integration algorithm, Coho is guaranteed to find aaircuit verification work will combine static and symbolic
over-approximation of the reachable space. As noted abovechniques where tools like HySat excel with numerical dase

VIII. CONCLUSIONS

VII. COMPARISON



reachability computations that are necessitated by the nami]
existence of closed form solutions for circuit modeled b
non-linear differential equations. 12]

We verified the almost-surely liveness of the arbiter by
extending the methods first presented in [5]. In particwiar,

. i . . . . [13]
presented an easily verified condition that implies thenlass
condition from the earlier work. We implemented our new test
for liveness in Matlab and used it to verify the almost-syrel[14]
liveness of the arbiter circuit.

Asynchronous design is a promising area for circuit ver-
ification. Asynchronous use a moderate number of types 6]
state-holding cells, and the control of state transitiandis-
tributed through the system. While this creates opporiesit
for optimizations that are not possible in synchronousgtesi [16]
it also creates additional verification questions. For exlam
does the circuit have stable states that were not intended by
the designer? Are the dynamics of the circuit preserved whet]
shrinking to smaller process sizes? Addressing theseigoest
requires clear specifications of the intended behaviour and
sound methods for verifying that the actual circuits swtisf[18]
their specifications. In this paper, we have shown how this
specification and verification process can be applied to an
asynchronous arbiter, and we believe that similar teclesqu[19]
can be used to verify other asynchronous components as well.
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