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src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 1, dst : 2, timestamp : 19, type : commit
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src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 1, dst : 2, timestamp : 19, type : commit
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src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 1, dst : 2, timestamp : 19, type : commit
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src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 1, dst : 2, timestamp : 19, type : commit

                        University of  Washington     Ivan Beschastnikh                                                                                                                                                                                                                                                      

FSM-inference

Observations
...

Model
5

FSM-inference
algorithm

Invalid

WriteRead 
Only

• Mental model validation
• Test case generation
• Anomaly detection
• Log summarization

Applications:

...

Mariani et al. ICSE 2007

Cook et al. TSE 1998

Dallmeier et al. ASE 2009

Beschastnikh et al. FSE 2011



...

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 1, dst : 2, timestamp : 19, type : commit
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Observations

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 1, dst : 2, timestamp : 19, type : commit

                        University of  Washington     Ivan Beschastnikh                                                                                                                                                                                                                                                      

FSM-inference in prior work

...

7

Inference
algorithm

Invalid

WriteRead 
Only

...

Prior work:

Mariani et al. ICSE 2007

Cook et al. TSE 1998

Dallmeier et al. ASE 2009

Beschastnikh et al. FSE 2011

Model



                        University of  Washington     Ivan Beschastnikh                                                                                                                                                                                                                                                      8

Model

FSM-inference representations

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit

Observations

Invalid

WriteRead 
Only

Inference
algorithm
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Model

Code

FSM-inference representations

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit

Observations

Invalid

WriteRead 
Only
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• s

F

= {si

n

i

|i = 1, . . . m}

• the initial state is s0

Figure 6 shows an example initial EFSM.
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sets shown in Figure 4.
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Figure 7: Example of 2-futures for some states of an

EFSM.

In the fourth step, GK-tail iteratively refines the initial
EFSM by merging equivalent states, to obtain a compact
model of the observed behavior.

The merging of EFSM states is an extension of the main
principles introduced by Bierman and Feldmann in the kTail
algorithm [5], who consider states to be equivalent if they are
followed by the same paths. If di↵erent EFSM states root
equivalent sets of behaviors, they are multiple representa-
tions of a unique logical state, and can be safely merged.

In general, the set of paths exiting a state may be infi-
nite, and thus comparing states may be extremely expensive.
We limit the length of the sequences to be compared to k,
similarly to Bierman and Feldmann. Given a state s 2 S,
we define k-future(s) as the set of sequences {seq1, . . . seqr

}
with seq
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Figure 7 graphically shows some examples of 2-futures.

GK-tail iteratively compares the k-futures of pairs of states
to identify states to be merged. We identify states to be
merged according to three criteria that lead to di↵erent mod-
els: equivalence, weak subsumption, and strong subsumption.

Two state are equivalent if they share the same k-future,
i.e., exiting paths match completely, and predicates associ-
ated with inputs are equivalent. Since EFSMs are generated
from incomplete traces, requiring the complete matching of
both methods and parameters may limit generalization and
produce an overrestricted EFSM.

To better address incomplete traces, we can use either
weak or strong subsumption. A state s1 weakly subsumes a
state s2 if the method sequences in the k-future of s1 and
s2 match completely, but the predicates in the k-future of
s1 are more general than the corresponding predicates in
the k-future of s2. A state s1 strongly subsumes a state
s2, if the k-future of s1 includes the k-future of s2, that
is the method sequences in the k-future of s1 includes the
method sequences in the k-future of s2, and the predicates in
the k-future of s1 are more general than the corresponding
predicates in the k-future of s2.
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Figure 8 shows few examples of k-future that satisfy the
di↵erent criteria.
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Given a value for k, GK-tail iteratively merges pairs of
states according to a merging criterion, until there are no

Set theory

Code

Model

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit

Observations
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WriteRead 
Only
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In the fourth step, GK-tail iteratively refines the initial
EFSM by merging equivalent states, to obtain a compact
model of the observed behavior.

The merging of EFSM states is an extension of the main
principles introduced by Bierman and Feldmann in the kTail
algorithm [5], who consider states to be equivalent if they are
followed by the same paths. If di↵erent EFSM states root
equivalent sets of behaviors, they are multiple representa-
tions of a unique logical state, and can be safely merged.

In general, the set of paths exiting a state may be infi-
nite, and thus comparing states may be extremely expensive.
We limit the length of the sequences to be compared to k,
similarly to Bierman and Feldmann. Given a state s 2 S,
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Figure 7 graphically shows some examples of 2-futures.

GK-tail iteratively compares the k-futures of pairs of states
to identify states to be merged. We identify states to be
merged according to three criteria that lead to di↵erent mod-
els: equivalence, weak subsumption, and strong subsumption.

Two state are equivalent if they share the same k-future,
i.e., exiting paths match completely, and predicates associ-
ated with inputs are equivalent. Since EFSMs are generated
from incomplete traces, requiring the complete matching of
both methods and parameters may limit generalization and
produce an overrestricted EFSM.

To better address incomplete traces, we can use either
weak or strong subsumption. A state s1 weakly subsumes a
state s2 if the method sequences in the k-future of s1 and
s2 match completely, but the predicates in the k-future of
s1 are more general than the corresponding predicates in
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predicates in the k-future of s2.
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di↵erent criteria.
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Given a value for k, GK-tail iteratively merges pairs of
states according to a merging criterion, until there are no

Set theory

from a single-node graph, which embodies the starting
assumption that all events are the same.

The rest of this paper focuses on two summarization
algorithms. The first is Bisim, a monotonic refinement al-
gorithm. The second is BisimH, a hybrid, non-monotonic
algorithm that combines Bisim with kTail.

2.2.2 Guiding the Exploration with Policies
Two policies, termination and operation selection, induce
a wide variety of exploration algorithms.

Termination Policy. An exploration algorithm must
specify when a representation is considered final and no
more coarsening/refinement exploration is performed.

Operation Selection Policy. Operation selection has
two dimensions: (1) identifying candidate operations and
(2) selecting a candidate as the next step. An operation
either merges partitions or splits an existing partition.

To identify candidate operations, a summarization al-
gorithm must determine whether two events are similar
enough to warrant their representation as a single node
and, when necessary, issue split/merge operations. This
process crucially depends on the notion of similarity. If
similarity is too fine-grained, the resulting representa-
tion will not be concise. If it is too coarse, the resulting
graph might admit many spurious traces. If it is not an
equivalence relation, the merge operation becomes non-
associative, and the result not only depends on the opera-
tions made, but also on their order. For example, GK-Tail
as specified in [24] is nondeterministic, because the out-
put depends on the (unspecified) order of the operations.

Among all candidate operations, exactly one must be
chosen for immediate processing. For example, consider
the graph at E4 in Figure 8 (on the last page). Three splits
are possible: two (edge 1,4 and edge 3,5) split partition A
and one (edge 2) splits partition C. Thus, a graph explo-
ration algorithm must define a policy that dictates which
operation should be performed next.

We can express kTail [2] in our relational model in
terms of the above two policies. kTail is a coarsening
algorithm that starts with the most fine-grained represen-
tation. The termination policy is to stop once there is no
pair of k-equivalent partitions, i.e., no two partitions that
are roots of sub-graphs identical up to depth k. The op-
eration selection policy merges any pair of k-equivalent
partitions, chosen nondeterministically.

3 Bisim and BisimH Algorithms
Synoptic can use two algorithms to summarize a log. We
first introduce the Bisim algorithm, a monotonic refine-
ment algorithm. Then we present a key deficiency in
Bisim to motivate BisimH, which is a hybrid algorithm
combining Bisim and kTail to explore the space of rep-
resentations non-monotonically.

1 Input: event log L
2 let initialGraph = extract(L)
3 let I = mineInvariants(initialGraph)
4 let (V,E) = partition(initialGraph)
5 while (V,E) does not satisfy invariants I
6 // p: event ! boolean, p: partition that will be split
7 let (p, p) = selectSplit((V,E), I)
8 let p1 = {event 2 p | p(event)}
9 let p2 = {event 2 p | ¬p(event)}

10 V := (V �{p})[{p1,p2}
11 E := {(p3,p4,r) 2V ⇥V ⇥R | 9 event1 2 p3,9 event2 2 p4
12 : event1 r event2 2 initialGraph}
13 end while
14 if (hybrid)
15 (V,E) := kTail((V,E), 0, I)
16 Output: (V,E)

Figure 2: The Bisim/BisimH algorithm, depending on the
value of hybrid. The procedures extract, mineInvariants,
and partition are described in Section 3.1.

3.1 The Bisim Algorithm

We developed Bisim, a bisimulation-inspired algorithm
that combines partition refinement [9, 26] with model
checking. Bisim is novel in finding a compact represen-
tation that satisfies a set of temporal relations from the
event log. Figure 2 shows the Bisim pseudo-code, which
involves four steps.

1. extract(), on line 2, creates an initial graph (step
(b) in Figure 8) from the execution log. This graph con-
tains a singleton partition for each event instance, and a
directed edge between partitions that satisfy the partial
ordering relation provided by the user.

2. mineInvariants(), on line 3, mines event rela-
tions listed in Figure 3 from the initial graph. We term
these relations “invariants” because they succinctly cap-
ture temporal event relationships. Synoptic’s mining ap-
proach is similar to that of Daikon [10]: it first enumer-
ates all possible invariants, and then discards those in-
variants that are not satisfied by the initial graph. Due to
space constraints, this paper omits optimization details
that make this procedure efficient in practice.

3. partition(), on line 4, generates a partition
graph (shown at E4 in Figure 8) from the initial graph
by grouping events of the same class into a single par-
tition and adding edges through existential abstraction.
An edge between two partitions in this graph indicates
that there are two events, one in each partition, that were
connected in the initial graph. The partition graph may
admit new traces that were not observed; however, each
trace in the initial graph appears in the partition graph.

4. Bisim iteratively refines the partition graph —
lines 5–13. This is necessary because newly-introduced
traces may violate invariants. Bisim terminates when the
graph satisfies all the mined invariants.

3

Pseudo-code

FSM-inference representations

Model

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit

Observations

Invalid

WriteRead 
Only
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assumption that all events are the same.

The rest of this paper focuses on two summarization
algorithms. The first is Bisim, a monotonic refinement al-
gorithm. The second is BisimH, a hybrid, non-monotonic
algorithm that combines Bisim with kTail.

2.2.2 Guiding the Exploration with Policies
Two policies, termination and operation selection, induce
a wide variety of exploration algorithms.

Termination Policy. An exploration algorithm must
specify when a representation is considered final and no
more coarsening/refinement exploration is performed.

Operation Selection Policy. Operation selection has
two dimensions: (1) identifying candidate operations and
(2) selecting a candidate as the next step. An operation
either merges partitions or splits an existing partition.

To identify candidate operations, a summarization al-
gorithm must determine whether two events are similar
enough to warrant their representation as a single node
and, when necessary, issue split/merge operations. This
process crucially depends on the notion of similarity. If
similarity is too fine-grained, the resulting representa-
tion will not be concise. If it is too coarse, the resulting
graph might admit many spurious traces. If it is not an
equivalence relation, the merge operation becomes non-
associative, and the result not only depends on the opera-
tions made, but also on their order. For example, GK-Tail
as specified in [24] is nondeterministic, because the out-
put depends on the (unspecified) order of the operations.

Among all candidate operations, exactly one must be
chosen for immediate processing. For example, consider
the graph at E4 in Figure 8 (on the last page). Three splits
are possible: two (edge 1,4 and edge 3,5) split partition A
and one (edge 2) splits partition C. Thus, a graph explo-
ration algorithm must define a policy that dictates which
operation should be performed next.

We can express kTail [2] in our relational model in
terms of the above two policies. kTail is a coarsening
algorithm that starts with the most fine-grained represen-
tation. The termination policy is to stop once there is no
pair of k-equivalent partitions, i.e., no two partitions that
are roots of sub-graphs identical up to depth k. The op-
eration selection policy merges any pair of k-equivalent
partitions, chosen nondeterministically.

3 Bisim and BisimH Algorithms
Synoptic can use two algorithms to summarize a log. We
first introduce the Bisim algorithm, a monotonic refine-
ment algorithm. Then we present a key deficiency in
Bisim to motivate BisimH, which is a hybrid algorithm
combining Bisim and kTail to explore the space of rep-
resentations non-monotonically.

1 Input: event log L
2 let initialGraph = extract(L)
3 let I = mineInvariants(initialGraph)
4 let (V,E) = partition(initialGraph)
5 while (V,E) does not satisfy invariants I
6 // p: event ! boolean, p: partition that will be split
7 let (p, p) = selectSplit((V,E), I)
8 let p1 = {event 2 p | p(event)}
9 let p2 = {event 2 p | ¬p(event)}
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12 : event1 r event2 2 initialGraph}
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14 if (hybrid)
15 (V,E) := kTail((V,E), 0, I)
16 Output: (V,E)

Figure 2: The Bisim/BisimH algorithm, depending on the
value of hybrid. The procedures extract, mineInvariants,
and partition are described in Section 3.1.

3.1 The Bisim Algorithm

We developed Bisim, a bisimulation-inspired algorithm
that combines partition refinement [9, 26] with model
checking. Bisim is novel in finding a compact represen-
tation that satisfies a set of temporal relations from the
event log. Figure 2 shows the Bisim pseudo-code, which
involves four steps.

1. extract(), on line 2, creates an initial graph (step
(b) in Figure 8) from the execution log. This graph con-
tains a singleton partition for each event instance, and a
directed edge between partitions that satisfy the partial
ordering relation provided by the user.

2. mineInvariants(), on line 3, mines event rela-
tions listed in Figure 3 from the initial graph. We term
these relations “invariants” because they succinctly cap-
ture temporal event relationships. Synoptic’s mining ap-
proach is similar to that of Daikon [10]: it first enumer-
ates all possible invariants, and then discards those in-
variants that are not satisfied by the initial graph. Due to
space constraints, this paper omits optimization details
that make this procedure efficient in practice.

3. partition(), on line 4, generates a partition
graph (shown at E4 in Figure 8) from the initial graph
by grouping events of the same class into a single par-
tition and adding edges through existential abstraction.
An edge between two partitions in this graph indicates
that there are two events, one in each partition, that were
connected in the initial graph. The partition graph may
admit new traces that were not observed; however, each
trace in the initial graph appears in the partition graph.

4. Bisim iteratively refines the partition graph —
lines 5–13. This is necessary because newly-introduced
traces may violate invariants. Bisim terminates when the
graph satisfies all the mined invariants.
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Figure 6: The initial EFSM obtained from the data

sets shown in Figure 4.
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Figure 7: Example of 2-futures for some states of an

EFSM.

In the fourth step, GK-tail iteratively refines the initial
EFSM by merging equivalent states, to obtain a compact
model of the observed behavior.

The merging of EFSM states is an extension of the main
principles introduced by Bierman and Feldmann in the kTail
algorithm [5], who consider states to be equivalent if they are
followed by the same paths. If di↵erent EFSM states root
equivalent sets of behaviors, they are multiple representa-
tions of a unique logical state, and can be safely merged.

In general, the set of paths exiting a state may be infi-
nite, and thus comparing states may be extremely expensive.
We limit the length of the sequences to be compared to k,
similarly to Bierman and Feldmann. Given a state s 2 S,
we define k-future(s) as the set of sequences {seq1, . . . seqr

}
with seq
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Figure 7 graphically shows some examples of 2-futures.

GK-tail iteratively compares the k-futures of pairs of states
to identify states to be merged. We identify states to be
merged according to three criteria that lead to di↵erent mod-
els: equivalence, weak subsumption, and strong subsumption.

Two state are equivalent if they share the same k-future,
i.e., exiting paths match completely, and predicates associ-
ated with inputs are equivalent. Since EFSMs are generated
from incomplete traces, requiring the complete matching of
both methods and parameters may limit generalization and
produce an overrestricted EFSM.

To better address incomplete traces, we can use either
weak or strong subsumption. A state s1 weakly subsumes a
state s2 if the method sequences in the k-future of s1 and
s2 match completely, but the predicates in the k-future of
s1 are more general than the corresponding predicates in
the k-future of s2. A state s1 strongly subsumes a state
s2, if the k-future of s1 includes the k-future of s2, that
is the method sequences in the k-future of s1 includes the
method sequences in the k-future of s2, and the predicates in
the k-future of s1 are more general than the corresponding
predicates in the k-future of s2.
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Figure 8 shows few examples of k-future that satisfy the
di↵erent criteria.
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Given a value for k, GK-tail iteratively merges pairs of
states according to a merging criterion, until there are no
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FSM-inference representations

Model

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit

Observations

Invalid

WriteRead 
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from a single-node graph, which embodies the starting
assumption that all events are the same.

The rest of this paper focuses on two summarization
algorithms. The first is Bisim, a monotonic refinement al-
gorithm. The second is BisimH, a hybrid, non-monotonic
algorithm that combines Bisim with kTail.

2.2.2 Guiding the Exploration with Policies
Two policies, termination and operation selection, induce
a wide variety of exploration algorithms.

Termination Policy. An exploration algorithm must
specify when a representation is considered final and no
more coarsening/refinement exploration is performed.

Operation Selection Policy. Operation selection has
two dimensions: (1) identifying candidate operations and
(2) selecting a candidate as the next step. An operation
either merges partitions or splits an existing partition.

To identify candidate operations, a summarization al-
gorithm must determine whether two events are similar
enough to warrant their representation as a single node
and, when necessary, issue split/merge operations. This
process crucially depends on the notion of similarity. If
similarity is too fine-grained, the resulting representa-
tion will not be concise. If it is too coarse, the resulting
graph might admit many spurious traces. If it is not an
equivalence relation, the merge operation becomes non-
associative, and the result not only depends on the opera-
tions made, but also on their order. For example, GK-Tail
as specified in [24] is nondeterministic, because the out-
put depends on the (unspecified) order of the operations.

Among all candidate operations, exactly one must be
chosen for immediate processing. For example, consider
the graph at E4 in Figure 8 (on the last page). Three splits
are possible: two (edge 1,4 and edge 3,5) split partition A
and one (edge 2) splits partition C. Thus, a graph explo-
ration algorithm must define a policy that dictates which
operation should be performed next.

We can express kTail [2] in our relational model in
terms of the above two policies. kTail is a coarsening
algorithm that starts with the most fine-grained represen-
tation. The termination policy is to stop once there is no
pair of k-equivalent partitions, i.e., no two partitions that
are roots of sub-graphs identical up to depth k. The op-
eration selection policy merges any pair of k-equivalent
partitions, chosen nondeterministically.

3 Bisim and BisimH Algorithms
Synoptic can use two algorithms to summarize a log. We
first introduce the Bisim algorithm, a monotonic refine-
ment algorithm. Then we present a key deficiency in
Bisim to motivate BisimH, which is a hybrid algorithm
combining Bisim and kTail to explore the space of rep-
resentations non-monotonically.

1 Input: event log L
2 let initialGraph = extract(L)
3 let I = mineInvariants(initialGraph)
4 let (V,E) = partition(initialGraph)
5 while (V,E) does not satisfy invariants I
6 // p: event ! boolean, p: partition that will be split
7 let (p, p) = selectSplit((V,E), I)
8 let p1 = {event 2 p | p(event)}
9 let p2 = {event 2 p | ¬p(event)}

10 V := (V �{p})[{p1,p2}
11 E := {(p3,p4,r) 2V ⇥V ⇥R | 9 event1 2 p3,9 event2 2 p4
12 : event1 r event2 2 initialGraph}
13 end while
14 if (hybrid)
15 (V,E) := kTail((V,E), 0, I)
16 Output: (V,E)

Figure 2: The Bisim/BisimH algorithm, depending on the
value of hybrid. The procedures extract, mineInvariants,
and partition are described in Section 3.1.

3.1 The Bisim Algorithm

We developed Bisim, a bisimulation-inspired algorithm
that combines partition refinement [9, 26] with model
checking. Bisim is novel in finding a compact represen-
tation that satisfies a set of temporal relations from the
event log. Figure 2 shows the Bisim pseudo-code, which
involves four steps.

1. extract(), on line 2, creates an initial graph (step
(b) in Figure 8) from the execution log. This graph con-
tains a singleton partition for each event instance, and a
directed edge between partitions that satisfy the partial
ordering relation provided by the user.

2. mineInvariants(), on line 3, mines event rela-
tions listed in Figure 3 from the initial graph. We term
these relations “invariants” because they succinctly cap-
ture temporal event relationships. Synoptic’s mining ap-
proach is similar to that of Daikon [10]: it first enumer-
ates all possible invariants, and then discards those in-
variants that are not satisfied by the initial graph. Due to
space constraints, this paper omits optimization details
that make this procedure efficient in practice.

3. partition(), on line 4, generates a partition
graph (shown at E4 in Figure 8) from the initial graph
by grouping events of the same class into a single par-
tition and adding edges through existential abstraction.
An edge between two partitions in this graph indicates
that there are two events, one in each partition, that were
connected in the initial graph. The partition graph may
admit new traces that were not observed; however, each
trace in the initial graph appears in the partition graph.

4. Bisim iteratively refines the partition graph —
lines 5–13. This is necessary because newly-introduced
traces may violate invariants. Bisim terminates when the
graph satisfies all the mined invariants.

3
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Figure 7: Example of 2-futures for some states of an

EFSM.

In the fourth step, GK-tail iteratively refines the initial
EFSM by merging equivalent states, to obtain a compact
model of the observed behavior.

The merging of EFSM states is an extension of the main
principles introduced by Bierman and Feldmann in the kTail
algorithm [5], who consider states to be equivalent if they are
followed by the same paths. If di↵erent EFSM states root
equivalent sets of behaviors, they are multiple representa-
tions of a unique logical state, and can be safely merged.

In general, the set of paths exiting a state may be infi-
nite, and thus comparing states may be extremely expensive.
We limit the length of the sequences to be compared to k,
similarly to Bierman and Feldmann. Given a state s 2 S,
we define k-future(s) as the set of sequences {seq1, . . . seqr

}
with seq
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= {(x1, P1) . . . (x
k
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)} such that 9 a transition
sequence (s, x1, P1, s1)(s1, x2, P2, s2) . . . (s
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).
Figure 7 graphically shows some examples of 2-futures.

GK-tail iteratively compares the k-futures of pairs of states
to identify states to be merged. We identify states to be
merged according to three criteria that lead to di↵erent mod-
els: equivalence, weak subsumption, and strong subsumption.

Two state are equivalent if they share the same k-future,
i.e., exiting paths match completely, and predicates associ-
ated with inputs are equivalent. Since EFSMs are generated
from incomplete traces, requiring the complete matching of
both methods and parameters may limit generalization and
produce an overrestricted EFSM.

To better address incomplete traces, we can use either
weak or strong subsumption. A state s1 weakly subsumes a
state s2 if the method sequences in the k-future of s1 and
s2 match completely, but the predicates in the k-future of
s1 are more general than the corresponding predicates in
the k-future of s2. A state s1 strongly subsumes a state
s2, if the k-future of s1 includes the k-future of s2, that
is the method sequences in the k-future of s1 includes the
method sequences in the k-future of s2, and the predicates in
the k-future of s1 are more general than the corresponding
predicates in the k-future of s2.
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Figure 8 shows few examples of k-future that satisfy the
di↵erent criteria.
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Given a value for k, GK-tail iteratively merges pairs of
states according to a merging criterion, until there are no

FSM-inference representations

x Transparency x Extensibility
Limitations:

Model

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit

Observations

Invalid

WriteRead 
Only
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from a single-node graph, which embodies the starting
assumption that all events are the same.

The rest of this paper focuses on two summarization
algorithms. The first is Bisim, a monotonic refinement al-
gorithm. The second is BisimH, a hybrid, non-monotonic
algorithm that combines Bisim with kTail.

2.2.2 Guiding the Exploration with Policies
Two policies, termination and operation selection, induce
a wide variety of exploration algorithms.

Termination Policy. An exploration algorithm must
specify when a representation is considered final and no
more coarsening/refinement exploration is performed.

Operation Selection Policy. Operation selection has
two dimensions: (1) identifying candidate operations and
(2) selecting a candidate as the next step. An operation
either merges partitions or splits an existing partition.

To identify candidate operations, a summarization al-
gorithm must determine whether two events are similar
enough to warrant their representation as a single node
and, when necessary, issue split/merge operations. This
process crucially depends on the notion of similarity. If
similarity is too fine-grained, the resulting representa-
tion will not be concise. If it is too coarse, the resulting
graph might admit many spurious traces. If it is not an
equivalence relation, the merge operation becomes non-
associative, and the result not only depends on the opera-
tions made, but also on their order. For example, GK-Tail
as specified in [24] is nondeterministic, because the out-
put depends on the (unspecified) order of the operations.

Among all candidate operations, exactly one must be
chosen for immediate processing. For example, consider
the graph at E4 in Figure 8 (on the last page). Three splits
are possible: two (edge 1,4 and edge 3,5) split partition A
and one (edge 2) splits partition C. Thus, a graph explo-
ration algorithm must define a policy that dictates which
operation should be performed next.

We can express kTail [2] in our relational model in
terms of the above two policies. kTail is a coarsening
algorithm that starts with the most fine-grained represen-
tation. The termination policy is to stop once there is no
pair of k-equivalent partitions, i.e., no two partitions that
are roots of sub-graphs identical up to depth k. The op-
eration selection policy merges any pair of k-equivalent
partitions, chosen nondeterministically.

3 Bisim and BisimH Algorithms
Synoptic can use two algorithms to summarize a log. We
first introduce the Bisim algorithm, a monotonic refine-
ment algorithm. Then we present a key deficiency in
Bisim to motivate BisimH, which is a hybrid algorithm
combining Bisim and kTail to explore the space of rep-
resentations non-monotonically.

1 Input: event log L
2 let initialGraph = extract(L)
3 let I = mineInvariants(initialGraph)
4 let (V,E) = partition(initialGraph)
5 while (V,E) does not satisfy invariants I
6 // p: event ! boolean, p: partition that will be split
7 let (p, p) = selectSplit((V,E), I)
8 let p1 = {event 2 p | p(event)}
9 let p2 = {event 2 p | ¬p(event)}

10 V := (V �{p})[{p1,p2}
11 E := {(p3,p4,r) 2V ⇥V ⇥R | 9 event1 2 p3,9 event2 2 p4
12 : event1 r event2 2 initialGraph}
13 end while
14 if (hybrid)
15 (V,E) := kTail((V,E), 0, I)
16 Output: (V,E)

Figure 2: The Bisim/BisimH algorithm, depending on the
value of hybrid. The procedures extract, mineInvariants,
and partition are described in Section 3.1.

3.1 The Bisim Algorithm

We developed Bisim, a bisimulation-inspired algorithm
that combines partition refinement [9, 26] with model
checking. Bisim is novel in finding a compact represen-
tation that satisfies a set of temporal relations from the
event log. Figure 2 shows the Bisim pseudo-code, which
involves four steps.

1. extract(), on line 2, creates an initial graph (step
(b) in Figure 8) from the execution log. This graph con-
tains a singleton partition for each event instance, and a
directed edge between partitions that satisfy the partial
ordering relation provided by the user.

2. mineInvariants(), on line 3, mines event rela-
tions listed in Figure 3 from the initial graph. We term
these relations “invariants” because they succinctly cap-
ture temporal event relationships. Synoptic’s mining ap-
proach is similar to that of Daikon [10]: it first enumer-
ates all possible invariants, and then discards those in-
variants that are not satisfied by the initial graph. Due to
space constraints, this paper omits optimization details
that make this procedure efficient in practice.

3. partition(), on line 4, generates a partition
graph (shown at E4 in Figure 8) from the initial graph
by grouping events of the same class into a single par-
tition and adding edges through existential abstraction.
An edge between two partitions in this graph indicates
that there are two events, one in each partition, that were
connected in the initial graph. The partition graph may
admit new traces that were not observed; however, each
trace in the initial graph appears in the partition graph.

4. Bisim iteratively refines the partition graph —
lines 5–13. This is necessary because newly-introduced
traces may violate invariants. Bisim terminates when the
graph satisfies all the mined invariants.

3
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Figure 6: The initial EFSM obtained from the data

sets shown in Figure 4.
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Figure 7: Example of 2-futures for some states of an

EFSM.

In the fourth step, GK-tail iteratively refines the initial
EFSM by merging equivalent states, to obtain a compact
model of the observed behavior.

The merging of EFSM states is an extension of the main
principles introduced by Bierman and Feldmann in the kTail
algorithm [5], who consider states to be equivalent if they are
followed by the same paths. If di↵erent EFSM states root
equivalent sets of behaviors, they are multiple representa-
tions of a unique logical state, and can be safely merged.

In general, the set of paths exiting a state may be infi-
nite, and thus comparing states may be extremely expensive.
We limit the length of the sequences to be compared to k,
similarly to Bierman and Feldmann. Given a state s 2 S,
we define k-future(s) as the set of sequences {seq1, . . . seqr

}
with seq
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Figure 7 graphically shows some examples of 2-futures.

GK-tail iteratively compares the k-futures of pairs of states
to identify states to be merged. We identify states to be
merged according to three criteria that lead to di↵erent mod-
els: equivalence, weak subsumption, and strong subsumption.

Two state are equivalent if they share the same k-future,
i.e., exiting paths match completely, and predicates associ-
ated with inputs are equivalent. Since EFSMs are generated
from incomplete traces, requiring the complete matching of
both methods and parameters may limit generalization and
produce an overrestricted EFSM.

To better address incomplete traces, we can use either
weak or strong subsumption. A state s1 weakly subsumes a
state s2 if the method sequences in the k-future of s1 and
s2 match completely, but the predicates in the k-future of
s1 are more general than the corresponding predicates in
the k-future of s2. A state s1 strongly subsumes a state
s2, if the k-future of s1 includes the k-future of s2, that
is the method sequences in the k-future of s1 includes the
method sequences in the k-future of s2, and the predicates in
the k-future of s1 are more general than the corresponding
predicates in the k-future of s2.
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Figure 8 shows few examples of k-future that satisfy the
di↵erent criteria.
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k = 2.

Given a value for k, GK-tail iteratively merges pairs of
states according to a merging criterion, until there are no

FSM-inference representations

Model

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
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src : 2, dst : 1, timestamp : 21, type : tx_commit
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src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit

Observations

Invalid

WriteRead 
Only

Observed
trace

Trace admitted by 
the model?

x Transparency x Extensibility
Limitations:

Set theory



from a single-node graph, which embodies the starting
assumption that all events are the same.

The rest of this paper focuses on two summarization
algorithms. The first is Bisim, a monotonic refinement al-
gorithm. The second is BisimH, a hybrid, non-monotonic
algorithm that combines Bisim with kTail.

2.2.2 Guiding the Exploration with Policies
Two policies, termination and operation selection, induce
a wide variety of exploration algorithms.

Termination Policy. An exploration algorithm must
specify when a representation is considered final and no
more coarsening/refinement exploration is performed.

Operation Selection Policy. Operation selection has
two dimensions: (1) identifying candidate operations and
(2) selecting a candidate as the next step. An operation
either merges partitions or splits an existing partition.

To identify candidate operations, a summarization al-
gorithm must determine whether two events are similar
enough to warrant their representation as a single node
and, when necessary, issue split/merge operations. This
process crucially depends on the notion of similarity. If
similarity is too fine-grained, the resulting representa-
tion will not be concise. If it is too coarse, the resulting
graph might admit many spurious traces. If it is not an
equivalence relation, the merge operation becomes non-
associative, and the result not only depends on the opera-
tions made, but also on their order. For example, GK-Tail
as specified in [24] is nondeterministic, because the out-
put depends on the (unspecified) order of the operations.

Among all candidate operations, exactly one must be
chosen for immediate processing. For example, consider
the graph at E4 in Figure 8 (on the last page). Three splits
are possible: two (edge 1,4 and edge 3,5) split partition A
and one (edge 2) splits partition C. Thus, a graph explo-
ration algorithm must define a policy that dictates which
operation should be performed next.

We can express kTail [2] in our relational model in
terms of the above two policies. kTail is a coarsening
algorithm that starts with the most fine-grained represen-
tation. The termination policy is to stop once there is no
pair of k-equivalent partitions, i.e., no two partitions that
are roots of sub-graphs identical up to depth k. The op-
eration selection policy merges any pair of k-equivalent
partitions, chosen nondeterministically.

3 Bisim and BisimH Algorithms
Synoptic can use two algorithms to summarize a log. We
first introduce the Bisim algorithm, a monotonic refine-
ment algorithm. Then we present a key deficiency in
Bisim to motivate BisimH, which is a hybrid algorithm
combining Bisim and kTail to explore the space of rep-
resentations non-monotonically.

1 Input: event log L
2 let initialGraph = extract(L)
3 let I = mineInvariants(initialGraph)
4 let (V,E) = partition(initialGraph)
5 while (V,E) does not satisfy invariants I
6 // p: event ! boolean, p: partition that will be split
7 let (p, p) = selectSplit((V,E), I)
8 let p1 = {event 2 p | p(event)}
9 let p2 = {event 2 p | ¬p(event)}

10 V := (V �{p})[{p1,p2}
11 E := {(p3,p4,r) 2V ⇥V ⇥R | 9 event1 2 p3,9 event2 2 p4
12 : event1 r event2 2 initialGraph}
13 end while
14 if (hybrid)
15 (V,E) := kTail((V,E), 0, I)
16 Output: (V,E)

Figure 2: The Bisim/BisimH algorithm, depending on the
value of hybrid. The procedures extract, mineInvariants,
and partition are described in Section 3.1.

3.1 The Bisim Algorithm

We developed Bisim, a bisimulation-inspired algorithm
that combines partition refinement [9, 26] with model
checking. Bisim is novel in finding a compact represen-
tation that satisfies a set of temporal relations from the
event log. Figure 2 shows the Bisim pseudo-code, which
involves four steps.

1. extract(), on line 2, creates an initial graph (step
(b) in Figure 8) from the execution log. This graph con-
tains a singleton partition for each event instance, and a
directed edge between partitions that satisfy the partial
ordering relation provided by the user.

2. mineInvariants(), on line 3, mines event rela-
tions listed in Figure 3 from the initial graph. We term
these relations “invariants” because they succinctly cap-
ture temporal event relationships. Synoptic’s mining ap-
proach is similar to that of Daikon [10]: it first enumer-
ates all possible invariants, and then discards those in-
variants that are not satisfied by the initial graph. Due to
space constraints, this paper omits optimization details
that make this procedure efficient in practice.

3. partition(), on line 4, generates a partition
graph (shown at E4 in Figure 8) from the initial graph
by grouping events of the same class into a single par-
tition and adding edges through existential abstraction.
An edge between two partitions in this graph indicates
that there are two events, one in each partition, that were
connected in the initial graph. The partition graph may
admit new traces that were not observed; however, each
trace in the initial graph appears in the partition graph.

4. Bisim iteratively refines the partition graph —
lines 5–13. This is necessary because newly-introduced
traces may violate invariants. Bisim terminates when the
graph satisfies all the mined invariants.

3
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Figure 7: Example of 2-futures for some states of an

EFSM.

In the fourth step, GK-tail iteratively refines the initial
EFSM by merging equivalent states, to obtain a compact
model of the observed behavior.

The merging of EFSM states is an extension of the main
principles introduced by Bierman and Feldmann in the kTail
algorithm [5], who consider states to be equivalent if they are
followed by the same paths. If di↵erent EFSM states root
equivalent sets of behaviors, they are multiple representa-
tions of a unique logical state, and can be safely merged.

In general, the set of paths exiting a state may be infi-
nite, and thus comparing states may be extremely expensive.
We limit the length of the sequences to be compared to k,
similarly to Bierman and Feldmann. Given a state s 2 S,
we define k-future(s) as the set of sequences {seq1, . . . seqr

}
with seq
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Figure 7 graphically shows some examples of 2-futures.

GK-tail iteratively compares the k-futures of pairs of states
to identify states to be merged. We identify states to be
merged according to three criteria that lead to di↵erent mod-
els: equivalence, weak subsumption, and strong subsumption.

Two state are equivalent if they share the same k-future,
i.e., exiting paths match completely, and predicates associ-
ated with inputs are equivalent. Since EFSMs are generated
from incomplete traces, requiring the complete matching of
both methods and parameters may limit generalization and
produce an overrestricted EFSM.

To better address incomplete traces, we can use either
weak or strong subsumption. A state s1 weakly subsumes a
state s2 if the method sequences in the k-future of s1 and
s2 match completely, but the predicates in the k-future of
s1 are more general than the corresponding predicates in
the k-future of s2. A state s1 strongly subsumes a state
s2, if the k-future of s1 includes the k-future of s2, that
is the method sequences in the k-future of s1 includes the
method sequences in the k-future of s2, and the predicates in
the k-future of s1 are more general than the corresponding
predicates in the k-future of s2.
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Figure 8 shows few examples of k-future that satisfy the
di↵erent criteria.
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k = 2.

Given a value for k, GK-tail iteratively merges pairs of
states according to a merging criterion, until there are no

FSM-inference representations

Model

src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
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from a single-node graph, which embodies the starting
assumption that all events are the same.

The rest of this paper focuses on two summarization
algorithms. The first is Bisim, a monotonic refinement al-
gorithm. The second is BisimH, a hybrid, non-monotonic
algorithm that combines Bisim with kTail.

2.2.2 Guiding the Exploration with Policies
Two policies, termination and operation selection, induce
a wide variety of exploration algorithms.

Termination Policy. An exploration algorithm must
specify when a representation is considered final and no
more coarsening/refinement exploration is performed.

Operation Selection Policy. Operation selection has
two dimensions: (1) identifying candidate operations and
(2) selecting a candidate as the next step. An operation
either merges partitions or splits an existing partition.

To identify candidate operations, a summarization al-
gorithm must determine whether two events are similar
enough to warrant their representation as a single node
and, when necessary, issue split/merge operations. This
process crucially depends on the notion of similarity. If
similarity is too fine-grained, the resulting representa-
tion will not be concise. If it is too coarse, the resulting
graph might admit many spurious traces. If it is not an
equivalence relation, the merge operation becomes non-
associative, and the result not only depends on the opera-
tions made, but also on their order. For example, GK-Tail
as specified in [24] is nondeterministic, because the out-
put depends on the (unspecified) order of the operations.

Among all candidate operations, exactly one must be
chosen for immediate processing. For example, consider
the graph at E4 in Figure 8 (on the last page). Three splits
are possible: two (edge 1,4 and edge 3,5) split partition A
and one (edge 2) splits partition C. Thus, a graph explo-
ration algorithm must define a policy that dictates which
operation should be performed next.

We can express kTail [2] in our relational model in
terms of the above two policies. kTail is a coarsening
algorithm that starts with the most fine-grained represen-
tation. The termination policy is to stop once there is no
pair of k-equivalent partitions, i.e., no two partitions that
are roots of sub-graphs identical up to depth k. The op-
eration selection policy merges any pair of k-equivalent
partitions, chosen nondeterministically.

3 Bisim and BisimH Algorithms
Synoptic can use two algorithms to summarize a log. We
first introduce the Bisim algorithm, a monotonic refine-
ment algorithm. Then we present a key deficiency in
Bisim to motivate BisimH, which is a hybrid algorithm
combining Bisim and kTail to explore the space of rep-
resentations non-monotonically.

1 Input: event log L
2 let initialGraph = extract(L)
3 let I = mineInvariants(initialGraph)
4 let (V,E) = partition(initialGraph)
5 while (V,E) does not satisfy invariants I
6 // p: event ! boolean, p: partition that will be split
7 let (p, p) = selectSplit((V,E), I)
8 let p1 = {event 2 p | p(event)}
9 let p2 = {event 2 p | ¬p(event)}

10 V := (V �{p})[{p1,p2}
11 E := {(p3,p4,r) 2V ⇥V ⇥R | 9 event1 2 p3,9 event2 2 p4
12 : event1 r event2 2 initialGraph}
13 end while
14 if (hybrid)
15 (V,E) := kTail((V,E), 0, I)
16 Output: (V,E)

Figure 2: The Bisim/BisimH algorithm, depending on the
value of hybrid. The procedures extract, mineInvariants,
and partition are described in Section 3.1.

3.1 The Bisim Algorithm

We developed Bisim, a bisimulation-inspired algorithm
that combines partition refinement [9, 26] with model
checking. Bisim is novel in finding a compact represen-
tation that satisfies a set of temporal relations from the
event log. Figure 2 shows the Bisim pseudo-code, which
involves four steps.

1. extract(), on line 2, creates an initial graph (step
(b) in Figure 8) from the execution log. This graph con-
tains a singleton partition for each event instance, and a
directed edge between partitions that satisfy the partial
ordering relation provided by the user.

2. mineInvariants(), on line 3, mines event rela-
tions listed in Figure 3 from the initial graph. We term
these relations “invariants” because they succinctly cap-
ture temporal event relationships. Synoptic’s mining ap-
proach is similar to that of Daikon [10]: it first enumer-
ates all possible invariants, and then discards those in-
variants that are not satisfied by the initial graph. Due to
space constraints, this paper omits optimization details
that make this procedure efficient in practice.

3. partition(), on line 4, generates a partition
graph (shown at E4 in Figure 8) from the initial graph
by grouping events of the same class into a single par-
tition and adding edges through existential abstraction.
An edge between two partitions in this graph indicates
that there are two events, one in each partition, that were
connected in the initial graph. The partition graph may
admit new traces that were not observed; however, each
trace in the initial graph appears in the partition graph.

4. Bisim iteratively refines the partition graph —
lines 5–13. This is necessary because newly-introduced
traces may violate invariants. Bisim terminates when the
graph satisfies all the mined invariants.

3
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Figure 6: The initial EFSM obtained from the data

sets shown in Figure 4.
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Figure 7: Example of 2-futures for some states of an

EFSM.

In the fourth step, GK-tail iteratively refines the initial
EFSM by merging equivalent states, to obtain a compact
model of the observed behavior.

The merging of EFSM states is an extension of the main
principles introduced by Bierman and Feldmann in the kTail
algorithm [5], who consider states to be equivalent if they are
followed by the same paths. If di↵erent EFSM states root
equivalent sets of behaviors, they are multiple representa-
tions of a unique logical state, and can be safely merged.

In general, the set of paths exiting a state may be infi-
nite, and thus comparing states may be extremely expensive.
We limit the length of the sequences to be compared to k,
similarly to Bierman and Feldmann. Given a state s 2 S,
we define k-future(s) as the set of sequences {seq1, . . . seqr

}
with seq
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Figure 7 graphically shows some examples of 2-futures.

GK-tail iteratively compares the k-futures of pairs of states
to identify states to be merged. We identify states to be
merged according to three criteria that lead to di↵erent mod-
els: equivalence, weak subsumption, and strong subsumption.

Two state are equivalent if they share the same k-future,
i.e., exiting paths match completely, and predicates associ-
ated with inputs are equivalent. Since EFSMs are generated
from incomplete traces, requiring the complete matching of
both methods and parameters may limit generalization and
produce an overrestricted EFSM.

To better address incomplete traces, we can use either
weak or strong subsumption. A state s1 weakly subsumes a
state s2 if the method sequences in the k-future of s1 and
s2 match completely, but the predicates in the k-future of
s1 are more general than the corresponding predicates in
the k-future of s2. A state s1 strongly subsumes a state
s2, if the k-future of s1 includes the k-future of s2, that
is the method sequences in the k-future of s1 includes the
method sequences in the k-future of s2, and the predicates in
the k-future of s1 are more general than the corresponding
predicates in the k-future of s2.
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Figure 8 shows few examples of k-future that satisfy the
di↵erent criteria.
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Figure 8: An example of the merging criteria with

k = 2.

Given a value for k, GK-tail iteratively merges pairs of
states according to a merging criterion, until there are no
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from a single-node graph, which embodies the starting
assumption that all events are the same.

The rest of this paper focuses on two summarization
algorithms. The first is Bisim, a monotonic refinement al-
gorithm. The second is BisimH, a hybrid, non-monotonic
algorithm that combines Bisim with kTail.

2.2.2 Guiding the Exploration with Policies
Two policies, termination and operation selection, induce
a wide variety of exploration algorithms.

Termination Policy. An exploration algorithm must
specify when a representation is considered final and no
more coarsening/refinement exploration is performed.

Operation Selection Policy. Operation selection has
two dimensions: (1) identifying candidate operations and
(2) selecting a candidate as the next step. An operation
either merges partitions or splits an existing partition.

To identify candidate operations, a summarization al-
gorithm must determine whether two events are similar
enough to warrant their representation as a single node
and, when necessary, issue split/merge operations. This
process crucially depends on the notion of similarity. If
similarity is too fine-grained, the resulting representa-
tion will not be concise. If it is too coarse, the resulting
graph might admit many spurious traces. If it is not an
equivalence relation, the merge operation becomes non-
associative, and the result not only depends on the opera-
tions made, but also on their order. For example, GK-Tail
as specified in [24] is nondeterministic, because the out-
put depends on the (unspecified) order of the operations.

Among all candidate operations, exactly one must be
chosen for immediate processing. For example, consider
the graph at E4 in Figure 8 (on the last page). Three splits
are possible: two (edge 1,4 and edge 3,5) split partition A
and one (edge 2) splits partition C. Thus, a graph explo-
ration algorithm must define a policy that dictates which
operation should be performed next.

We can express kTail [2] in our relational model in
terms of the above two policies. kTail is a coarsening
algorithm that starts with the most fine-grained represen-
tation. The termination policy is to stop once there is no
pair of k-equivalent partitions, i.e., no two partitions that
are roots of sub-graphs identical up to depth k. The op-
eration selection policy merges any pair of k-equivalent
partitions, chosen nondeterministically.

3 Bisim and BisimH Algorithms
Synoptic can use two algorithms to summarize a log. We
first introduce the Bisim algorithm, a monotonic refine-
ment algorithm. Then we present a key deficiency in
Bisim to motivate BisimH, which is a hybrid algorithm
combining Bisim and kTail to explore the space of rep-
resentations non-monotonically.

1 Input: event log L
2 let initialGraph = extract(L)
3 let I = mineInvariants(initialGraph)
4 let (V,E) = partition(initialGraph)
5 while (V,E) does not satisfy invariants I
6 // p: event ! boolean, p: partition that will be split
7 let (p, p) = selectSplit((V,E), I)
8 let p1 = {event 2 p | p(event)}
9 let p2 = {event 2 p | ¬p(event)}

10 V := (V �{p})[{p1,p2}
11 E := {(p3,p4,r) 2V ⇥V ⇥R | 9 event1 2 p3,9 event2 2 p4
12 : event1 r event2 2 initialGraph}
13 end while
14 if (hybrid)
15 (V,E) := kTail((V,E), 0, I)
16 Output: (V,E)

Figure 2: The Bisim/BisimH algorithm, depending on the
value of hybrid. The procedures extract, mineInvariants,
and partition are described in Section 3.1.

3.1 The Bisim Algorithm

We developed Bisim, a bisimulation-inspired algorithm
that combines partition refinement [9, 26] with model
checking. Bisim is novel in finding a compact represen-
tation that satisfies a set of temporal relations from the
event log. Figure 2 shows the Bisim pseudo-code, which
involves four steps.

1. extract(), on line 2, creates an initial graph (step
(b) in Figure 8) from the execution log. This graph con-
tains a singleton partition for each event instance, and a
directed edge between partitions that satisfy the partial
ordering relation provided by the user.

2. mineInvariants(), on line 3, mines event rela-
tions listed in Figure 3 from the initial graph. We term
these relations “invariants” because they succinctly cap-
ture temporal event relationships. Synoptic’s mining ap-
proach is similar to that of Daikon [10]: it first enumer-
ates all possible invariants, and then discards those in-
variants that are not satisfied by the initial graph. Due to
space constraints, this paper omits optimization details
that make this procedure efficient in practice.

3. partition(), on line 4, generates a partition
graph (shown at E4 in Figure 8) from the initial graph
by grouping events of the same class into a single par-
tition and adding edges through existential abstraction.
An edge between two partitions in this graph indicates
that there are two events, one in each partition, that were
connected in the initial graph. The partition graph may
admit new traces that were not observed; however, each
trace in the initial graph appears in the partition graph.

4. Bisim iteratively refines the partition graph —
lines 5–13. This is necessary because newly-introduced
traces may violate invariants. Bisim terminates when the
graph satisfies all the mined invariants.

3

Pseudo-code

                        University of  Washington     Ivan Beschastnikh                                                                                                                                                                                                                                                      19

Observations Model

...Code

• s

F

= {si

n

i

|i = 1, . . . m}

• the initial state is s0

Figure 6 shows an example initial EFSM.
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Figure 6: The initial EFSM obtained from the data

sets shown in Figure 4.
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Figure 7: Example of 2-futures for some states of an

EFSM.

In the fourth step, GK-tail iteratively refines the initial
EFSM by merging equivalent states, to obtain a compact
model of the observed behavior.

The merging of EFSM states is an extension of the main
principles introduced by Bierman and Feldmann in the kTail
algorithm [5], who consider states to be equivalent if they are
followed by the same paths. If di↵erent EFSM states root
equivalent sets of behaviors, they are multiple representa-
tions of a unique logical state, and can be safely merged.

In general, the set of paths exiting a state may be infi-
nite, and thus comparing states may be extremely expensive.
We limit the length of the sequences to be compared to k,
similarly to Bierman and Feldmann. Given a state s 2 S,
we define k-future(s) as the set of sequences {seq1, . . . seqr

}
with seq
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sequence (s, x1, P1, s1)(s1, x2, P2, s2) . . . (s

k�1, xk

, P

k

, s

k

).
Figure 7 graphically shows some examples of 2-futures.

GK-tail iteratively compares the k-futures of pairs of states
to identify states to be merged. We identify states to be
merged according to three criteria that lead to di↵erent mod-
els: equivalence, weak subsumption, and strong subsumption.

Two state are equivalent if they share the same k-future,
i.e., exiting paths match completely, and predicates associ-
ated with inputs are equivalent. Since EFSMs are generated
from incomplete traces, requiring the complete matching of
both methods and parameters may limit generalization and
produce an overrestricted EFSM.

To better address incomplete traces, we can use either
weak or strong subsumption. A state s1 weakly subsumes a
state s2 if the method sequences in the k-future of s1 and
s2 match completely, but the predicates in the k-future of
s1 are more general than the corresponding predicates in
the k-future of s2. A state s1 strongly subsumes a state
s2, if the k-future of s1 includes the k-future of s2, that
is the method sequences in the k-future of s1 includes the
method sequences in the k-future of s2, and the predicates in
the k-future of s1 are more general than the corresponding
predicates in the k-future of s2.
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Figure 8 shows few examples of k-future that satisfy the
di↵erent criteria.
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Figure 8: An example of the merging criteria with

k = 2.

Given a value for k, GK-tail iteratively merges pairs of
states according to a merging criterion, until there are no
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• FSM-inference algorithms not transparent/extensible

‣ InvariMint -- modular and declarative FSM-inference

• Expressing algorithm using InvariMint

‣ kTails -- a state-merging algorithm

‣ Synoptic -- a state-splitting algorithm

• General specification formalism

• InvariMint evaluation
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• FSM inference as property composition

‣ kTails -- a state merging algorithm



src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
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 Splitting
Split states to eliminate 
executions that violate a 
set of mined observation 

invariants

 to eliminate executions that violate properties mined from observations
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Splitting
1. Choose split to eliminate counter-

examples to unsatisfied mined invariants:
- x AlwaysFollowedBy y
- x NeverFollowedBy y
- x AlwaysPrecedes y

2. Terminate when model satisfies all mined 
invariants

Synoptic is non-deterministic:
Final model depends on splitting choices
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fewer behaviors
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Observations

How can we easily:
... get kTails to ignore certain k-length sequences?
... add the x AlwaysFollowedBy y invariant to kTails?
... make Synoptic deterministic?
... add a new kind of invariant to Synoptic?
... learn which properties kTails/Synoptic preserve?

We can answer all of these questions by 
representing these algorithms with InvariMint



                        University of  Washington     Ivan Beschastnikh                                                                                                                                                                                                                                                      37

Observations ModelProperty
miner

Property
Instances

property types

InvariMint: modular and declarative

\
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Observations ModelProperty
miner

Property
Instances

property types

Expressing kTails(k=1)

\
kTails
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Observations ModelProperty
miner

Property
Instances

A template to express merging of 
observation sequences that are 
identical in the first 1 event(s)

Expressing kTails(k=1)

\

=
A property type:
“x can be immediately followed by one of  Y”



s1

login

s2 s3

s4

check

check logout
s6

compose

send s5

logout

login
check

compose
send

logout

login
check
check
logout

trace 2:trace 1:
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Observations kTails output

Expressing kTails(k=1)

Observations ModelProperty
miner

Property
Instances \

“x can be immediately followed by one of  Y”



s1 s2

check

login
¬ login

s3
check¬

⌃
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Observations x=login property instance

Observations ModelProperty
miner

Property
Instances \

“x can be immediately followed by one of  Y”

login
check

compose
send

logout

login
check
check
logout

trace 2:trace 1:



s1 s2

check,
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¬check

s3

⌃

send,
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Observations

Observations ModelProperty
miner

Property
Instances \

“x can be immediately followed by one of  Y”

x=check property instance

login
check

compose
send

logout

login
check
check
logout

trace 2:trace 1:
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Observations ModelProperty
miner

Property
Instances \

s1 s2
Y

x
s3

Y⌃\

⌃{x}⌃\

=
“x can be immediately followed by one of  Y”

FSM 
template:

+

Eval(Log L, hx=a, Y=Bi) =

8
<

:

true : 8t 2 L, 9b 2 B, ⌃(a ! �b) in t ^
8b 2 B, 9t 2 L, ⌃(a ! �b) in t

false : otherwise

When to 
instantiate:
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Observations ModelProperty
miner

Property
Instances \

s1 s2
Y

x
s3

Y⌃\

⌃{x}⌃\

=
“x can be immediately followed by one of  Y”

FSM 
template:

+

Eval(Log L, hx=a, Y=Bi) =

8
<

:

true : 8t 2 L, 9b 2 B, ⌃(a ! �b) in t ^
8b 2 B, 9t 2 L, ⌃(a ! �b) in t

false : otherwise

When to 
instantiate:

Complete
template



Complete
template
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Observations ModelProperty
miner

Property
Instances \

s1 s2
Y

x
s3

Y⌃\

⌃{x}⌃\

=
“x can be immediately followed by one of  Y”

FSM 
template:

+

Eval(Log L, hx=a, Y=Bi) =

8
<

:

true : 8t 2 L, 9b 2 B, ⌃(a ! �b) in t ^
8b 2 B, 9t 2 L, ⌃(a ! �b) in t

false : otherwise

When to 
instantiate:

• This formulation is exact (identical models)
• Generalizes to arbitrary k value



                        University of  Washington     Ivan Beschastnikh                                                                                                                                                                                                                                                      

Expressing kTails(k=1)

53

Observations ModelProperty
miner

Property
Instances \

s1 s2
Y

x
s3

Y⌃\

⌃{x}⌃\

=
“x can be immediately followed by one of  Y”

FSM 
template:

+

Eval(Log L, hx=a, Y=Bi) =

8
<

:

true : 8t 2 L, 9b 2 B, ⌃(a ! �b) in t ^
8b 2 B, 9t 2 L, ⌃(a ! �b) in t

false : otherwise

When to 
instantiate:

Complete
template

package synoptic.algorithms;

import java.util.ArrayList;
import java.util.Collections;
import java.util.LinkedHashMap;
import java.util.LinkedHashSet;
import java.util.List;
import java.util.Map;
import java.util.Set;
import java.util.logging.Logger;

import synoptic.algorithms.graphops.PartitionMultiMerge;
import synoptic.model.ChainsTraceGraph;
import synoptic.model.Partition;
import synoptic.model.PartitionGraph;
import synoptic.model.event.EventType;
import synoptic.model.interfaces.INode;
import synoptic.model.interfaces.ITransition;
import synoptic.util.InternalSynopticException;
import synoptic.util.NotImplementedException;

/**
 * Implements the KTails algorithm as defined in Biermann & Feldman '72.
 */
public class KTails {
    public static Logger logger;
    static {
        logger = Logger.getLogger("KTails");
    }

    /**
     * Constructs and returns a PartitionGraph generated by applying kTails with
     * the given k value to the given trace graph
     */
    public static PartitionGraph performKTails(ChainsTraceGraph g, int k) {
        PartitionGraph pGraph = new PartitionGraph(g, false, null);
        attemptMerge(pGraph, k);
        return pGraph;
    }

    /**
     * Finds all possible merges in pGraph. Requires making a new call to
     * attemptMerge after every merge in case previously un-merge-able pairs
     * become merge-able.
     */
    private static void attemptMerge(PartitionGraph pGraph, int k) {
        // Keeps track of the merges that we want to perform.
        Set<PartitionMultiMerge> merges = new LinkedHashSet<PartitionMultiMerge>();

        // List of all partitions -- needed for ordering partitions in the loops
        // below.
        List<Partition> partitions = new ArrayList<Partition>(pGraph.getNodes());

        // Partitions that belong to a merge.
        List<Partition> mergedPartitions = new ArrayList<Partition>();

        // Maps a partition to the set of strings of length <= k reachable from
        // the partition.
        Map<Partition, Set<List<EventType>>> kStringsMap = new LinkedHashMap<Partition, 
Set<List<EventType>>>();

        // int remaining = partitions.size();
        // Build the kStringsMap
        logger.fine("Pre-computing [node -> ktail set] map");
        for (Partition P : partitions) {
            // logger.info("Remaining kTails pre-mining = " + remaining);
            // remaining -= 1;

            Set<List<EventType>> prefixes = new LinkedHashSet<List<EventType>>();
            List<EventType> prefix = new ArrayList<EventType>();
            prefix.add(P.getEType());
            prefixes.add(prefix);

            Set<List<EventType>> ret = null;
            if (k == 0) {
                // For k=0, use singleton prefixes set containing P's event
                // type.
                ret = prefixes;
            } else {
                for (Partition child : P.getAllSuccessors()) {
                    if (ret == null) {
                        ret = getKString(child, k - 1, prefixes);
                    } else {
                        ret.addAll(getKString(child, k - 1, prefixes));
                    }
                }
            }
            // If we have not explored anything below P because it is a leaf
            // then use singleton prefix set.
            if (ret == null) {
                ret = prefixes;
            }
            kStringsMap.put(P, ret);
        }

        logger.fine("Finding sets of nodes that are k-equivalent.");
        for (int i = 0; i < partitions.size(); i++) {
            Partition Pi = partitions.get(i);

            // Skip partition Pi if it has already been merged previously.
            // Since k-equivalence is transitive, this merge already contains
            // all the k-equivalent partitions.
            if (mergedPartitions.contains(Pi)) {
                continue;
            }

            // m will track all partitions to be merged with Pi.
            PartitionMultiMerge m = null;

            Set<List<EventType>> PiKStrings = kStringsMap.get(Pi);

            // Can't merge a partition with itself. So skip i=j. Also, merging
            // is commutative so if we've tried merge(p1,p2)w then we don't have
            // to try/check merge(p2,p1). So skip j < i.
            for (int j = i + 1; j < partitions.size(); j++) {
                Partition Pj = partitions.get(j);
                // If we merged p1 and p2 previously, and now we are merging
                // p2 and p3, then p3 _must_ be in the p1-p2 partition, since we
                // must have already compared the ktails of p1 and p3
                // previously.
                if (mergedPartitions.contains(Pj)) {
                    continue;
                }

                if (!PiKStrings.equals(kStringsMap.get(Pj))) {
                    continue;
                }

                if (m == null) {
                    List<Partition> list = new ArrayList<Partition>();
                    list.add(Pj);
                    m = new PartitionMultiMerge(Pi, list);
                    merges.add(m);
                } else {
                    m.addToMerge(Pj);
                }

                // We don't need to add Pi to mergedPartitions, since we
                // will never come back to it in the check above.
                mergedPartitions.add(Pj);
            }
        }

        logger.fine("Merging k-equivalent nodes.");
        for (PartitionMultiMerge merge : merges) {
            pGraph.apply(merge);
        }

        return;
    }

    private static Set<List<EventType>> getKString(Partition P, int k,
            Set<List<EventType>> parentPrefixes) {
        if (k < 0) {
            return Collections.emptySet();
        }

        Set<List<EventType>> newPrefixes = new LinkedHashSet<List<EventType>>();

        for (List<EventType> prefix : parentPrefixes) {
            // Have to copy the prefix into newPrefixes, completely!
            List<EventType> prefixCopy = new ArrayList<EventType>();
            prefixCopy.addAll(prefix);
            prefixCopy.add(P.getEType());
            newPrefixes.add(prefixCopy);
        }

        if (k == 0) {
            return newPrefixes;
        }

        Set<List<EventType>> ret = null;
        for (Partition child : P.getAllSuccessors()) {
            if (ret == null) {
                ret = getKString(child, k - 1, newPrefixes);
            } else {
                ret.addAll(getKString(child, k - 1, newPrefixes));
            }
        }

        return ret;
    }

    /**
     * We perform k-tails comparison on the message graph to the given depth k.
     * At k=0 we are just comparing the labels of the two nodes, k > 0 compares
     * the subgraphs that extend down k levels. <br />
     * <br />
     * TODO: differentiate between weak subsumption and strong subsumption? As
     * is done here: http://portal.acm.org/ft_gateway.cfm?id=1368157&type=pdf
     * 
     * @return true if the k-tails are equivalent under the current definition
     *         of equivalence.
     */
    static public <NodeType extends INode<NodeType>> boolean kEquals(
            NodeType n1, NodeType n2, int k) {
        if (!n1.getEType().equals(n2.getEType())) {
            return false;
        }
        if (k == 0) {
            return n1.getEType().equals(n2.getEType());
        }
        
        LinkedHashMap<NodeType, NodeType> allVisitedMatches = new LinkedHashMap<NodeType, 
NodeType>();
        return kEqualsWithoutSubsumption(n1, n2, k, allVisitedMatches);
    }

    /**
     * Without subsumption the children sets of both nodes must match each other
     * exactly -- there needs to be a 1-1 correspondence that holds recursively.
     */
    static private <NodeType extends INode<NodeType>> boolean kEqualsWithoutSubsumption(
            NodeType n1, NodeType n2, int k,
            LinkedHashMap<NodeType, NodeType> allVisitedMatches) {       

        // The labels must match.
        if (!n1.getEType().equals(n2.getEType())) {
            return false;
        }

        if (allVisitedMatches.containsKey(n1)) {
            if (allVisitedMatches.get(n1) != n2) {
                // n1 has been visited previously, but it doesn't map to n2
                return false;
            }
        } else {
            if (allVisitedMatches.containsValue(n2)) {
                // n1 has not been visited previously, but n2 has been.
                return false;
            }
        }

        // Base case.
        if (k == 0) {
            return true;
        }

        // Short circuit: since we are not subsuming, the number of transitions
        // from the two nodes must be the same.
        // NOTE: this comparison considers all relations simultaneously. For
        // efficiency we could also check for matching transition counts for
        // each relation.

        List<? extends ITransition<NodeType>> n1Trans = n1.getAllTransitions();
        List<? extends ITransition<NodeType>> n2Trans = n2.getAllTransitions();

        if (n1Trans.size() != n2Trans.size()) {
            return false;
        }

        // Here we will match up children of n1 with children of n2 based
        // on whether or not they are kEqual with k=k-1. We keep track of
        // n2 children that we've already matched to some children of n1. We
        // skip these matched children of n2 since we can't reuse matches for
        // children of n1.

        // If any of the children of n1 have been previously visited, then check
        // that each visited child of n1 corresponds to some visited child of
        // n2. And that no visited child of n2 is visited otherwise.
        LinkedHashSet<NodeType> visitedN1Children = new LinkedHashSet<NodeType>();
        LinkedHashSet<NodeType> visitedN2Children = new LinkedHashSet<NodeType>();

        for (ITransition<NodeType> t : n1Trans) {
            NodeType c1 = t.getTarget();
            if (allVisitedMatches.containsKey(c1)) {
                visitedN1Children.add(c1);
                visitedN2Children.add(allVisitedMatches.get(c1));
            }
        }

        int numVisitedN2ChildrenFound = 0;
        for (ITransition<NodeType> t : n2Trans) {
            NodeType c2 = t.getTarget();
            if (allVisitedMatches.containsValue(c2)) {
                if (!visitedN2Children.contains(c2)) {
                    // c2 has been visited but doesn't map to a visited child of
                    // n1.
                    return false;
                }
                numVisitedN2ChildrenFound++;
            } else {
                if (visitedN2Children.contains(c2)) {
                    // c2 has not been visited but _does_ map to a visited child
                    // of n1 -- visitedMatches hash is therefore inconsistent.
                    throw new InternalSynopticException(
                            "Inconsistent kTails exploration.");
                }
            }
        }
        // We were not able to find all visitedN2Children as children of n2.
        if (numVisitedN2ChildrenFound != visitedN2Children.size()) {
            return false;
        }

        // Below, we are going to skip nodes that have been previously visited
        // -- those in visitedN1Children and visitedN2Children.

        // This set contains a child of n2 if that child has been
        // mapped in some earlier iteration of the outer loop (through children
        // of n2) below.
        LinkedHashSet<NodeType> childKEquivMatches = new LinkedHashSet<NodeType>();

        // Record that we're _currently_ visiting n1 and n2 -- this is
        // necessary for cycles (for DAGs it is sufficient to mark n1
        // and n2 as visited after determining that they are kEqual).
        allVisitedMatches.put(n1, n2);

        for (ITransition<NodeType> t1 : n1Trans) {
            NodeType c1 = t1.getTarget();
            // Skip c1 if it was visited by this method earlier.
            if (visitedN1Children.contains(c1)) {
                continue;
            }

            boolean kEqual = false;

            // Make sure to get transitions of the same relation.
            for (ITransition<NodeType> t2 : n2
                    .getTransitionsWithExactRelations(t1.getRelation())) {
                NodeType c2 = t2.getTarget();

                // Skip c2 if it was visited by this method earlier.
                if (visitedN2Children.contains(c2)) {
                    continue;
                }

                // Skip c2 if its already been mapped to a c1 previously in the
                // outer loop.
                if (childKEquivMatches.contains(c2)) {
                    continue;
                }

                if (kEqualsWithoutSubsumption(c1, c2, k - 1, allVisitedMatches)) {
                    kEqual = true;
                    childKEquivMatches.add(c2);
                    break;
                }
            }
            // Could not find any kEqual c2 to match with c1.
            if (!kEqual) {
                // Remove the record of visiting n1 and n2.
                allVisitedMatches.remove(n1);
                return false;
            }
        }
        return true;
    }
}

kTails Procedural description
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+
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8
<

:

true : 8t 2 L, 9b 2 B, ⌃(a ! �b) in t ^
8b 2 B, 9t 2 L, ⌃(a ! �b) in t

false : otherwise

When to 
instantiate:

Complete
template

package synoptic.algorithms;

import java.util.ArrayList;
import java.util.Collections;
import java.util.LinkedHashMap;
import java.util.LinkedHashSet;
import java.util.List;
import java.util.Map;
import java.util.Set;
import java.util.logging.Logger;

import synoptic.algorithms.graphops.PartitionMultiMerge;
import synoptic.model.ChainsTraceGraph;
import synoptic.model.Partition;
import synoptic.model.PartitionGraph;
import synoptic.model.event.EventType;
import synoptic.model.interfaces.INode;
import synoptic.model.interfaces.ITransition;
import synoptic.util.InternalSynopticException;
import synoptic.util.NotImplementedException;

/**
 * Implements the KTails algorithm as defined in Biermann & Feldman '72.
 */
public class KTails {
    public static Logger logger;
    static {
        logger = Logger.getLogger("KTails");
    }

    /**
     * Constructs and returns a PartitionGraph generated by applying kTails with
     * the given k value to the given trace graph
     */
    public static PartitionGraph performKTails(ChainsTraceGraph g, int k) {
        PartitionGraph pGraph = new PartitionGraph(g, false, null);
        attemptMerge(pGraph, k);
        return pGraph;
    }

    /**
     * Finds all possible merges in pGraph. Requires making a new call to
     * attemptMerge after every merge in case previously un-merge-able pairs
     * become merge-able.
     */
    private static void attemptMerge(PartitionGraph pGraph, int k) {
        // Keeps track of the merges that we want to perform.
        Set<PartitionMultiMerge> merges = new LinkedHashSet<PartitionMultiMerge>();

        // List of all partitions -- needed for ordering partitions in the loops
        // below.
        List<Partition> partitions = new ArrayList<Partition>(pGraph.getNodes());

        // Partitions that belong to a merge.
        List<Partition> mergedPartitions = new ArrayList<Partition>();

        // Maps a partition to the set of strings of length <= k reachable from
        // the partition.
        Map<Partition, Set<List<EventType>>> kStringsMap = new LinkedHashMap<Partition, 
Set<List<EventType>>>();

        // int remaining = partitions.size();
        // Build the kStringsMap
        logger.fine("Pre-computing [node -> ktail set] map");
        for (Partition P : partitions) {
            // logger.info("Remaining kTails pre-mining = " + remaining);
            // remaining -= 1;

            Set<List<EventType>> prefixes = new LinkedHashSet<List<EventType>>();
            List<EventType> prefix = new ArrayList<EventType>();
            prefix.add(P.getEType());
            prefixes.add(prefix);

            Set<List<EventType>> ret = null;
            if (k == 0) {
                // For k=0, use singleton prefixes set containing P's event
                // type.
                ret = prefixes;
            } else {
                for (Partition child : P.getAllSuccessors()) {
                    if (ret == null) {
                        ret = getKString(child, k - 1, prefixes);
                    } else {
                        ret.addAll(getKString(child, k - 1, prefixes));
                    }
                }
            }
            // If we have not explored anything below P because it is a leaf
            // then use singleton prefix set.
            if (ret == null) {
                ret = prefixes;
            }
            kStringsMap.put(P, ret);
        }

        logger.fine("Finding sets of nodes that are k-equivalent.");
        for (int i = 0; i < partitions.size(); i++) {
            Partition Pi = partitions.get(i);

            // Skip partition Pi if it has already been merged previously.
            // Since k-equivalence is transitive, this merge already contains
            // all the k-equivalent partitions.
            if (mergedPartitions.contains(Pi)) {
                continue;
            }

            // m will track all partitions to be merged with Pi.
            PartitionMultiMerge m = null;

            Set<List<EventType>> PiKStrings = kStringsMap.get(Pi);

            // Can't merge a partition with itself. So skip i=j. Also, merging
            // is commutative so if we've tried merge(p1,p2)w then we don't have
            // to try/check merge(p2,p1). So skip j < i.
            for (int j = i + 1; j < partitions.size(); j++) {
                Partition Pj = partitions.get(j);
                // If we merged p1 and p2 previously, and now we are merging
                // p2 and p3, then p3 _must_ be in the p1-p2 partition, since we
                // must have already compared the ktails of p1 and p3
                // previously.
                if (mergedPartitions.contains(Pj)) {
                    continue;
                }

                if (!PiKStrings.equals(kStringsMap.get(Pj))) {
                    continue;
                }

                if (m == null) {
                    List<Partition> list = new ArrayList<Partition>();
                    list.add(Pj);
                    m = new PartitionMultiMerge(Pi, list);
                    merges.add(m);
                } else {
                    m.addToMerge(Pj);
                }

                // We don't need to add Pi to mergedPartitions, since we
                // will never come back to it in the check above.
                mergedPartitions.add(Pj);
            }
        }

        logger.fine("Merging k-equivalent nodes.");
        for (PartitionMultiMerge merge : merges) {
            pGraph.apply(merge);
        }

        return;
    }

    private static Set<List<EventType>> getKString(Partition P, int k,
            Set<List<EventType>> parentPrefixes) {
        if (k < 0) {
            return Collections.emptySet();
        }

        Set<List<EventType>> newPrefixes = new LinkedHashSet<List<EventType>>();

        for (List<EventType> prefix : parentPrefixes) {
            // Have to copy the prefix into newPrefixes, completely!
            List<EventType> prefixCopy = new ArrayList<EventType>();
            prefixCopy.addAll(prefix);
            prefixCopy.add(P.getEType());
            newPrefixes.add(prefixCopy);
        }

        if (k == 0) {
            return newPrefixes;
        }

        Set<List<EventType>> ret = null;
        for (Partition child : P.getAllSuccessors()) {
            if (ret == null) {
                ret = getKString(child, k - 1, newPrefixes);
            } else {
                ret.addAll(getKString(child, k - 1, newPrefixes));
            }
        }

        return ret;
    }

    /**
     * We perform k-tails comparison on the message graph to the given depth k.
     * At k=0 we are just comparing the labels of the two nodes, k > 0 compares
     * the subgraphs that extend down k levels. <br />
     * <br />
     * TODO: differentiate between weak subsumption and strong subsumption? As
     * is done here: http://portal.acm.org/ft_gateway.cfm?id=1368157&type=pdf
     * 
     * @return true if the k-tails are equivalent under the current definition
     *         of equivalence.
     */
    static public <NodeType extends INode<NodeType>> boolean kEquals(
            NodeType n1, NodeType n2, int k) {
        if (!n1.getEType().equals(n2.getEType())) {
            return false;
        }
        if (k == 0) {
            return n1.getEType().equals(n2.getEType());
        }
        
        LinkedHashMap<NodeType, NodeType> allVisitedMatches = new LinkedHashMap<NodeType, 
NodeType>();
        return kEqualsWithoutSubsumption(n1, n2, k, allVisitedMatches);
    }

    /**
     * Without subsumption the children sets of both nodes must match each other
     * exactly -- there needs to be a 1-1 correspondence that holds recursively.
     */
    static private <NodeType extends INode<NodeType>> boolean kEqualsWithoutSubsumption(
            NodeType n1, NodeType n2, int k,
            LinkedHashMap<NodeType, NodeType> allVisitedMatches) {       

        // The labels must match.
        if (!n1.getEType().equals(n2.getEType())) {
            return false;
        }

        if (allVisitedMatches.containsKey(n1)) {
            if (allVisitedMatches.get(n1) != n2) {
                // n1 has been visited previously, but it doesn't map to n2
                return false;
            }
        } else {
            if (allVisitedMatches.containsValue(n2)) {
                // n1 has not been visited previously, but n2 has been.
                return false;
            }
        }

        // Base case.
        if (k == 0) {
            return true;
        }

        // Short circuit: since we are not subsuming, the number of transitions
        // from the two nodes must be the same.
        // NOTE: this comparison considers all relations simultaneously. For
        // efficiency we could also check for matching transition counts for
        // each relation.

        List<? extends ITransition<NodeType>> n1Trans = n1.getAllTransitions();
        List<? extends ITransition<NodeType>> n2Trans = n2.getAllTransitions();

        if (n1Trans.size() != n2Trans.size()) {
            return false;
        }

        // Here we will match up children of n1 with children of n2 based
        // on whether or not they are kEqual with k=k-1. We keep track of
        // n2 children that we've already matched to some children of n1. We
        // skip these matched children of n2 since we can't reuse matches for
        // children of n1.

        // If any of the children of n1 have been previously visited, then check
        // that each visited child of n1 corresponds to some visited child of
        // n2. And that no visited child of n2 is visited otherwise.
        LinkedHashSet<NodeType> visitedN1Children = new LinkedHashSet<NodeType>();
        LinkedHashSet<NodeType> visitedN2Children = new LinkedHashSet<NodeType>();

        for (ITransition<NodeType> t : n1Trans) {
            NodeType c1 = t.getTarget();
            if (allVisitedMatches.containsKey(c1)) {
                visitedN1Children.add(c1);
                visitedN2Children.add(allVisitedMatches.get(c1));
            }
        }

        int numVisitedN2ChildrenFound = 0;
        for (ITransition<NodeType> t : n2Trans) {
            NodeType c2 = t.getTarget();
            if (allVisitedMatches.containsValue(c2)) {
                if (!visitedN2Children.contains(c2)) {
                    // c2 has been visited but doesn't map to a visited child of
                    // n1.
                    return false;
                }
                numVisitedN2ChildrenFound++;
            } else {
                if (visitedN2Children.contains(c2)) {
                    // c2 has not been visited but _does_ map to a visited child
                    // of n1 -- visitedMatches hash is therefore inconsistent.
                    throw new InternalSynopticException(
                            "Inconsistent kTails exploration.");
                }
            }
        }
        // We were not able to find all visitedN2Children as children of n2.
        if (numVisitedN2ChildrenFound != visitedN2Children.size()) {
            return false;
        }

        // Below, we are going to skip nodes that have been previously visited
        // -- those in visitedN1Children and visitedN2Children.

        // This set contains a child of n2 if that child has been
        // mapped in some earlier iteration of the outer loop (through children
        // of n2) below.
        LinkedHashSet<NodeType> childKEquivMatches = new LinkedHashSet<NodeType>();

        // Record that we're _currently_ visiting n1 and n2 -- this is
        // necessary for cycles (for DAGs it is sufficient to mark n1
        // and n2 as visited after determining that they are kEqual).
        allVisitedMatches.put(n1, n2);

        for (ITransition<NodeType> t1 : n1Trans) {
            NodeType c1 = t1.getTarget();
            // Skip c1 if it was visited by this method earlier.
            if (visitedN1Children.contains(c1)) {
                continue;
            }

            boolean kEqual = false;

            // Make sure to get transitions of the same relation.
            for (ITransition<NodeType> t2 : n2
                    .getTransitionsWithExactRelations(t1.getRelation())) {
                NodeType c2 = t2.getTarget();

                // Skip c2 if it was visited by this method earlier.
                if (visitedN2Children.contains(c2)) {
                    continue;
                }

                // Skip c2 if its already been mapped to a c1 previously in the
                // outer loop.
                if (childKEquivMatches.contains(c2)) {
                    continue;
                }

                if (kEqualsWithoutSubsumption(c1, c2, k - 1, allVisitedMatches)) {
                    kEqual = true;
                    childKEquivMatches.add(c2);
                    break;
                }
            }
            // Could not find any kEqual c2 to match with c1.
            if (!kEqual) {
                // Remove the record of visiting n1 and n2.
                allVisitedMatches.remove(n1);
                return false;
            }
        }
        return true;
    }
}

kTails Procedural description
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Eval(Log L, hx=a, Y=Bi) =
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:

true : 8t 2 L, 9b 2 B, ⌃(a ! �b) in t ^
8b 2 B, 9t 2 L, ⌃(a ! �b) in t

false : otherwise

How can we:
... get kTails to ignore certain k-length sequences?
... add the x AlwaysFollowedBy y invariant to kTails?
... make Synoptic deterministic?
... add a new kind of invariant to Synoptic?
... learn which properties kTails/Synoptic preserve?

• This formulation is exact (identical models)
• Generalizes to arbitrary k value
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This formulation is approximate:
InvariMint model superset of Synoptic models
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... learn which properties kTails/Synoptic preserve?

✓  

✓  

✓  

✓  

✓  



x AlwaysFollowedBy y
x AlwaysPrecedes y

 x NeverFollowedBy y
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Expressing Synoptic with InvariMint
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Observations ModelProperty
miner

Property
Instances \

How can we:
... get kTails to ignore certain k-length sequences?
... add the x AlwaysFollowedBy y invariant to kTails?
... make Synoptic deterministic?
... add a new kind of invariant to Synoptic?
... learn which properties kTails/Synoptic preserve?

✓Transparency
✓Extensibility

InvariMint advantages:

✓ 



• FSM-inference algorithms not transparent/extensible

‣ InvariMint -- modular and declarative FSM-inference

• Expressing algorithm using InvariMint

‣ kTails -- a state-merging algorithm

‣ Synoptic -- a state-splitting algorithm

• General specification formalism

• InvariMint evaluation
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Outline
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• FSM inference as property composition

‣ kTails -- a state merging algorithm
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ModelProperty
miner

Property
instances

InvariMint specifications

Observations

Property
types

\
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ModelProperty
miner

Property
composition

Property
instances

InvariMint specifications

Observations

Composition
function

Property
types
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ModelProperty
miner

Property
composition

Property
instances

InvariMint specifications

Observations

Composition
function

Property
type 1

Property
type 2

...
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ModelProperty
miner

Property
composition

Property
instances

InvariMint specifications

Observations

Composition
function

Parameterized FSM
Evaluation function

...

Parameterized FSM
Evaluation function

Property 1:

Property 2:

• Parameterized FSM (PFSM) -- property template

‣ An FSM with variable-labeled transitions

• Evaluation function

‣ Controls when a PFSM is instantiated as an FSM
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ModelProperty
miner

Property
composition

Property
instances

InvariMint specifications

Observations

Composition
function

Parameterized FSM
Evaluation function

...

Parameterized FSM
Evaluation function

Property 1:

Property 2:

• Parameterized FSM (PFSM) -- property template

‣ An FSM with variable-labeled transitions

• Evaluation function

‣ Controls when a PFSM is instantiated as an FSM

FSMs
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ModelProperty
miner

Property
composition

Property
instances

InvariMint specifications

Observations

Composition
function

...

Property 1:

Property 2:

• Parameterized FSM (PFSM) -- property template

‣ An FSM with variable-labeled transitions

• Evaluation function

‣ Controls when a PFSM is instantiated as an FSM

FSMs

An equation over FSMs

Parameterized FSM
Evaluation function
Parameterized FSM
Evaluation function



• FSM-inference algorithms not transparent/extensible

‣ InvariMint -- modular and declarative FSM-inference

• Expressing algorithm using InvariMint

‣ kTails -- a state-merging algorithm

‣ Synoptic -- a state-splitting algorithm

• General specification formalism

• InvariMint evaluation
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Outline
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• FSM inference as property composition

‣ kTails -- a state merging algorithm
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InvariMint expressiveness
• FSM-inference algorithms from prior work 

‣ Expressed kTails and Synoptic

‣ Useful for understanding both algorithms

‣ Noticed overlap in their InvariMint specifications!

• What can and can’t we express with InvariMint?
‣ Limited to FSM algorithms that consider temporality

‣ Constrains inference to composition of properties

‣ Benefits from a formal background

77
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InvariMint performance
• FSM inference useful for large systems

‣ Compact representation of mass executions

‣ A node at Google generates a million messages/day

• Does transparency and extensibility impact 
performance?
‣ InvariMint versions of kTails and Synoptic            

over 100x faster than procedural variants

78

Xu et al. SLAML 2010
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Performance: kTails
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InvariMint kTails

Observations

• InvariMint kTails much faster than procedural kTails
‣ Efficient FSM composition (e.g., intersection)

‣ The full log is never maintained in memory

Procedural kTails

(thousands of events)
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Performance: Synoptic
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Property Instances

• Procedural Synoptic much slower than InvariMint Synoptic
‣ Synoptic’s modeling check invariants

‣ Synoptic’s refinement deals with concrete event instances

Procedural Synoptic
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Contributions

81

synoptic.googlecode.com

FSM-inference algorithms are not transparent/extensible

Open source

InvariMint
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit
src : 2, dst : 0, timestamp : 4, type : tx_commit
src : 2, dst : 1, timestamp : 5, type : tx_commit
src : 0, dst : 2, timestamp : 6, type : ack
src : 1, dst : 2, timestamp : 7, type : ack
src : 2, dst : 0, timestamp : 8, type : prepare
src : 2, dst : 1, timestamp : 9, type : prepare
src : 0, dst : 2, timestamp : 10, type : commit
src : 1, dst : 2, timestamp : 11, type : commit
src : 2, dst : 0, timestamp : 12, type : tx_commit
src : 2, dst : 1, timestamp : 13, type : tx_commit
src : 0, dst : 2, timestamp : 14, type : ack
src : 1, dst : 2, timestamp : 15, type : ack
src : 2, dst : 0, timestamp : 16, type : prepare
src : 2, dst : 1, timestamp : 17, type : prepare
src : 0, dst : 2, timestamp : 18, type : commit
src : 1, dst : 2, timestamp : 19, type : commit
src : 2, dst : 0, timestamp : 20, type : tx_commit
src : 2, dst : 1, timestamp : 21, type : tx_commit
src : 0, dst : 2, timestamp : 22, type : ack
src : 1, dst : 2, timestamp : 23, type : ack
src : 2, dst : 0, timestamp : 0, type : prepare
src : 2, dst : 1, timestamp : 1, type : prepare
src : 0, dst : 2, timestamp : 2, type : commit
src : 1, dst : 2, timestamp : 3, type : commit

s1 s2

¬x ¬y

y

x

t1

t3¬y y

x t2 *

*

\
propose

commit

tx-committx-abort

abort

commit abort

http://code.google.com/p/synoptic/
http://code.google.com/p/synoptic/
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Contributions
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FSM-inference algorithms are not transparent/extensible

• Provides insight into how an algorithms works

• A common language for inference algorithms

• Simplifies extension of existing algorithms

• Faster than procedural equivalents

Open source

InvariMint
Declarative specification of FSM-inference algorithms

synoptic.googlecode.com

http://code.google.com/p/synoptic/
http://code.google.com/p/synoptic/

